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Summary

This Technical Report provides an overview of Decentralized Finance (DeFi) and Non-Fungible
Token (NFT). It sets out the principal technical concepts and examines selected legal considerations
relevant to these domains, given the close interaction between technological design and regulatory
treatment. The report also identifies practical measures to strengthen trust and legal certainty,
particularly in relation to NFT metadata integrity, content-addressed storage, smart-contract
auditability, and the use of Digital Art Certificate (DAC), including the DAC+NFT model supported
by Qualified Electronic Signatures (QES) where a reliable link to real-world identity signature and
rights is required. Extended with Human Time Token (HTT), a DAC+ can even certify how many
hours of human time has been spent by an artist for a specific piece of art. These proposals are also
relevant to future standardization work on legally robust off-chain certification and interoperability
between Distributed Ledger Technology (DLT) technical and legal layers.
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1 Abbreviations

Al
AMM
AML
ART
CASP
DAC
DAG
DAO
DApp
DLT
CBDC
CEX
CTF
DCGI
DeFi
DEX
DLT
EMT
ERC
FHE
HTT
IP
IPFS
ITU
KYC
MiCA
MEV
MPC
NFT
QES
RWA
TEE
UBI

Artificial Intelligence
Automated Market Maker
Anti-Money Laundering

Asset Reference Token

Centralized Crypto-Asset Service Provider

Digital Art Certificate

Directed Acyclic Graph
Decentralized Autonomous Organization
Decentralized Application
Distributed Ledger Technology
Central Bank Digital Currency
Centralized Exchange
Counter-Terrorism Financing

Digital Currency Global Initiative
Decentralized Finance

Decentralized Exchange

Distributed Ledger Technology
E-Money Token

Ethereum Request for Comment
Fully Homomorphic Encryption
Human Time Token

Intellectual Property

InterPlanetary File System
International Telecommunication Union
Know Your Customer

Markets in Crypto-Assets Regulation
Maximal Extractable Value
Multi-Party Computation
Non-Fungible Token

Qualified Electronic Signature
Real-World Asset

Trusted Execution Environment

Universal Basic Income
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2 Terms and definitions

During the last three to five thousand years, various forms of money and debt have been tried
in order to scale human sustainability over time and distance. Money took the form of tokens
or commodities with accepted or imposed representations of value. Different ways of issuing
and handling tokens were tried, leading to different forms of money. Examples include shells,
tobacco and coins. As communities spread, forms of money such as Rai Stones, were used to
capture, store and transfer value and knowledge, over expanded space and time, for human
sustainability. This Technical Report focuses on crypto tokens and defines the following terms.

2.1 Non-Fungible Token (NFT) Definition

An NFT (Non-Fungible Token) is a digital token that represents something of value that is
unique and cannot be replaced by anything else. From a technical point of view, an NFT is a
unique cryptographically controlled token. Each NFT contains a unique identifier that
distinguishes it from any other token, making it irreplaceable and verifiably scarce. The first
commercial appearance of a Non-Fungible Token (NFT) is often said to have occurred in 2014
with the representation of the digital artwork Quantum by Kevin McCoy. NFTs can be used as
containers for intellectual or physical property rights. This technology supports verification,
authenticity, ownership and data provenance. NFTs can be linked to various digital or physical
items, including artwork, music, videos, collectibles, virtual real estate and more. This
uniqueness and scarcity are among the primary factors contributing to the value and appeal of
NFT in the art domain. However, NFT can be used in many other application domains besides
art. For example, in video games and virtual worlds, NFTs may represent in-game assets such
as virtual items, characters, skins or weapons. It is important to note that, by default in
Ethereum standard, the NFT’s unique identifier is the only data that does not change in an NFT.
Any field other than the NFT’s unique identifier may change. ChainLink [1] has created a
framework to facilitate the creation and updating of dynamic NFTs. An example use case of a
dynamic NFT is to track the maintenance checks of an identified car, updated each time new
maintenance is performed. Cryptocurrencies such as Bitcoin or Ethereum are theoretically
fungible and can be exchanged on a one-to-one basis if we do not consider that some tokens
may be tainted, meaning that they have been used in illegal activities such as buying drugs. In
contrast, NFTs are distinct and cannot be exchanged on a like-for-like basis.

2.2 Decentralized Finance (DeFi) Definition

DeFi (Decentralized Finance), in principle, refers to financial services that do not rely on
centralized financial intermediaries. DeFi goes beyond payments to provide services such as
borrowing, lending and investing. It does not, however, generally cover conversion from
cryptocurrencies to fiat currency, although swapping between cryptocurrencies may be
required during DeFi transactions. A compatible Central Bank Digital Currency (CBDC), for
example a CBDC implemented as an ERC-20 token [2], can be used in DeFi, although this
may challenge the original objective of decentralization. In practice, many components
commonly used in DeFi are not fully decentralized. From a technical perspective, a DeFi
transaction involves cryptographically controlled tokens operating under a consensus
mechanism. For example, the consensus may require a percentage of miners or validators, such
as more than 50% on Bitcoin [3] and Ethereum [4], to validate a transaction. Such validation
may occur on one of several decentralized ledgers worldwide, some of which include
orchestrated smart contracts whose functions range from permissionless to permissioned. The
orchestration of different transactions may depend on miner and validator decisions and lead
to maximal extractable value (MEV), which is discussed below in the DeFi remaining issues
section.
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3 Decentralized Finance (DeFi) Overview

DeFi has already been defined above. This section provides further detail on the building blocks
of DeFi and some of its remaining technical issues.

3.1 DeFi Technical Building Blocks
First, we detail below a few examples of how our definition applies to different use cases.

Perhaps the simplest example is a Bitcoin transaction between two addresses. Based on the
definition above, this is a DeFi transaction between two Bitcoin addresses controlled by their
respective private keys and validated by miners for inclusion in the Bitcoin blockchain, without
smart-contract interaction and on a permissionless basis.

Another example is a transaction involving Ethers between two Ethereum addresses controlled
by their respective private keys and validated by Ethereum validators for inclusion in the
Ethereum blockchain, again without smart-contract interaction and on a permissionless basis.

A third example is a transaction involving ERC-20 USDT tokens between two Ethereum
addresses controlled by their respective private keys and validated by Ethereum validators for
inclusion in the Ethereum blockchain. As an ERC-20 stablecoin token, Tether (USDT) [5] is
in practice an interface to a set of smart contracts deployed by and controlled by Tether. These
smart contracts include features that allow Tether to freeze accounts and to permit or deny
transfers for specific addresses, challenging then the decentralization feature.

A fourth example is the lending of USDT through AAVE from one Ethereum address to
another, with the transaction controlled by private keys and validated by Ethereum validators
for inclusion in the Ethereum blockchain, using smart contracts deployed by AAVE. Users do
not lend to one another directly because the lent tokens are first placed in a smart-contract-
controlled pool from which another user may borrow. AAVE token holders may decide on
permission rules and many of the lending conditions. In theory, Circle [6], which controls
another major ERC-20 stablecoin called USDC, or Tether could disable AAVE lending by
blacklisting the AAVE smart contracts. This would lock all USDC and USDT held in those
contracts, and no further lending or debt repayment could occur in these currencies.

These examples show that the definition used in this report applies to many use cases without
technical ambiguity. By contrast, other definitions, such as the definition proposed by the BIS,
include elements that cannot be mapped clearly in technical terms, for example the term
“competitive” in “Decentralized Finance (DeFi) is a competitive, contestable, composable and
non-custodial financial ecosystem built on technology that does not require a central
organization to operate and that has no safety net.” [7] The definition used in this report also
differs in that it remains applicable to custodial smart contracts, such as ERC-20 token smart
contracts like USDC or USDT, where tokens can be frozen by their centrally controlled
deployer and are therefore not non-custodial.

We depict in Figure 1 the main building blocks involved in the above examples and beyond.
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Figure 1. DeFi Main Building Blocks Overview

Three main levels can be identified:

1. The top level, the “User Level”, is the level seen by users such as Alice or Bob and
includes:

o Their crypto wallet, which may be a software such as Metamask [8] or a
hardware wallet, with private keys and public keys that are created without
having to pass Know Your Customer (KYC) [9] thanks to cryptography maths.
Their public keys are used to compute their account addresses via hash.

o They can transact native tokens without smart contract as in our Bitcoin or Ether
transactions examples directly from their software crypto wallet. A Distributed
Ledger Technology (DLT) may have or not have a native token. For example,
a consortium may create a private blockchain that can be used without native
utility token.

o Thanks to a Web3 decentralized application (DApp) user interface, they can use
the smart contracts associated with the DApp if the DLT allows for the creation
of smart contracts. By Web3, we mean a website or mobile application that is
compatible with a crypto wallet and thus a blockchain or DLT. Some smart
contracts may or may not create their own token. We have seen in our examples
that a smart-contract token may be a stablecoin such as USDC or USDT. It may
even be a CBDC. A smart contract may be seen as a program deployed on a
DLT whose code may or may not be open source. Depending on the DLT, smart
contracts may be updatable or not. In our view, smart contracts should not be
updatable because otherwise the signed contract terms may change, making the
term contract less meaningful. To further increase trust in the smart contract,
the open-source code should have been audited by well-known auditors. On
most blockchains, the deployer of the smart contract can keep admin rights and
can designate other addresses as admins. When the smart contract mints or
manages tokens, it is important to check which rights have been retained by the
admins of the smart contract. For example, in the case of many ERC-20 tokens,
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such as USDT or USDC, some admins may freeze the tokens inside the smart
contract, which turns the smart contract into a custodial solution.

2. The “Middleware Level”, in the middle of Figure 1, is the level of the coders: the smart-
contract developers and the developers of the DLT code itself. These coders may be
part of a DLT organization that decides which updates should be made. The
organization may take different forms. It may be informal, based on votes and
agreements among core developers. It may be a formal organization established as a
foundation, an association or a company. It may even be a Decentralized Autonomous
Organization (DAO), in which governance-token holders vote on changes to the DAO.
DAOs are defined from a legal point of view in only a few countries and their
definitions are often technically weak. There are different types of DLT beyond
blockchain, such as Directed Acyclic Graph (DAG) [10], and supporting building
blocks such as Layer 2 solutions to carry out parts of the transaction off-chain and
sometimes even offline [11], [12]. Some DeFi transactions may require the use of
different DLTs. For this reason, this level also includes bridge building blocks.

3. The bottom or “Infrastructure Level” is the level of the decentralized system’s
infrastructure participants. In the case of a permissionless DLT such as Bitcoin or
Ethereum, an infrastructure participant sets up one or more servers on which the DLT
code is compiled and then joins the other peer participants when the compiled code is
executed. In the case of a permissioned DLT, only the whitelisted participants chosen
by the consortium have the right to run the DLT code and join the consensus system.
Usually, infrastructure participants are rewarded with native utility tokens paid as
transaction fees and/or mining or validating rewards, as in Bitcoin, whose block
rewards are halved approximately every four years.

Finally, some entities may act across all three levels, notably attackers and regulators. An
attacker may be a scammer who convinces users to invest in a fraudulent Web3 project or to
use untrustworthy smart contracts or websites. Another type of attacker may be a hacker who
identifies a security vulnerability in DLT or smart-contract code. Several blockchains with
relatively few miners have already experienced attacks at the infrastructure level, for example
the so-called 51% attack, in which attackers take control of the longest chain by controlling
more than 50% of the mining power. A regulator may fine a smart-contract administrator
because KYC, Anti-Money Laundering (AML) or Counter-Terrorism Financing (CTF) checks
were not performed. Users may also be fined for tax reasons if they have not declared their
cryptocurrency gains. In some cases, the smart-contract or DLT developers may also be
sanctioned. Finally, the DLT organization, and even the infrastructure participants, may face
regulatory consequences.

3.2 DeFi Technical and Legal Issues

3.2.1 EU MiCA Regulation

One of the major regulation regarding crypto-assets is the EU Regulation 2023/1114 on
markets in crypto-assets (MiCA), which establishes a harmonised EU framework for the
issuance and public offering of crypto-assets, as well as for the authorisation and ongoing
supervision of crypto-asset service providers. MiCA entered into force in June 2023, with
provisions on asset-referenced tokens and e-money tokens applying from June 2024 and the
remaining provisions, including the authorisation of most crypto-asset service providers,
applying from December 2024, subject to transitional regimes in some Member States.

National Competent Authorities (like the AMF in France) evaluate decentralization on a case-
by-case basis. For example, a platform branding itself as a Decentralized Exchange “DEX”
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will still be treated as a traditional Centralized Crypto-Asset Service Provider (CASP) subject
to full MiCA licensing if any of the following exist:

e An Identifiable Operator: If a specific company, foundation, or team deploys,
maintains, and structurally controls the smart contracts, they are legally liable.

e Upgradability Controls: If the core team retains Admin Keys or multisig controls that
allow them to modify the liquidity pools, alter fees, or pause trading without a truly
decentralized DAO vote.

e C(Centralized Front-Ends: If a centralized corporate entity hosts and owns the web
interface (the domain name) through which users trade, that specific corporate entity
can be regulated as a broker/CASP.

If a DEX fails this “true decentralization” test, it must block EU users or fully comply with
MiCA. A critical regulatory clarification from ESMA highlights the risks for token issuers who
utilize DEXs for liquidity. Under MiCA Article 4, small issuers can normally claim an
exemption from writing a heavy, costly MiCA whitepaper (such as the €1 million exemption).
However, MiCA states that these exemptions disappear if the token is admitted to trading on a
platform. ESMA clarified that if an issuer (or someone on their behalf) launches a token and
lists it/injects liquidity into a DEX operating in the EU, this listing can be legally reclassified
as an “Offer to the Public”. If the underlying DEX is determined to not be “fully decentralized”
under the regulators’ strict definitions, the token issuer loses their small-scale exemption and
is hit with a retrospective obligation to provide a fully compliant MiCA whitepaper.

Under the EU’s MiCA regulation, fungible crypto-assets that do not fall under the definition
of stablecoins are regulated under Title II. This catch-all category includes traditional unbacked
cryptocurrencies (like Bitcoin), utility tokens, and hybrid tokens, provided they do not already
qualify as traditional financial instruments (like shares or bonds under MiFID II). Unlike the
rules for stablecoins, these assets are not subject to upfront banking-style licenses, but they
must follow strict consumer protection and structural rules. For any project wishing to offer
these crypto-assets to the public or list them on an EU centralized exchange (CEX), the primary
requirement is the production and submission of a crypto-asset whitepaper. Unlike a traditional
financial prospectus or stablecoin applications, the national regulator (e.g., the AMF in France)
does not need to formally approve the whitepaper before publication. The issuer must simply
notify their home-state regulatory authority at least 20 working days before publication,
providing the whitepaper and an explanation of why the token is not a stablecoin. The
whitepaper must include explicit data regarding the consensus mechanism’s sustainability and
climate impact (e.g., the energy consumption and carbon footprint of the underlying network).
Once the 20-day notification period has safely passed and the whitepaper is published, the
issuer gains the right to market the token across all 27 EU member states (passporting rights).
All promotional materials must be clearly identifiable as marketing, match the facts presented
in the whitepaper, and prominently display a risk warning regarding the potential for total
capital loss. MiCA provides practical exemptions to alleviate burdens on early-stage, small, or
highly targeted projects. There is no need to publish a MiCA whitepaper if:

e The total value of the public offering across the entire EU is less than €1,000,000 over
a 12-month rolling period.

e The offer is strictly targeted to fewer than 150 natural or legal persons per EU Member
State.

e The offer is exclusively reserved for Qualified Investors (banks, venture capitalists
funds, institutional entities).
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e The tokens are distributed entirely for free (airdropped). It is not considered “free” if
users must give personal data or pay any hidden interaction fees/commissions to get
them.

e The tokens are automatically generated as a reward for maintaining a blockchain
consensus mechanism.

All of the exemptions above immediately vanish if the token is sought to be traded on a CEX.
The moment the token is tradable on a platform, a full MiCA whitepaper becomes mandatory,
regardless of the amount raised. Even if a project uses a whitepaper exemption, it is still bound
by general MiCA standards of market conduct:

e Right of Withdrawal (Cooling-off Period): For public sales, retail investors have a 14-
calendar-day right to withdraw their investment without penalty and receive a full
refund, provided the tokens have not yet been listed on an exchange.

e Strict Civil Liability: Under MiCA, even if there is whitepaper exemption, any
marketing materials, website text, or pitch decks distributed must still be fair, clear, and
not misleading.

e Fair Marketing: All promotional materials must be clearly identifiable as marketing,
display a risk warning regarding the potential for total capital loss, cannot make false
claims about the project, its technology, or its future utility.

Besides MiCA, several countries have released their regulations or laws regarding blockchain
and cryptocurrencies. For example, in Switzerland, the regulation follows a philosophy that
differs significantly from the EU’s MiCA. While MiCA relies on a brand-new, rigid crypto-
specific rulebook, Switzerland historically relies on a “technology-neutral” approach based on
economic substance (“same business, same rules”), under the oversight of FINMA (the Swiss
Financial Market Supervisory Authority). Switzerland integrated blockchain technology
directly into its existing civil and financial frameworks through the landmark Swiss DLT Act
(fully in force since 2021). The US regulatory framework for fungible crypto-assets operates
on a functional approach rooted in the historic Howey Test (1946). Under this test, if a token
is sold with an expectation of profits derived primarily from the entrepreneurial or managerial
efforts of a core team, the transaction is classified as an Investment Contract (Security) under
the jurisdiction of the SEC. However, US regulation actively distinguishes between the
lifecycle stages of a project. Tokens in their early, fundraising, or centralized development
phases are treated as Restricted Digital Assets, i.e., securities under the SEC. Issuers must
register or use strict exemptions like Regulation D (limited to accredited investors). Tokens
become digital commodities under the more permissive oversight of the CFTC once a network
achieves sufficient decentralization and full functionality—meaning no single group controls
the protocol. In the USA, pure algorithmic rewards (staking/mining) and standard airdrops
generally escape securities classification, provided no direct financial consideration is given.

Anyway, each DeFi project must comply with the regulations of the countries where all its
users reside, not only the regulation where the project (core team, servers...) is hosted.
3.2.2  Most stablecoins are custodial and their legal aspects

We have defined in another technical report the term “stablecoin” [5] as such: “is a coin (i.e.,
one unit of an asset) whose value is stable relative to a reference, which may be some units of
another asset or basket of assets or a more abstract reference like purchasing power.”

Below is a simple implementation example of a stablecoin characterized by a fixed 1 to 1 value
in conversion from a token to a fiat currency, e.g., 1 token should be equal to 1 USD. To
perform such 1-1 pegging, the simplest way is to safely store the stablecoin money equivalent
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in a DeFi bank account as a reserve. Assuming rights have been established to prevent one
from withdrawing any/all funds without consensus validated authorization from the bank
account, each stablecoin would be convertible to fiat and vice-versa. The security of the bank
account transfer and its deposit is then key. In Switzerland, structures like Trust Companies
[13] can be used to guarantee the security of the funds. We would then be able to handle the
whole life process of a stablecoin thanks to two contracts :

1. The stablecoin contract — allowing to mint and burn the stablecoin

Represented as : Q

2. A conversion contract — allowing one to lockstable coins in a contract and ask for
fiat conversion

Represented as :

From an infrastructure point of view, to implement a fiat pegged stable coin, we should
consider the following:

e A fiat currency, a bank, a bank account and an entity with right to query the bank
account (checker)

e An entity allowed to transfer money out of the bank account (withdrawer)

e A person willing to acquire / sell the stablecoin

We would represent them as follows:

=
o FIAT: o)
PO
e Bank: AL

)
e Withdrawer : a

2

e Checker: )

o
e Person: d%\d and its crypto address / wallet @

From a process point of view, the stablecoin contract could be as simple as an ERC-20 contract,
with security put on the minting and burning of the stablecoin. Minting should be done by a
central entity responsible for checking that money has been put into the bank account and then
minting the token directly to the clients’ wallets.

If the stablecoins owners would like to convert their token into fiat, they send their token to the
withdrawal contract that would keep a record of the request. The withdrawer then burns the
token inside this contract and performs the transfer to the person's bank account. In that case,
any withdrawal request would be securely handled as summarized in Figure 2.

With these 2 smart contracts, we can then handle the creation of the stablecoins providing that
we assume the cost to be covered for a third-party facilitator.
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Figure 2. Simple stablecoin minting and burning

As mentioned before, the most well-known and used stablecoins are USDT and USDC. They
are both custodial because their smart contract(s) have kept administrator privileges that can
freeze the tokens even if their owners have signed messages to transfer or swap them for other
coins. Our DeFi definition encompasses such custodial stablecoins, but they create significant
issues for full decentralization. As underlined above in the examples of using our DeFi
definition, Circle or Tether could kill AAVE lending by blacklisting the AAVE smart contracts
and locking all USDC and USDT in the smart contracts.

It is the reason that truly decentralized stablecoins are being sought. For example, colb.finance
USD stablecolb (SCB) [14] has been tried as a stablecoin by the Colb company based in
Geneva, which put in place robust trust mechanisms: transparent communication with financial
stakeholders to be issued in full compliance with Swiss legislation and fully collateralization
by cash and cash equivalents, securely held in custody with a Swiss private bank and verified
by third-party attestations. Moreover, colb.finance has not kept administrative rights such as
no freeze function in its stablecoin smart contracts. Anti-money laundering is still prevented
because KYC / AML check is mandatory before being allowed to deposit fiat or convert
stablecoin to fiat. There are and have been since early 2016 many attempts to create a truly
decentralized and permissionless stablecoin, but none have achieved product market fit to the
extent of USDT and USDC [5].

MiCA completely eradicates the marketing term “stablecoin” and replaces it with two distinct
legal definitions based on how the token stabilizes its value. Under MiCA, stablecoins are
heavily regulated to protect consumers, prevent market manipulation, and mitigate systemic
risks to the Eurozone financial system. The 2 legal categories of stablecoins:

1. E-Money Tokens (EMTs): Crypto-assets that maintain a stable value by referencing the
value of one single official fiat currency (e.g., Euro, US Dollar). They are treated as
digital equivalents of fiat banknotes or electronic money. EMTs can only be issued by
authorized Credit Institutions (Banks) or Electronic Money Institutions (EMIs) licensed
within the European Union.

2. Asset-Referenced Tokens (ARTs): Crypto-assets that aim to maintain a stable value by
referencing any other value or right, including a basket of different fiat currencies,
commodities (like gold), or other crypto-assets. Issuers must be legal entities
established in the EU and must obtain a specific authorization from their National
Competent Authority (such as the AMF in France) after submitting a comprehensive
whitepaper for approval.

To operate legally within the EU or be listed on European Centralized Exchanges (CEXs),
stablecoin issuers must adhere to a strict set of operational rules:
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e 100% Reserve Assets: Issuers must maintain a robust reserve of assets structurally
segregated from their own corporate funds. These reserves must be insulated, safely
escrowed with third-party custodians, and sufficiently liquid to cover all outstanding
liabilities.

e Permanent Redemption Rights: Every token holder must have a permanent,
unconditional right to claim redemption at par value from the issuer at any time, in the
referenced fiat currency.

e The No-Interest Rule: To prevent stablecoins from competing with traditional bank
savings accounts and disrupting monetary policy, issuers and crypto services are strictly
forbidden from granting interest or financial rewards to users for simply holding
stablecoins.

One of MiCA’s most debated provisions targets stablecoins pegged to non-EU currencies,
primarily US Dollar-denominated stablecoins like USDT and USDC. If a stablecoin is used
extensively as a means of exchange within a single currency area of the EU, and its daily
transaction volume exceeds 200 million Euros or 1 million transactions per day, the issuer must
immediately stop issuing new tokens. This cap specifically targets the use of USD stablecoins
for actual commercial payments/purchases, not their use for pure trading liquidity on crypto
exchanges. However, it forces major issuers to acquire appropriate European EMI licenses and
pivot toward promoting Euro-pegged stablecoins (like EURC or EURT) within the EU
territory. Any stablecoin that does not strictly comply with these rules cannot be legally
marketed to EU citizens or listed on European-regulated platforms. CEXs operating in Europe
must systematically restrict or delist “non-compliant” stablecoins for EU residents, making
MiCA compliance the absolute baseline for entering the European market.

In July 2025, the United States adopted the Guiding and Establishing National Innovation for
U.S. Stablecoins Act (the “GENIUS Act”), the first comprehensive federal framework for
payment stablecoins. The Senate passed the GENIUS Act with strong bipartisan support in
June 2025, followed by House approval during “crypto week”, and President Trump
subsequently signed it into law. The GENIUS Act focuses on payment stablecoins, defined as
digital assets used as a means of payment or settlement that must be converted or redeemed by
the issuer at a fixed amount of monetary value. It requires 100 percent reserve backing in high-
quality liquid assets such as U.S. currency, insured bank deposits and short-term U.S. Treasury
securities, combined with robust disclosure and audit regimes, including monthly public
reports on reserve composition and, for large issuers, annual audited financial statements.
Stablecoin issuers under the GENIUS Act are subject to full Bank Secrecy Act anti-money
laundering and sanctions obligations and must maintain the technical capability to seize, freeze
or burn payment stablecoins when legally required to do so. The Act creates licensing pathways
both for subsidiaries of insured depository institutions and for non-bank issuers operating under
federal or “substantially similar” state regimes, with a two-tier structure that presumes federal
oversight once an issuer exceeds a specified circulation threshold.

3.2.3  Issues with Blockchain Gas Fees

Blockchain gas fees, while essential for the functionality and security of blockchain networks,
pose several significant challenges and issues. High gas fees can make transactions costly,
particularly during periods of network congestion or increased demand. This can deter smaller
users and inhibit micropayments and low-value transactions. Blockchain networks often face
scalability challenges, struggling to handle a large number of transactions simultaneously. The
limited throughput can lead to congestion and higher fees during peak usage times. Gas fees
can be highly volatile, making it difficult for users to accurately predict transaction costs.
Fluctuations can result from changes in network demand, congestion, and other factors. Users
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must bid competitively for transaction inclusion by offering higher gas fees, leading to a
competitive environment. This auction-like process can result in users overpaying to ensure
timely transaction processing. Complexities associated with understanding and estimating gas
fees can be overwhelming for non-technical users, impeding mainstream adoption and creating
a barrier to a seamless user experience. Extremely low gas fees may expose the network to
spam attacks, clogging the system and hindering genuine transactions. Striking the right
balance between security and cost-efficiency is crucial.

Addressing these challenges necessitates advancements in blockchain scalability solutions
(e.g., Layer 2 solutions, sharding, data storage optimizations), moving to a small set of high
powered validators as in Solana approach, improving user education on gas fees, optimizing
fee calculation mechanisms, exploring more eco-friendly consensus algorithms, exploring off
chain execution with mathematical proofs of correctness put onchain and striving for a balance
between affordability and network security. Ongoing research and development in the
blockchain space aim to mitigate these issues and enhance the overall efficiency and usability
of blockchain technology.

Stablecoins as a means to pay for blockchain gas fees can offer several advantages within the
DeFi ecosystem. Stablecoins maintain a stable value, often pegged to a fiat currency like the
US Dollar. Using stablecoins for gas fees ensures that the cost remains consistent and
predictable for users, mitigating the volatility associated with cryptocurrencies. Paying gas fees
in stablecoins simplifies the transaction process for users who are accustomed to fiat currency
values. It provides a familiar reference point for understanding transaction costs on the
blockchain. Users can accurately estimate the cost of their transactions in stablecoins, allowing
for better budgeting and planning of their activities within the blockchain network. By avoiding
using highly volatile cryptocurrencies to pay for gas fees, users can reduce their exposure to
price fluctuations, providing a more reliable and controlled spending experience. Stablecoins
enable smooth and straightforward transactions for gas fees, enhancing user experience and
adoption of blockchain applications. Users don’t need to worry about converting their assets to
cover fees. Stablecoins, often pegged to major fiat currencies, offer a level of global
accessibility and ease of use, making them suitable for a broad range of users regardless of
their native currency. Supporting gas fee payments in stablecoins allows users to diversify their
payment options beyond traditional cryptocurrencies, offering greater flexibility in how they
manage and utilize their assets.

It is important to note that integrating stablecoins for gas fee payments requires development
work and collaboration between blockchain projects, wallets, and stablecoin issuers.
Additionally, considerations related to security, regulatory compliance, and user education
should be taken into account when implementing stablecoins for this purpose. Overall, using
stablecoins for blockchain gas fees may be a promising approach to enhance user experience
and promote broader adoption of blockchain technology. An example of a network that uses
stable coin as gas fees is Hela Network [15].

Furthermore, techniques to stabilize gas fees during periods of network congestion should be
considered. Stabilizing gas fees during blockchain overload involves using a suite of strategies
and algorithms to manage transaction processing efficiently and maintain reasonable costs for
users. A fundamental approach is dynamic gas pricing. By dynamically adjusting gas fees
based on the network’s congestion levels, it discourages unnecessary transactions during peak
periods and encourages users to transact during off-peak times when fees are lower. Another
strategy 1is priority queuing, where transactions are prioritized based on urgency and
importance. Time-sensitive or high-priority transactions are moved to the front of the queue,
ensuring critical operations are processed promptly even during network congestion. Gas limit
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adjustments play a crucial role. Blockchain networks can dynamically adjust the gas limit for
each block. During periods of high demand, the gas limit is increased to accommodate more
transactions, and during quieter times, it can be decreased to maintain a stable network. In the
realm of fee determination, fee market mechanisms like auctions can be employed. Users can
bid for transaction inclusion by specifying their gas prices, and transactions with higher bids
get prioritized, ensuring the most critical transactions are processed first.

For user flexibility, flexible transaction queuing is implemented. Users can choose between
different processing speeds by setting varying gas fees. Those who require faster processing
can set higher fees, while others willing to wait can opt for lower fees. To prevent users from
being charged exorbitant fees during congestion, a gas price cap can be enforced. This sets a
maximum cap on gas prices, ensuring fair and reasonable fees for all users even during peak
demand. Another practical technique is transaction bundling, where smaller transactions from
the same user are bundled into a single transaction. This consolidation optimizes gas usage and
minimizes fees for users. Incentivizing users to transact during off-peak times is achieved
through mechanisms like fee rebates and discounts. Offering reduced fees during low-demand
periods encourages users to transact at those times, thereby distributing the load more evenly.

For further optimization, off-chain processing and Layer 2 solutions come into play. Off-chain
transactions and Layer 2 solutions reduce the on-chain load and associated gas fees by
processing a significant portion of transactions off the main blockchain. Lastly, employing
resource optimization algorithms is essential. These algorithms focus on optimizing resource
usage and transaction processing, effectively reducing the gas costs associated with executing
smart contracts and enhancing overall blockchain efficiency. By employing a blend of these
strategies and continuously monitoring network conditions, blockchain platforms can
effectively manage gas fees during overload, ensuring a seamless user experience while
maintaining a stable and efficient blockchain network.

3.2.4  The issue of the trustworthiness of Real-World Assets (RWA)

RWA for tokenized real-world assets (RWA) is getting traction in the crypto market. It is
important to note that it is different than RWA in traditional finance, which means Risk-
Weighted Assets. More problematic, it is unclear for many existing RWA crypto projects if
their RWA tokens are really linked to existing real-world assets or not because the management
team hasn’t a clear track record or the company is based in exotic risky jurisdictions...
Fortunately, more trustworthy providers based in clearly regulated jurisdications such as Colb,
previously mentioned, or Arcton [16] in Switzerland are emerging. Arcton has empowered
Swiss startups by tokenizing their shares, enabling 24/7 tradability on decentralized exchanges
and unlocking continuous liquidity for startups. In this case, the RWA token is a real share of
a private company with a trustworthy regulated bond.

3.2.5 Maximal Extractable Value (MEV)

MEV refers to the value that can be extracted by miners or validators from block creation in
excess of the standard block reward and transaction fees by managing the content and order of
transactions in blocks. In proof of work blockchains such as Bitcoin and pre-merge Ethereum,
this acronym was derived from Miner Extracted Value. In post-merge Ethereum where Proof
of Stake has replaced the Proof of Work, the acronym stands, however it is now Maximal
Extractable Value. With the arrival of DeF1, the different ways in which MEV can be extracted
have changed. Since DeFi protocols started out in Ethereum, MEV in Ethereum has been
studied the most [17].
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In this section, the term miner is used for all activity, including in post-merge Ethereum where
this role is played by block builders. Satoshi Nakomoto created a section on incentives in
his/her/their paper that launched Bitcoin. This section is one of the earliest on crypto-
economics. The argument is that if the miner cheated, they would lose more by cheating than
by remaining honest. Such an argument relied on only one protocol, Bitcoin. “He (the miner)
ought to find it more profitable to play by the rules, such rules that favour him with more new
coins than everyone else combined, than to undermine the system and the validity of his own
wealth.”

In most public blockchains, the miner chooses transactions from the mempool to assemble a
new block. The mempool is a set of transactions that users have created and put into the set of
transactions for miners or their proxies to choose for inclusion in the block. An attack on the
difficulty adjustment by holding back a completed block was proposed in 2014 [18]. The
withheld block was kept in reserve while the miner worked on subsequent blocks and released
them together to collect multiple block rewards at once. This strategy aims to trigger a fork and
cause other blocks to be discarded, because the protocol follows the longest chain. The paper
referred to this behavior as selfish mining. It remains unclear whether selfish mining ever
became widespread, as it has not been reliably observed in practice. Selfish mining can be
viewed as a precursor to MEV, or proto-MEV. All transactions must pass through the
mempool, with rare exceptions such as the coinbase transaction in Bitcoin. Until the transaction
is included in a block, user transactions in the mempool are not confirmed and are not finalized.
They can be replaced. Miners choose transactions from the mempool for inclusion into a block
based on a complex set of criteria. The most important is the fee attached to the transaction.
The items in the mempool are NOT added in the order in which they are received, the miners
convert the mempool into a priority queue with those that pay the most transaction fees bumped
to the head of the queue. In contrast to traditional markets, all participants can see the contents
of the mempool. Such transparency creates an opportunity for participants known as searchers.

Searchers search for arbitrage or other opportunities to profit from potentially market moving
transactions observed in a mempool, or sudden price movements discovered through a standard
oracle. Searchers then introduce their own transactions with high fees into the mempool.
Further, what is illegal in traditional markets due to limited visibility of the order book to just
brokers may be legal in the world where the whole mempool is visible to all. Front-running by
brokers is illegal in traditional markets. Searchers create this capability through bots. DeFi,
where leverage magnifies the returns, is a natural site for a source of value for the miners. This
is influenced by the crypto-economics of the whole system, not just one protocol. The system
includes all DeFi protocols dependent on the price of an on-chain asset. DeFi has since spread
to many other chains as a way for ordinary holders of crypto currency to generate income
through yield farming, liquidity provision in Automated Market Makers (AMM) as well as
participating in utilities such as Layer 2, in blockchain bridges or in oracles.

Arbitrage opportunities are created due to price differences for the same token in different DeFi
AMM protocols. The searcher bot having discovered this difference, can buy the token from
the DeFi pool with the lower price and sell the same token in a pool with the higher price to be
settled atomically in the same block. To ensure that both transactions go through, the
transaction fees are set at a higher level than most other transactions in the mempool. This
excess transaction fees are collected by miners, leading to maximally extractable value. Such
opportunities are also available wherever such price differences can be arbitraged, they include
liquidation, front running, sandwich attacks and other sources of value extraction. Most of this
is perpetrated on the unwitting participants in the DeFi ecosystem. Most of this is possible
because of DeFi protocols hosted in public, transparent, decentralized chains. There is
sentiment in the leaders of the community as well as creators that such activity is legitimate
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and a price to be paid for decentralization and transparency. Post-merge Ethereum has an
evolved set of metrics and research. This site for MEV-Boost [19] delves into details, including
ways for MEV-Boost to be used by different kinds of participants. The latest developments are
different metrics called REV (Realized Extractable Value) [20], which are based on observable
values on the Ethereum blockchain. This is lower than MEV which is unobservable due to the
fact that value exchange from extraction has moved away to Layer 2 chains, the equivalent of
dark pools. This lowering of public transparency leads to the decentralized ecosystems
emulating traditional finance. Traditional finance is rife with value extraction away from the
public eye in contrast to the vaunted transparency of public markets. The modeling and
rationale behind REV are presented in detail in [21].

The analysis and research referred to in this text applies to Ethereum which is the ground zero
of DeFi. More work is needed to examine the concept inside other protocols, starting with
Solana which has risen as a DeFi enabled blockchain protocol.

To address the centralization risks of off-chain MEV relays, Ethereum has been deploying the
Glamsterdam upgrade in 2026. This hard fork introduces two primary protocol-level upgrades:

e Enshrined Proposer-Builder Separation (ePBS / EIP-7732): This upgrade moves the
proposer-builder coordination from external, trusted relays directly into the consensus
layer. The block proposer commits to a block header, and an independent builder
constructs the execution payload via a commit-reveal pipeline, eliminating relay
dependencies and reducing consensus-level MEV instability.

e Block-Level Access Lists (BALs / EIP-7928): BALs declare the accounts and storage
slots that transactions will touch before they are executed. This structural shift allows
nodes to process transactions in parallel across multiple CPU cores, effectively tripling
Ethereum’s execution capacity and enabling a target post-upgrade block gas limit floor
of 200 million gas without overwhelming nodes.

Following Glamsterdam, the Hegota upgrade (targeted for late 2026) shifts the network’s focus
toward transaction inclusion guarantees and account abstraction:

e Fork-Choice Enforced Inclusion Lists (FOCIL / EIP-7805): FOCIL mitigates
transaction censorship by block builders. Under this mechanism, a randomly selected
committee of 17 validators per slot observes the public mempool and publishes a signed
list of valid pending transactions. Proposers and attesters must refuse to vote for any
block that ignores these lists, forcing builders to include transactions even if they are
economically or politically uncooperative.

e Frame Transactions (EIP-8141): This omnibus proposal unifies external accounts and
smart contracts, providing a native post-quantum migration path. It shifts transaction
authentication from a static signature scheme (ECDSA) to programmable “validation
frames,” enabling native multi-signature authorization, quantum-resistant signatures,
and gas sponsorship without requiring complex external wrappers.

e Encrypted Mempools: To prevent front-running and sandwich attacks, encrypted
mempools hide transaction payloads until they are ordered and included in a block.
While the Gnosis Chain pioneered out-of-protocol implementations under EIP-8105,
the Ethereum core dev teams have converged technically on the LUCID EIP as a
Hegota headliner candidate, establishing a technology-agnostic framework that
supports threshold encryption, Multi-Party Computation (MPC), and Fully
Homomorphic Encryption (FHE). The block-building network BuilderNet originally
coordinated independent block builders inside hardware-based Trusted Execution
Environments (TEEs). However, in late 2025, two physical side-channel attacks—
WireTap (targeting Intel SGX) and TEE.fail (targeting Intel TDX)—compromised
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these enclaves. Using under $1,000 in equipment, researchers successfully extracted
attestation keys and forged attestation quotes. These vulnerabilities proved that TEEs
cannot be relied upon in permissionless settings without a cryptographic safety net.
Consequently, the developer ecosystem has pivoted toward FHE (evidenced by Zama’s
$57M Series B funding) and MPC to secure mempool privacy and private computation
without relying on vulnerable physical hardware enclaves.

4 Non-Fungible Token (NFT) Overview

NFTs have already been defined above and can be applied to many application domains.
However, the art NFT application domain, with sales exceeding one billion USD per month at
peak periods, is among the most prominent NFT application domain. Art NFTs are also a type
of asset that may be used in DeFi, for example as collateral for borrowing cryptocurrencies.
This section provides further detail on the building blocks of NFTs and their remaining
technical and legal issues.

4.1 NFT Technical Building Blocks

An NFT is generally created on a DLT by means of a smart contract that creates tokens with
unique identifiers. The unique identifier on a DLT is often composed of the smart contract
address, which is itself unique, together with a unique identifier assigned to each NFT within
the smart contract. The smart-contract implementation should, of course, be correct. Otherwise,
if it is poorly implemented, several NFTs could share the same identifier within that contract.
Figure 3 below illustrates the main building blocks involved in creating and using an NFT on
a DLT, based on the three levels presented earlier.
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Figure 3. NFT Creation and Use Main Building Blocks
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The main difference from the DeFi building blocks at the User Level is that the Web3 DApp
includes features to create, manage and transfer an NFT. OpenSea is the best-known NFT
marketplace and allows users to create, sell and purchase NFTs. The NFT may be displayed on
the marketplace, but ownership remains in the creator’s or owner’s crypto wallet. If the crypto
wallet is connected to another Web3 DApp, for example the Decentraland metaverse DApp,
the NFT may also be displayed and used in that application.

An important point is that, in most cases, the NFT contains only its unique identifier and
metadata describing the file or files linked to it. This metadata may include a URL pointing to
further metadata, a PDF, an image, a video, music or a 3D object, for example digital clothing
for a Decentraland avatar. Different blockchains implement NFTs differently, but because
storing files on-chain is costly, most blockchains do not store the NFT files themselves on-
chain, including those with lower fees such as Polygon [22]. Despite its comparatively high
costs, Ethereum remains a popular blockchain for NFTs because it is compatible with many
Web3 DApps and is more likely to remain viable in the long term than less widely used
blockchains or DLTs. For example, Tezos [23] and Solana [24] are also popular blockchains
for NFTs, but the Solana ecosystem was significantly affected when the supporting company
FTX went bankrupt. NFTs on Solana were impacted, and several NFT Web3 DApps
subsequently moved from Solana to Ethereum.

Before minting an NFT on a blockchain, a smart contract with a minting function must be
created. OpenSea has created smart contracts that allow its users to mint NFTs on Ethereum or
Polygon. As noted above, on most blockchains the deployer of the smart contract is the
administrator and may retain administrative rights that could endanger NFT ownership or the
immutability of NFT metadata, for example by retaining the right to freeze NFT transfers or
even to change the NFT metadata. Some audits indicate that OpenSea does not appear to have
retained sensitive rights [25]. Audited NFT smart contracts would be valuable, but audits are
costly and are often absent. There may be opportunities to automate aspects of auditing using
blockchain-based methods. Once the smart contract allowing users to mint NFTs has been
created, a user may create an NFT provided that the minting fees are paid in the native utility
token of the target blockchain, i.e., Ether on Ethereum or MATIC on Polygon.

It is important to note that the user who creates the NFT may not be the same person as the
creator of the file linked in the NFT metadata. For example, in the case of an art NFT, an artist
may have created the artwork, while another user may have assisted with minting the NFT. In
that case, the NFT may have been created by a blockchain address that is not controlled by the
artist but by the assisting user. This is one of the legal issues discussed further in the next
section. Also, the Intellectual Property (IP) of the art may be separated from the art-ownership
NFT into another IP-NFT. This IP-NFT may license the art for different uses. In traditional
classic physical art, the licensing rights are often separated from the physical art. This allows
flexibility for licensing. This separation of duties for NFTs may also have advantages. We
detail below in Figure 4 the main parts of an NFT created according to the first Ethereum
standard for NFT, namely, ERC-721 [26], proposed in 2018.
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Figure 4. ERC-721 NFT Overview

On the left side of above Figure 4, we see that the standard specifies that the contract blockchain
address is static as well as the NFT unique identifier, making them immutable. However, the
standard specifies that the URL field in the NFT may be mutable. Therefore, the only part that
is immutable in the ERC-721 standard is the unique identification of the NFT and care should
be taken regarding the URL part because it may be dynamic. As mentioned above, ChainLink
has developed a framework for dynamic NFTs that has been applied to the car maintenance
application domain. Each car is identified by an NFT whose content is updated each time the
car passes a new maintenance check. Field mutability may be laudable in such application
domains but once again, the art media, its title, and description are expected to remain the same
in the art application domain.

On the right side of Figure 4, we see that the metadata is usually written in the JSON format
including name, description and image URI fields. Even if those text fields do not change, there
is a final issue with the URI field. If the URI points to a centralized Web server URL, e.g.,
bound to a domain name, the problem is that the domain name renting may expire and not be
renewed or the Web server goes down or doesn’t have the file anymore. It is the reason that on
Figure 3, we have mentioned, in addition to centralized Web servers, at the Middleware Level
and Infrastructure Level, the other option for file storage to use peer-to-peer file storage such
as InterPlanetary File System (IPFS) [27] aiming at mitigating server disruption and long term
storage. Being a peer-to-peer file storage, IPFS requires that the NFT user creator contributes
a node to store files from other peers either via her or his own server running from time to time
an IPFS peer node or by paying a subscription to a third-party service running an IPFS peer
node for her or him, e.g. Pinata [28]. There are other peer-to-peer file storage attempts such as
Arweave [29] or Filecoin [30] but they all need some uncertain economic incentive to store the
file in the long term. An interesting advantage of IPFS is that a file stored on IPFS has a specific
content identifier called a CID that is the result of the hash of the content of the file. If the file
content is changed, the CID will be different. It means that a file put on IPFS will have the
same CID even it is removed and added another time in the future. It is useful to check the
authenticity of the file as well as to be able to retrieve again the file in the future even if it was
unavailable on IPFS for some time.

In the first version of OpenSea, an NFT created on OpenSea had its metadata and media file
stored on OpenSea centralized servers, which isn’t good from a decentralization point of view
and long-term availability. However, the user creator could choose to pay a fee to freeze the
NFT and its content on IPFS, which increases the long-term availability of the NFT metadata
and content.
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4.2 NFT Technical and Legal Issues

4.2.1 Legacy NFT Remaining Risks

The fact that the deployer and other administrators of an NFT smart contract may retain the
right to change its metadata creates a significant risk in certain application domains,
particularly the art domain, where the owner of an art NFT expects that the title and linked
media of the purchased NFT will not change. When we discussed Figure 3, we saw that the
creator of the NFT may not be the same as the author of the linked files in the NFT. In the art
application domain, it is important from an art value point of view to have along with the piece
of art a certificate signed by the artist detailing the rights given to the art owner. In some
countries, the detailed certificate is also used for tax reasons. For example, in France, an
original photo that is printed, numbered and signed more than 30 times by the artist isn't
considered anymore as a piece of art with its associated lower taxes.

On one hand, the NFT creation has involved some digital signatures checks : the NFT creator
has sent a creation transaction request signed by his / her private key of the blockchain address
to the NFT smart contract, which has checked that the signature was valid. On the other hand,
there is no link between the blockchain address and the real identity of its owner. By default,
there is no KYC needed to create an account on a blockchain and get the related blockchain
address. So even if the creator is the real author, another mechanism is needed to be sure of the
identity of the blockchain address owner.

An ad hoc third-party identity verification mechanism may be used to verify and certify the
real-world identity of the owner of the creator’s blockchain address. However, this does not
solve the problem that such certification is not, by itself, legally recognized as sufficient. It
may serve as evidence, but it is not necessarily legally conclusive.

4.2.2 7 Recommendations to Mitigate Legacy NFT Risks
We make 7 recommendations to mitigate those issues:

1. Our first recommendation is that any NFT smart contract should be audited by
independent auditors and clearly indicate if the NFT fields are editable or not in the
smart contract. The audit may also indicate if the admins have kept the right to forbid
the transfer of NFTs or to destroy the smart contract.

2. Our second recommendation is that the fields of an NFT used for art ownership must
not be editable after being open for sale to avoid deceiving the buyer of an art NFT by
changing the linked art and description.

3. Our third recommendation is that the URL of an NFT used for art ownership must point
to a metadata JSON file stored on IPFS. The IPFS link contains the CID of the JSON
metadata file, thus the integrity of its content is protected and cannot be changed
because then the CID would change.

4. Our fourth recommendation is that the image URL representing the art media is an IPFS
link where the image is stored. Again, the IPFS link contains the CID of the image file,
thus the integrity of its content is protected and cannot be changed because then the
CID would change.

5. Our fifth recommendation is that any files involved in the art NFT, e.g., any art media
file or any certificate file, have their CID included in the NFT description. Those files
may not have to be stored on IPFS right away but they could be stored when needed.
Having all the files stored on IPFS would increase their availability.

6. Our sixth recommendation is that instead of having only one description field for the
art NFT where all types of information are written, several fields should be created to
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easily find specific information, e.g., the link to the original video file of the art media
or to a PDF certificate.

7. Our seventh recommendation is to use Qualified Electronic Signature (QES) [31] when
a reliable link to the real-world identity of the NFT creator is required. The European
Union (EU eIDAS), Switzerland (ZertES), the USA (ESIGN/UETA) and many other
countries have standardized a mechanism to allow a person to sign a transaction or a
document with a digital signature equivalent legally to a handwritten signature. By
using such strong digital signatures, these signatures bound to the real-world identity
of the signing party are legally valid without further legal check. For example, the
metadata description of an art NFT could include a link to a PDF stored on IPFS. Such
a PDF would be signed with a QES and would contain clear language certifying that a
specific NFT on a specified blockchain, identified by a given smart-contract address
and NFT unique identifier, corresponds to an original work of art by the artist. This
approach has been termed a Digital Art Certificate (DAC) [32].

4.2.3  From Digital Art Certificate (DAC) to Legally Valid Signed NFT, i.e., DAC+NFT

A DAC is a human-readable digital document, typically in PDF or another standard format,
that evidences authorship, editioning and rights relating to a specific piece of digital or physical
art and is signed with an electronic signature that is legally valid in the relevant jurisdiction,
for example a Qualified Electronic Signature (QES) under eIDAS/ZertES in Europe and
Switzerland, or an ESIGN/UETA-compliant electronic signature in the United States of
America. From a technical perspective, DACs form an umbrella concept that can be
implemented in different ways:

e DAC (asigned PDF with no blockchain registration)
e DACH eg,
o DAC+NFT, a DAC referencing an NFT smart-contract address and token
identifier, with the NFT metadata referencing the DAC PDF, for example on
IPFS,
o DAC+ based on other token standards or smart-contract registries (SCR),
DACHSCR, such as ERC-1155 semi-fungible tokens,
o or real-world-asset/equity tokens, i.e., DAC+RWA...

An advantage of the DAC+ approach is that it is backward compatible with previously created
NFTs. The only difficulty is that the signed PDF link doesn’t appear in the description of the
legacy NFT. However, it is sufficient to have such a DAC signed PDF even if there is no link
in the legacy NFT because the DAC signed PDF is a legal proof mentioning this unique NFT.
A decentralized DAC worldwide registry service relying on open-source Ethereum smart
contracts in the future to easily find any DAC is planned on https://www.digital-art-
certificate.com [32].

Such an approach also extends the realms of NFTs to private ownership where the NFT would
only contain the unique identifier without any other detailed information: the blockchain would
only be used for ownership transfer of this NFT. The details of what the NFT is about would
be in the external DAC PDF signed by the artist and the crypto account that created the NFT.

In some application domains, such as the art NFT domain, there is a need for more signed
information that only the real-world identity of the NFT creator. In many countries, a piece of
art should be associated with a certificate detailing the following information specifically when
the artist creates himself/herself the NFT. We have provided in Appendix I, the draft of a legal
template of a DAC+NFT license covering those 4 sections below:
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1. Rights given to the NFT owner, e.g., allowed to display it on screens and in the
metaverse but not to print it,

2. Obligation of the NFT owner, e.g., forbidden to use the NFT in pornographic settings,

3. Rights kept by the artist, i.e., explicitly written to improve trustworthiness for the buyer
because in some countries any non-written rights are kept by the artist,

4. Commitments of the artist, again explicitly written to improve trustworthiness for the
buyer, e.g., the maximum number of NFTs based on the piece of art that the artist will
ever create.

Another legal template adapted to the case whereby an intermediary, such as an art gallery, is
signing on behalf of the artist / original creator will be provided in future work on
https://www.digital-art-certificate.com [32] as well as other DAC templates, helpers and
improvements.

4.2.4 Certifying human work, e.g., artist time spent on a piece of art, thanks to Human Time
Tokens (HTT)

Generative artificial intelligence has fundamentally altered the landscape of creative
production. What once took months of dedicated human effort can now be approximated in
seconds through algorithmic processes. There is not a technology crisis but a crisis of human
work value recognition. The core issue is not that machines can now generate images—it's that,
in this flood of synthetic content, the work of genuine human artists is being systematically
appropriated, diluted, and devalued. The algorithms that power these systems have been trained
on millions of copyrighted works, often without artists consent or compensation. More
troubling still is the loss of reference points. When collectors encounter a digital artwork today,
how can they discern whether they are viewing the product of years of refined technique and
artistic vision, or the output of an algorithm that processed and remixed thousands of stolen
images in milliseconds? The intrinsic value of human creation—the hours of struggle, the
accumulated skill, the intentional vision—risks being lost in a sea of the synthetic. This is not
a hypothetical concern. It is happening now, and it threatens the very foundations of what is
valued in art.

Thus, within the DAC can now be recorded and certified the actual hours of human work
invested in a piece. This may be based on different means, for example, the artist’s own
declaration—a certified statement of the time they invested in creation. While other artists may
choose to use tracking software or other verification means, it can be simply declarative in the
DAC PDF. It can even be secured on-chain, e.g., thanks to Human Time Token (HTT)
https://www.human-time-token.com [33].

HTT introduces the world’s first human time-stable cryptocurrency, where 1 HTT = 1 hour of
verified human existence, whose value can be egalitarian or inegalitarian if the paid human
agrees to authenticate or prove some of his/her traits. Any human who has passed HTT
authentication will earn 1 HTT every hour of his / her remaining existence and will be free to
choose where his / her HTTs are burnt or sold. Because in an age where an algorithm can
generate an image in seconds, the hours of human labour—the hours declared or securely burnt
in the blockchain by the artist with his / her HTT—become not just a biographical detail, but a
fundamental component of value.

Unlike Universal Basic Income (UBI), which is a currency that is hoped to see rise in price,
HTT is a standard of human time existence measurement. Thus, HTT is not a UBI token. HTT
price is not correlated to the dollar, but to the usefulness of proving that a human has spent
some of his / her human time of existence on a task or product. HTT price may vary from one
human to another when the human is authenticated. By burning the token to certify a piece of
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art, its value is mathematically 'locked' to the human time spent by the artist. Because HTT’s
primary use case requires it to be permanently burned to certify an exact hour of human labour
in a product, service, or Al dataset, its 1:1 ratio with human time is functionally locked.
However, the authenticated burned option allows any human, e.g., an artist, to be paid a
different amount than the HTT current price to burn their hour in a specific piece of art, creating
the first decentralized solution that can pay differently per certified hour of human life. Thus,
although the anonymous HTT earning and burning option are egalitarian, the authenticated
burning option makes it inegalitarian. The DAC allows the artist to formally declare and certify
this information with their Qualified Electronic Signature (QES), restoring prestige and rarity
to human creation in the face of artificial intelligence. This goes beyond technology and leads
into the legal aspects discussed in the next section.

4.2.5 Other Legal Aspects of Art NFT

In some countries, if a piece of art is copied too many times, it may no longer be considered as
a work of art from a tax perspective. As a result, a lower tax rate may not be applicable
anymore. For example, in France, no more than 30 physical copies of an art photo can be
numbered and signed by the artist to still consider it as an art piece from a tax point of view.

If we go into more detail regarding the Swiss taxes laws surrounding NFTs, navigating the tax
implications of NFTs in Switzerland involves addressing fundamental questions. These
questions are based on rules, transaction characteristics, and the treatment of virtual
transactions compared to real-world transactions. In principle, the sale of an NFT with a digital
asset as an underlying element is treated as a capital gain in Switzerland. This gain is either
exempt if the sale is private or taxable if conducted for commercial purposes. The application
of tax principles further extends to various scenarios, including sales by collectors, art dealers,
quasi-professionals, and artists.

Under Swiss law, the owner of an NFT must declare its value at the end of the taxable period
(art. 14 LHID). NFTs must be valued at their market value in Swiss francs at the end of the tax
period. If no valuation price is available, they must be declared at their original purchase price
converted into Swiss francs. There is an exemption provided under Geneva tax law for works
of art and art collections that may be considered as “furniture” (art. 55 lit. a LIPP).

Corporate profits from NFT transactions are generally taxable under Swiss law, raising
questions about the timing of income realization and the determination of the seller’s state of
domicile for tax purposes. In a virtual world, the notion of place of supply, in the traditional
VAT sense, no longer has the same significance. The sale of NFTs, resembling the delivery of
goods or services, challenges traditional notions of place of supply. Transactions are often
considered as services, raising questions about electronic services and the determination of the
customer’s residence, when transactions take place in the metaverse. The controversial issue
of when income from NFT transactions is realized sparks debate. Some jurisdictions defer
income realization until the conversion to fiat currency, while others argue for earlier
recognition, such as when an NFT is exchanged for cryptocurrency. In our view, the exchange
of an NFT or digital service for a crypto-currency consideration, subject to valuation, should
already be considered as realized income. Location, following general principles, is typically
determined by the seller’s state of domicile. However, in the context of virtual performances
in the metaverse, questions arise regarding the applicability of Double Taxation Agreements
and international tax rules. Some contributors raised also the question of the existence of taxes
in the future.

MiCA excludes from its scope financial instruments already regulated under sectoral EU
financial law, central bank digital currencies, and crypto-assets that are “unique and not
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fungible with other crypto-assets” within the meaning of Article 2(3), a category that typically
includes genuinely unique non-fungible tokens. However, regulators emphasise that labelling
a token as an “NFT” is not sufficient: large series of tokens, fractionalised interests in a single
work, or mechanically generated series with limited variations may be considered fungible for
MiCA purposes, so that the issuer and intermediaries may fall inside the MiCA regime. If a
digital art project involves fractionalizing art NFTs, issuing them in large programmatic series
with minimal variation, or using them in lending pools, the tokens risk being reclassified as
fungible under the evolving MiCA review, subjecting the issuers to strict MiCA licensing. Off-
chain DACs (signed PDFs) remain entirely MiCA-agnostic since they do not involve the
issuance of a crypto-asset. However, on May 20, 2026, the European Commission launched a
targeted consultation on the review of MiCA. Running until August 31, 2026, this consultation
specifically evaluates whether emerging activities such as staking, lending, borrowing, and
fully decentralized DeFi services should be brought within a broader, harmonized EU
regulatory perimeter. ESMA and several national authorities, such as the French AMF and the
Austrian FMA, stress that the assessment of whether a crypto-asset qualifies as a unique and
non-fungible token for MiCA purposes must be performed on a case-by-case basis, taking into
account the actual rights, economic functions and degree of standardisation of the tokens, rather
than their marketing name. Fractional interests in an underlying unique artwork, or large,
programmatically issued series of tokens with only minor metadata differences, are explicitly
cited as examples where MiCA would likely apply as “other crypto-assets” even if the tokens
are marketed as NFTs.

For DACs implemented purely as off-chain signed PDFs without any on-chain token, MiCA
does not apply because no crypto-asset as defined in Article 3 MiCA is issued. When DACs
are combined with NFTs, the NFT’s legal treatment under MiCA still depends on the criteria
above. A DAC can therefore be seen as a legally robust, MiCA-agnostic layer (anchored in EU
eIDAS, Swiss ZertES or USA ESIGN/UETA laws) that may or may not be complemented by
a MiCA-relevant token layer.

Compared to the EU MiCA framework, which regulates a broad range of crypto-assets and
service providers, the USA GENIUS Act is narrower in scope but more bank-like in its
prudential requirements for payment stablecoins. For DeFi applications that rely on USD
stablecoins, and for DAC patterns that may involve U.S.-issued payment stablecoins as
collateral or payment instruments, the GENIUS Act materially shapes which entities can issue
compliant USD stablecoins and under what conditions.

In February and March 2025, the U.S. Securities and Exchange Commission (SEC) closed its
high-profile investigations into major NFT provider entities, i.e., OpenSea (following a Wells
Notice issued in August 2024) and Yuga Labs without recommending enforcement action. This
retreat established a clear regulatory boundary: genuinely unique, non-fungible art NFTs are
not treated as securities under the Howey Test, provided they are not marketed as speculative
investments or fractionalized into secondary investment pools.
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5 Conclusion

This report has examined Decentralized Finance (DeFi) and Non-Fungible Tokens (NFTs)
from technical and legal perspectives. It has clarified the principal concepts, identified the main
building blocks, and highlighted the issues that continue to limit trust, interoperability and
broader adoption. The analysis shows that, in both domains, decentralization objectives
frequently coexist with dependencies on custodial actors, governance arrangements,
infrastructure intermediaries and evolving regulatory frameworks. Accordingly, the assessment
of DeFi and NFTs should address not only protocol design, but also the allocation of control,
risk, rights and accountability in operational environments.

With respect to DeFi, the report shows that the ecosystem is structured around users and
wallets, smart contracts and decentralized applications, and the validator or miner infrastructure
that supports settlement. This architecture enables borrowing, lending, token exchange and
composability, but it also gives rise to persistent vulnerabilities. Stablecoins remain central to
much DeFi activity, yet many widely used implementations retain administrator privileges that
may freeze assets or disrupt dependent protocols. In addition, gas fees, congestion and
sequential execution continue to affect usability and scalability, while tokenized real-world
assets introduce trust dependencies at the boundary between on-chain representation and off-
chain legal or financial claims. The discussion of maximal extractable value further indicates
that transparency alone does not ensure fairness, and that transaction ordering, builder
incentives and censorship resistance remain significant considerations for future system design.

With respect to NFTs, the report shows that the token is only one component of a broader
technical and legal arrangement. The long-term trustworthiness of an NFT depends not only
on the uniqueness of its on-chain identifier, but also on the immutability and availability of its
metadata, the durability of linked media storage, the permissions retained by smart-contract
administrators, and the legal relationship between the token, the underlying work, and the
parties involved in creation and transfer. These considerations are particularly important in the
art domain, where authenticity, authorship, licensing and provenance are central to value. The
recommendations set out in this report, including independent smart-contract audits, immutable
or integrity-protected metadata, content-addressed storage such as IPFS, and legally robust
Digital Art Certificates (DACs) with Qualified Electronic Signatures (QES), are intended to
reduce ambiguity and strengthen confidence for creators, owners, marketplaces and regulators.

Taken together, these findings indicate that further progress in DeFi and NFTs will depend less
on general claims of decentralization than on the quality of technical architecture, transparency
of governance, sound legal design and greater consistency of standards across systems and
jurisdictions. Standardization bodies, regulators, protocol developers, infrastructure providers
and market participants each have a role in reducing fragmentation and improving reliability.
In this regard, the recommendations in this report may serve as a basis for further
standardization work in areas such as smart-contract trust indicators, NFT metadata structures,
legally binding off-chain certification, interoperability with regulated digital money, and
clearer terminology for hybrid on-chain/off-chain arrangements. Future work may also
examine ontology development for NFT-related concepts, comparative regulatory treatment
across jurisdictions, and technical methods for aligning digital ownership records with
enforceable rights in the physical and legal world.
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Appendix I - Draft DAC+NFT LICENSE AGREEMENT

This DAC+NFT License Agreement is intended to govern the terms and conditions of licensing
the rights, title, and interest in and to the intellectual property rights to the Media linked from
the NFT to which this agreement is attached (hereinafter the “Agreement”).

Yellow parts must be filled and optional parts are indicated in brackets [].

The Agreement comprises the following parts incorporated herein by this reference: (i) Specific
Terms in Part 1 (“Specific Terms”), and (ii) General Terms in Part 2 (“General Terms”).
Capitalized terms used in the Specific Terms not otherwise defined therein will have the
meanings specified in General Terms. In the event of a conflict between the Specific Terms
and General Terms, Specific Terms shall prevail, except as may be mutually agreed by the
Parties and expressly identified in General Terms as controlling.

Glossary

Capitalized terms used in this Agreement shall have the meaning assigned to them in this
Section.

“Affiliates” means any person, partnership, joint venture, corporation, or other form of
enterprise, domestic or foreign that directly or indirectly controls, or is controlled by, or is
under common control with a Party.

“Effective Date” refers to the date on which this Agreement, as defined above, enter into force,
signifying (i) for the Licensee, the date of lawful acquiring the NFT from the Licensor, and (ii)
for any subsequent owner, the date of lawful acquiring the purchased NFT.

“Licensee” is a lawful owner of the NFT under the following conditions:
a. The Licensee must be at least 18 years of age.
b. The Licensee is required to comply with the laws and regulations applicable in their
jurisdiction.
c. The Licensee shall not be a prohibited person, defined as an individual or entity falling
under any of the following criteria:

(1) A citizen or resident of a geographic area where holding cryptographic tokens is
prohibited, restricted, or unauthorized by applicable law, decree, regulation,
treaty, or administrative act.

(i) A citizen or resident of, or located in, a geographic area subject to EU, U.S., or
other applicable sanctions or embargoes.

(i11)) Anindividual or an individual employed by or associated with an entity identified
on any sanctions or prohibition list maintained by any country, government, or
international authority, including lists by OFAC, the US Department of State, the
United Nations Security Council, the European Union, Her Majesty's Treasury,
the Hong Kong Monetary Authority, the Monetary Authority of Singapore, the
U.S. Department of Commerce’s Denied Persons or Entity List, the U.S.
Department of Treasury’s Specially Designated Nationals or Blocked Persons
Lists, the U.S. Department of State’s Debarred Parties List, or the sanctions lists
adopted by the United Nations and the European Union or is (or has ever been)
prohibited from the transaction pursuant to anti-money laundering, anti-terrorist,
economic sanctions, and asset control laws (“Restricted Parties”).
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“Licensor” means , a company duly organized and validly
existing under the laws of under company number , with
its registered office at

“Intellectual Property Rights”” means worldwide common law and statutory rights associated
with (i) patents and patent applications, (ii) copyrights, copyright registrations and copyright
applications, “moral” rights and mask work rights, (iii) the protection of trade and industrial
secrets and confidential information, (iv) other proprietary rights relating to intangible
intellectual property, (v) trademarks, trade names and service marks, (vi) analogous rights to
those set forth above, and (vii) divisions, continuations, renewals, reissuances and extensions

of the foregoing (as applicable).

“NFT” means any blockchain-tracked, non-fungible token to which this license applies.

“DAC” means any Digital Art Certificate, usually PDF signed with Qualified Electronic
Signatures (QES) linked to the specific NFT acquired by the Licensee.

“NFT Media” means an associated artwork, images, video, content, or other works of
authorship linked to the specific NFT acquired by the Licensee.

PART 1 -SPECIFIC TERMS

Rights and Obligations of the Parties

Licensee's Rights
and Obligations

Licensee is granted a license under Licensor’s copyrights to the specific
NFT Media linked to the NFT, subject to the terms and conditions outlined
in the Agreement.

Licensee is obliged to adhere to the terms and conditions specified in the
Agreement while using the NFT Media.

[Licensee agrees to hold all confidential information of Licensor,
including without limitation, any information relating to Licensor’s
business operations and all other information disclosed by Licensor, in
strict confidence and not to use any of the foregoing commercially for its
own benefit or that of anyone else. ]

Licensor's Rights
and Obligations

Licensor shall grant Licensee the license under Licensor’s copyrights to
the specific NFT Media linked to the NFT, subject to the terms and
conditions outlined in the Agreement.

Licensor is obliged to ensure that Licensee’s rights granted herein are
protected and enforced against any unauthorized use or infringement by
third parties. Licensor retains the right to take legal action against any
infringement or misuse of the NFT and NFT Media.

Licensor agrees not to interfere with Licensee’s lawful use of the NFT and
NFT Media as permitted under the Agreement, except in cases where such
interference is necessary to protect Licensor’s rights or enforce the terms
of the Agreement.

Licensor is obliged to ensure that the NFT and NFT Media provided to
Licensee do not infringe upon the intellectual property rights of any third
party.
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[Licensor agrees to hold all confidential information of Licensee and its
Affiliates, including without limitation, any information relating to
Licensee’s and its Affiliates’ business operations and all other information
disclosed by Licensee, in strict confidence and not to use any of the
foregoing commercially for its own benefit.]

Scope of Licence

Territory

[Worldwide]

Initial Term

[As long as the Licensee lawfully own an NFT] /
[10, 20 or 70 years from the Effective Date]

Rights Granted

[For as long as Licensee lawfully own an NFT]/[10, 20 or 70 years from
the Effective Date], the Licensor grants Licensee an exclusive, perpetual,
irrevocable (except as set forth in Section 6.1 below) worldwide license
under Licensor’s copyrights to [use, distribute, reproduce, display,
perform, modify, and create derivative works] of the specific NFT Media
linked to the NFT for personal [and commercial] uses, [with the right to
sublicense such rights through multiple tiers of sublicensees subject to the
limitations specified in the Agreement with Licensor being a third party
beneficiary to all such sublicenses with the ability to enforce such
agreements]. [This license includes the right to display as a profile picture,
display on products or services using the NFT Media or the Derivatives
(as defined below), display on sold merchandise, use in Licensee’s original
content, or to display in a physical or digital museum.]

Excluded Rights

[The Licensee acknowledges and agrees that the license expressly
excludes the use of the NFT and NFT Media in 3D Worlds, metaverse
environments, or similar virtual spaces.]

[The Licensee agrees not to display or use the NFT and NFT Media in any
sexually explicit context. |

Licensor Retained
Rights

[All intellectual property rights in and to the NFT Media and any other
intellectual property rights of Licensor not expressly licensed herein are
reserved by Licensor.]

Right to

Sub-license

[The license granted in the Agreement is non-transferrable, except that if
Licensee lawfully transfer ownership of the NFT, the license to the NFT
Media to Licensee shall terminate upon the effective date of such transfer,
and such licenses will be assigned to the new owner of the NFT associated
with such NFT Media.] / [The license granted in the Agreement is
transferrable. Further, if Licensee choose to sublicense any of its licensed
rights set forth in the Sub-licensing part of the Specific Terms, Licensee is
only permitted to do so if any such sublicensees agree (i) that they are not
Restricted Parties, (ii) to the same covenant not to assert as set to the
Licensee, and (iii) that if Licensee’s licensed rights are transferred (such
as because Licensee sells the NFT), then any such sublicenses Licensee
have granted in such licensed rights will automatically terminate. For the
avoidance of any doubts, the reason is that virtually all public blockchains
are licensed under open-source licenses, it is possible that the blockchain
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may fork, merge, or duplicate the original blockchain that initially
recorded ownership of the NFT. In such case, any rights granted under this
Agreement to owners of any NFT will only be granted to the lawful owners
of such NFT whose ownership is recorded on the mainnet version of the
blockchain that is generally recognized and predominantly supported in
the blockchain industry as the legitimate successor of the original
blockchain (as determined in our sole discretion). |

Derivatives

[The Licensee is entitled to create derivative works of the NFT Media
(“Derivatives”) under the scope of the license granted above. The number
of allowed Derivatives is subject to the type of the NFT Media. For NFTs
categorized as [e.g., Sculpture], the Licensee is permitted to create a

maximum of [Number] authorized copies.]

License exclusivity | [Non-Exclusive] /

[Exclusive (Licensor has no right to grant license rights to any third party)]

PART 2 - GENERAL TERMS

WHEREAS, the Licensee acknowledges and agrees that, by obtaining lawful ownership of the
NFT created by the Licensor, Licensee acknowledge and agree to the terms set forth in this
Agreement.

WHEREAS, it is understood that upon lawful ownership of an NFT, the Licensee obtains all
personal property rights pertaining to the NFT itself, including but not limited to the right to
freely sell, transfer, or otherwise dispose of said NFT.

WHEREAS, it is expressly recognized that the rights pertaining to the NFT Media are subject
to the terms and conditions set forth below.

NOW, THEREFORE, in consideration of the mutual agreements contained herein and for
other good and valuable consideration, the receipt and sufficiency of which are hereby
acknowledged, the Parties hereto hereby agree as follows:

1. Scope of the Agreement

1.1.  Subject to the terms and conditions of this Agreement, Licensor hereby grants Licensee
the rights specified in the Scope of License part of the Specific Terms.

1.2.  Additionally, the Licensee is entitled to create derivative works of the NFT Media
(“Derivatives”) under the scope of the license granted above. The number of allowed
Derivatives is subject to the type of the NFT Media. For NFTs categorized as [e.g., Sculpture],
the Licensee is permitted to create a maximum of [Number] authorized copies.

1.3. Notwithstanding the aforementioned, the Licensee acknowledge and agree that [the
Licensor and] the subsequent lawful owner of the NFT may create its own derivatives of the
NFT Media.

1.4. The Licensee agrees that other owners of their own non-fungible tokens and the
associated artwork, images, video, content, or other works of authorship linked to such non-
fungible tokens may also create their own derivatives of the associated artwork, images, video,
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content or other works of authorship linked to such non-fungible tokens (each of them “Other
Derivatives”).

These Other Derivatives may be similar or identical to the Derivatives. Accordingly, on behalf
of itself and its heirs, successors and assigns, Licensee irrevocably covenant and agree not to
assert or bring any suit, claim, demand or challenge against (a) Licensor or its past, present and
future parent companies, Affiliates, or licensees (or any of their partners, members, employees,
officers, directors, contractors, agents and shareholders) in connection with their use,
distribution, reproduction, display, perform, modification, and creation of derivative works of
any NFT Media prior to the grant of this license or any of their own Other Derivatives or (b)
any other non-fungible token owner or its past, present and future parent companies, Affiliates,
or licensees (or any of their partners, members, employees, officers, directors, contractors,
agents and shareholders) in connection with the use, distribution, reproduction, display,
perform, modification, and creation of derivative works of any of their Other Derivatives. The
foregoing is the case even if such Other Derivatives is similar to or the same as any of the
Derivatives that have been created by Licensee.

1.5.  Subject to the terms and conditions of this Agreement, the sublicensing rights granted

to the Licensee by the Licensor are specified in the Sub-licensing part of the Specific Terms.

1.6.  As a condition to sales, transfers, or similar transactions of the NFT, the transferee
agrees upon the acquisition of the NFT that (a) the transferee is not a Restricted Party and (b)
the transferee accepts the terms of the Agreement.

1.7.  Ifan NFT is fractionalized into smaller ownership interests (which may be represented
by other tokens), the rights licensed hereunder do not transfer to each of the owners of such
fractionalized interests in the NFT, but are only granted to those who own all fractionalized
interests in a NFT or as may otherwise be agreed by the owners of such fractionalized interests
if each of such owners agree that (a) the owner is not a Restricted Party and (b) the owner
accepts the terms of the Agreement.

1.8. Nothing in the Agreement is meant to grant Licensee any rights to any logos,
trademarks, service marks, and trade dress associated with the Licensor or the NFT
(“Trademarks”). Unless Licensee received prior written approval of the Licensor, the Licensee
may not use any Trademarks for any use that would require a license from the Licensor,
including to register any domain names or social media accounts using any Trademarks, in any
Derivatives, or to advertise or promote any other products or services.

1.9. Notwithstanding any of the above, the Licensee may not use the NFT Media in any way
that constitutes unlawful, defamatory, harassing, abusive, fraudulent, racist, hateful, vulgar,
cruel, illegal, or obscene, or that promotes any such activity, as determined in Licensor’s sole
discretion.

2. Disclaimers

2.1.  Disclaimers. LICENSEE’S ACCESS TO AND USE OF THE NFT AND NFT MEDIA
IS AT LICENSEE’S OWN RISK. EXCEPT AS EXPRESSLY SET FORTH HEREIN, TO
THE MAXIMUM EXTENT PERMITTED UNDER APPLICABLE LAW, LICENSOR, ITS
PARENTS, AFFILIATES, PARTNERS, EMPLOYEES, OFFICERS, DIRECTORS,
CONTRACTORS, AGENTS, LICENSORS AND EQUITYHOLDERS (THE “LICENSOR
ENTITIES”) DISCLAIM ALL WARRANTIES AND CONDITIONS, WHETHER EXPRESS
OR IMPLIED, INCLUDING, WITHOUT LIMITATION, WARRANTIES OF
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MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE, AND NON-
INFRINGEMENT IN THE NFT AND NFT MEDIA. THE LICENSOR ENTITIES MAKE
NO WARRANTY OR REPRESENTATION AND DISCLAIM ALL RESPONSIBILITY
AND LIABILITY FOR: (A) THE COMPLETENESS, ACCURACY, AVAILABILITY,
TIMELINESS, ORIGINALITY, SECURITY OR RELIABILITY OF THE NFT AND NFT
MEDIA; (B) THE OPERATION OR COMPATIBILITY WITH ANY OTHER
APPLICATION OR ANY PARTICULAR SYSTEM, DEVICE, BLOCKCHAIN, DIGITAL
WALLET, HARDWARE OR MARKETPLACE; AND (C) WHETHER THE NFT AND NFT
MEDIA WILL MEET LICENSEE’S REQUIREMENTS OR BE AVAILABLE ON AN
UNINTERRUPTED, SECURE OR ERROR-FREE BASIS; AND (D) THE DELETION OF,
OR THE FAILURE TO STORE OR TRANSMIT THE NFT AND NFT MEDIA.

2.2. Limitations of Liability. TO THE EXTENT NOT PROHIBITED BY LAW,
LICENSEE AGREES THAT IN NO EVENT WILL THE LICENSOR ENTITIES BE
LIABLE (A) FOR ANY INDIRECT, SPECIAL, EXEMPLARY, INCIDENTAL,
CONSEQUENTIAL OR PUNITIVE DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, LOSS OF USE, DATA OR
PROFITS, BUSINESS INTERRUPTION OR ANY OTHER DAMAGES OR LOSSES,
ARISING OUT OF OR RELATED TO LICENSEE’S USE OR INABILITY TO USE THE
NFT OR THE NFT MEDIA), HOWEVER CAUSED AND UNDER ANY THEORY OF
LIABILITY, WHETHER UNDER THIS AGREEMENT OR OTHERWISE ARISING IN
ANY WAY IN CONNECTION WITH THE NFT AND NFT MEDIA OR THIS
AGREEMENT AND WHETHER IN CONTRACT, PRODUCT LIABILITY OR TORT
(INCLUDING STRICT LIABILITY OR NEGLIGENCE) OR OTHERWISE, EVEN IF THE
LICENSOR ENTITIES HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE, OR (B) FOR ANY OTHER CLAIM, DEMAND OR DAMAGES
WHATSOEVER RESULTING FROM OR ARISING OUT OF OR IN CONNECTION WITH
THIS AGREEMENT OR THE DELIVERY, USE OR PERFORMANCE OF THE NFT AND
NFT MEDIA. THE MAXIMUM AGGREGATE LIABILITY OF THE LICENSOR
ENTITIES FOR ALL DAMAGES AND CAUSES OF ACTION, WHETHER IN
CONTRACT, TORT (INCLUDING STRICT LIABILITY OR NEGLIGENCE) OR
OTHERWISE, SHALL BE THE GREATER OF (I) [Amount] OR (II) THE AMOUNT
LICENSEE’S PAID FOR THE NFT. SOME JURISDICTIONS DO NOT ALLOW THE
EXCLUSION OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES,
SO THE ABOVE EXCLUSION OR LIMITATION MAY NOT APPLY TO LICENSEE.

2.3. THE EXCLUSIONS AND LIMITATIONS OF DAMAGES SET FORTH ABOVE ARE
FUNDAMENTAL ELEMENTS OF THE BASIS OF THE BARGAIN BETWEEN THE
LICENSOR ENTITIES AND LICENSEE.

2.4. THE VALUE OF THE NFT IS SUBJECTIVE, HAVE NO INHERENT VALUE AND
THEREFOR CAN BE VOLATILE. LICENSEE AGREE TO ASSUME ALL RISK
ASSOCIATED WITH THE USE AND VALUE OF THE NFT AND NFT MEDIA.

2.5. By entering into this Agreement and accessing or using the NFT or NFT Media, Licensee
agrees that Licensee shall defend, indemnify and hold the Licensor Entities harmless from and
against any and all claims, costs, damages, losses, liabilities and expenses (including attorneys’
fees and costs) incurred by the Licensor Entities arising out of or in connection with: (i)
Licensee’s violation or breach of any term of this Agreement or any applicable law or
regulation; (i) Licensee’s violation of any rights of any third party; (iii) Licensee’s access to
or use of the NFT or NFT Media; (iv) any modifications to or derivative works of the NFT
Media Licensee create, or (v) any fraud, negligence or willful misconduct committed by
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Licensee. For these limited purposes, the Licensor Entities (other than the Licensor) are third
party beneficiaries of this Agreement.

3. Taxation.

3.1.  All payments made to Licensor hereunder shall be made without deduction for any taxes
and duties in connection with the NFT and NFT Media.

3.2. Licensee shall be solely responsible for accounting, declaration and payment of income
tax and other taxes and duties in connection with the NFT and NFT Media in the country of
Licensee’s tax residence.

4. Warranties and Guarantees.
4.1.  Hereby the Licensor warrants and guarantees that:

4.1.1. Licensor has full legal capacity to enter into this Agreement, and, throughout the Term,
to grant all rights licensed to Licensee herein, and to fully perform its obligations hereunder,
and upon execution and delivery of this Agreement, this Agreement shall become a valid,
binding, and enforceable obligation upon the Licensor.

4.1.2. The execution, delivery and performance of this Agreement by the Licensor does not
and shall not conflict with or violate any duties or obligations of the Licensor as well as any
governmental orders or judgments.

4.1.3. There are no actions, proceedings, or claims, pending or threatened, with respect to any
rights in or to the NFT (any and all of its components and element, including but not limited to
NFT Media, title, logo, trademarks or service marks whether registered or not) which may
affect the legality, validity, or enforceability of this Agreement or Licensee's granted rights
herein.

4.1.4. In case of any claims, suits or demands against the Licensee by any third party who
challenges the rights given to Licensee upon this Agreement, likewise the Licensor shall
assume the settlement of such and any conflicts including full participation and review of in
such claims of judicial and administrative authorities.

4.1.5. Nothing in the NFT or NFT Media is offensive, indecent, obscene, illegal, dishonest,
untruthful, defamatory, or discriminatory, and nothing in the NFT or NFT Media will infringe
the common law or statutory rights of any third party.

4.2. The Licensor hereby represents and warrants to Licensee that all of the copyrights in the
NFT Media are owned by the Licensor, and does not contain (a) any artwork, images, video,
content or other works of authorship, (b) logos, trademarks, service marks, or trade dress or
rights of personality in which the relevant intellectual property rights are not owned by the
Licensor (“Third Party Content”), provided that the foregoing shall not apply if the Licensor
has obtained a license to such Third Party Content consistent with the licenses under this
Agreement or the Licensor has supplemented this NFT License with an additional license that
governs Licensee right to use such Third Party Content.

4.3.  In case of any claims, suits or demands against the Licensee by any third party who
challenges the rights given to Licensee upon this Agreement, likewise the Licensor shall
assume the settlement of such and any conflicts including full participation and review of in
such claims of judicial and administrative authorities.
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4.4.  Hereby Licensee warrants and guarantees that:

4.4.1. Licensee is in full power and authority to enter into this Agreement, and this Agreement
shall become a valid, binding, and enforceable obligation upon Licensee.

4.4.2. The execution, delivery and performance of this Agreement by Licensee does not and
shall not conflict with or violate any governmental order or judgment.

4.4.3. Licensee will not knowingly harm, misuse or bring into disrepute the NFT or NFT
Media.

[5. Termination of the Agreement

5.1. If Licensee materially breach any of the provisions of the Agreement, Licensor may
terminate all of the licenses granted to Licensee under the Agreement. Licensor will use
commercially reasonable efforts to provide Licensee with notice of such termination, though
for the avoidance of doubt Licensee's licenses shall terminate regardless of whether such notice
is actually received. Upon the termination of Licensee’s licenses, Licensee shall cease all use
of the rights granted, including, without limitation, ceasing all marketing, distribution, or sale
of goods, services and media that feature the NFT Media and shall cease all further use of the
NFT Media (including any Derivatives), and all sublicenses Licensee have granted in the NFT
Media shall automatically terminate. The following sections shall survive the termination of
the Agreement and shall continue in full force and effect subsequent to and notwithstanding
any termination of this Agreement by Licensor or Licensee: Sections 1.3, 1.5, 1.6, 2.1, 2.2, 2.3,
2.4,2.5,6.1,6.2,6.3,6.4,7.5,7.6. Termination will not limit any of Licensor’s other rights or
remedies at law or in equity. ]

6. Governing law and Jurisdiction.

6.1.  This Agreement shall be governed by and construed in accordance with the laws of the
[Jurisdiction].

6.2.  The Parties shall seek to solve through negotiations any dispute, controversy or claim

arising out of or relating to this Agreement, or the breach, termination, or invalidity hereof.

6.3. If the dispute cannot be resolved through good faith negotiations, either Party may
provide the other Party with an official dispute notice, containing reasonably detailed
information relating to claim incurred and requirements.

6.4.  Within ninety (90) Business days from the date upon which the dispute notice was
received, either Party may submit the dispute to be finally resolved by the [Court/Authority],
if (i) such Party didn’t revoke its dispute notice or (ii) the other Party failed or not obliged to
comply with the requirements.

7. Miscellaneous.

7.1.  There is no partnership, joint venture or other association between the Licensor and
Licensee by virtue of their execution of or performance under this Agreement.

7.2.  The captions of this Agreement are for convenience and reference only and shall not be
used to interpret, define, or modify in any way any of the terms of this Agreement.

7.3.  The Parties acknowledge and agree that breach of this Agreement may entail irreparable
harm to the other (non-breaching) Party, therefore in addition to claims for money damages
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and penalties, temporary, preliminary, and final injunctive relief may be appropriate and
necessary to prevent losses in part by any breach of this Agreement.

7.4. If for any reason a court, arbitrator or state competent authority shall find or rule any
provision of this Agreement to be legally invalid or unenforceable in any country, the
remainder of the Agreement shall remain valid and shall be enforced.

7.5.  This Agreement, including all exhibits, addenda, and amendments shall be deemed as
complete and final statement of the agreement between the Licensor and Licensee with respect
to the subject matter of this Agreement. In some countries, if a piece of art is copied too many
times, it may no longer be considered as a work of art from a tax perspective. As a result, a
lower tax rate may not be applicable anymore. Then that provision shall be deemed severable
from the Agreement and shall not affect the validity and enforceability of any remaining
provisions. The Agreement and the licenses granted hereunder may be freely assigned by the
Licensor. Any purported assignment in violation of the Agreement will be null and void. No
waiver by either party of any breach or default hereunder shall be deemed to be a waiver of
any preceding or subsequent breach or default.

8. Signatures of the Parties.

Licensor [Licensee*

By By

*: In the case of a DAC+NFT, the DAC PDF is signed by the artist then uploaded on IPFS and
its IPFS link is linked into the NFT fields before the NFT is minted. When the buyer obtains
the NFT after paying the required amount of cryptocurrency for the NFT, the buyer doesn’t
have to sign the DAC PDF too because the ownership of the NFT confirms that he or she agreed
with the license content in the linked DAC PDF requiring she / he signed a blockchain
transaction with her / his cryptowallet.]
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