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Abstract. The Health On the Net Foundation (HON) was born in 1996, during the
beginning of the World Wide Web, from a collective decision by health
specialists, led by the late Jean-Raoul Scherrer, who anticipated the need for online
trustworthy health information. Because the Internet is a free space that everyone
shares, a search for quality information is like a shot in the dark: neither will
reliably hit their target. Thus, HON was created to promote deployment of useful
and reliable online health information, and to enable its appropriate and efficient
use. Two decades on, HON is the oldest and most valued quality marker for online
health information. The organization has maintained its reputation through
dynamic measures, innovative endeavors and dedication to upholding key values
and goals. This paper provides an overview of the HON Foundation, and its
activities, challenges, and achievements over the years.
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1. Introduction

Steadily increasing internet access - now 85% of the population in North America and
70% in Europe [1]- leads people to resort to web searches for health information or to
gain access to health services. A 2012 Pew survey found that 72% of internet users had
investigated health information online the previous year [2]; 77% began their pursuit
through Google or Bing [3]. Search engines rank results according to popularity, not by
trustworthiness. Reliability of health information that laypersons obtain via search
engines cannot be guaranteed. Abundance of content (1 billion websites in 2014 [4]),
suggests the problem is not finding health information, but in evaluating its
trustworthiness [S]. It is surprising that a foundation would be established after a
September 1995 conference “The Use of the Internet and World-Wide Web for
Telematics in Healthcare” by a handful of visionaries and impact the health internet
field over the next two decades.

The Health On the Net Foundation (HON) registered in May 1996 as a not-for-
profit International Foundation in Geneva. It works to develop realistic and applicable
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solutions related to its mission: “to promote the effective and reliable use of the new
technologies for telemedicine in healthcare around the world.". Over the past two
decades, HON has identified two main challenges for which it develops schemes, takes
actions, and collaborates with other entities for multiple projects: 1) how to discern
reliable health content; and 2) how to provide access to trustworthy resources.

2. Methods: Actions implemented by the Foundation
2.1. Promote the creation of quality content through the HONcode and its certification

The HONCcode criteria for health websites & collaborative platforms: In 1996, the
Foundation elaborated the HON Code of Conduct (HONcode), summarized in Table 1.,
to help promote the quality and reliability of medical and health information provided
on the World Wide Web [6]. The HONcode is a process metric that determines if
website construction and maintenance conform to standards of excellence. The HON
Foundation does not evaluate the reliability or quality of website information content
directly. Studies have demonstrated that websites that conform to the HONcode quality
standards contain more reliable health information than randomly selected health-
related websites [7]. Presence of the HONcode symbol on a website helps a citizen to
make a decision when faced with multiple, contradicting and sometimes questionable
information. The HONcode standards help webmasters and information providers to
adhere to quality information provision practices, especially considering the endless
controversies of medicine. Editors of health-related Internet sites require simple,
broadly-accepted rules to structure their construction and maintenance processes - the
HONcode meets this need.

Table 1. The eight HONcode criteria for medical and health websites also available in 35 languages.

HONCcode seal Criteria name Detail at hon.ch/HONcode/Guidelines/
_____ HC1  Authoritative Indicates the qualifications of the authors
Information should support, not replace, the doctor-
patient relationship
Disclose and respect the privacy and confidentiality
of personal data submitted to the site by the visitor

HC2 Complementarity

HC3  Privacy policy

Attributi . . . .
rioution Cite the source(s) of published information,
__Reference criteria
) __Attribution Date date medical and health pages
e Site must back up claims relating to benefits and
HC5  Justifiability 116 mus up claims refating to 1
) performance
Transparency Accessible presentation, accurate email contact

) __Financial disclosure Identify funding sources
HC8  Advertising policy Clearly distinguish advertising from editorial content

When Web 2.0 appeared early 2000 [8] the Foundation responded to the needs by
collaborating with the French National Authority for Health (HAS) in 2008 to adapt
HONCcode principles for Web 2.0 specific needs - focusing on dynamic interactions
between internet users and developers [9].

Certification process: Websites voluntarily apply for the HONcode seal and are
evaluated manually by an expert medical team according to the eight HON principles
and associated published guidelines. As the result of the audit, an evaluation report
helps health editors render content HONcode compliant and transparent. Once a
website has been validated, it is delivered a dated dynamic and unique logo it can
display to boast its annual certification and illustrate the trustworthiness of its
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construction and maintenance (see [10]). The seal is located on HON servers, so its
status can be monitored and adapted. When appropriate, the HON emblem on a website
can show another logo mentioning Reexam or Invalid when necessary [10]. The seal of
each site is linked to its corresponding HONcode certificate. The latter summarizes
why and for how long the website has been certified [10]. Furthermore, because
internet health content evolves constantly, the HONcode relies on three mechanisms:

1. The complaint mechanism: HON promotes the opportunity for any user to
submit a complaint via the HONcode certificate or directly on the HON
website which leads additional HONcode reviews to be carried out in an ad
hoc manner. Submission of a complaint triggers HON to open an investigation
after which the website must comply with any ensuing request for amendment
- or lose its right to display the HONcode seal.

2. Automatic surveillance: The pages of the certified websites are stored in an
HON database. Any new content is retrieved on regular interval and stored
with prior content to enable experts to compare data. This mechanism helps to
automatically identify significant changes to the previous pages used to justify
HONCcode compliance.

3. Manual surveillance: Every year the certified websites are re-assessed by the
HONCcode team through in-depth analysis of the website and focuses on new
content and services. Re-review requires an average of one hour and a half.

Methodologies for certification have evolved over time. The measures for internal

and external quality assurance, established for years, were updated in 2007. HON
improved the system by incorporating standards such as the ISO/IEC 17065 norm and
requiring inspection by independent accrediting organisations. To improve its services,
HON set up procedures to monitor certification, complaint management, re-evaluation,
and internal audits. Thus, HON has furthered the reproducibility of certification
independently of revisers by more than 74% according to the principles [11].

2.2. Increase the access to trustworthy information online: topical search engine of
online trustworthy health content

A FEuropean Union funded HON-related project (2010 to 2014), Khresmoi for
Everyone (K4E, http://everyone.khresmoi.eu), targeted the general public by
developing a search engine for identifying quality online health information [12]. It
enables EU citizens and healthcare professionals to find the most recent and relevant
medical information through a state-of-the-art semantic search. Within K4E, HON
provides access to a large database of trustworthy health information consisting of over
8,000 certified and manually selected web portals in over 27 European languages. The
HON contributions help to guide the end user toward health content according to the
complexity of the terminology used. After the project ended in 2014, HON began
working on new venues to provide even more intuitive semantic solutions to the
citizen, via financing from the European Commission and the KConnect project
(KConnect.eu). Raise awareness of the uneven quality of health information online

A website can be completely reliable and conform to HONcode criteria without being
HON certified. The number of such sites that gain certification is limited due to limited
manual resources. Therefore, HON developed an automated system to detect HONcode
criteria conformance of health websites [11]. This tool was implemented in the K4E
search engine as a feasibility test; it will become a plugin for a general search engine. It
will assist in detecting health uncertified websites as HONcode candidates.
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3. Results

Over the past 20 years, HON has evaluated over 20’000 websites; 20% had Web 2.0
components. Some 30% of websites in general disappear over a 10 year period.
Nevertheless, over 13% of HON-certified websites have requalified for over 10 years
(e.g., Rouen CHU has been certified for 19 years, MedlinePlus for 16, the Canadian
Paediatric Society and Cismef for 17 years, WebMd for 15 years).

Not all websites achieve certification: 20% are rejected after HON initial
inspection - and 7.5% in 2010. Increasing refusal rates may reflect stricter, more
binding guideline criteria. Reasons for exclusion vary: site outside the scope of
certification, inappropriate content, inability to respect the HONcode, or non-certifiable
content. A comparative study found that only 0.6% of randomly chosen health websites
that did not apply for HON certification conformed to eight ethical standards [13].
Certification motivates behavioural changes in the production process of health
websites, thus gradually influences the website’s transparency and trustworthiness [14].

Some 12,000 users now access the HONcode certificate daily through health
certified websites. This demonstrates the demand for reliable information. A 2010
study mandated by the French National Medical Council and conducted by IPSOS
Public Affairs showed that 26% of participants responded that they were aware of
HONCcode certification when browsing information on the net [15]. Thanks to public
funds, the certification procedure was initially a free service. In 2014, due to
economic instability worldwide, HON sought greater financial sustainability, and
implemented an annual fee for recertification. HON deemed unacceptable the alternative
of using advertisements for funding. The recertification payment scheme considers the
type of website, its visibility, and its usage; fees range from 50€ to 325€. So far, of the
50% of certified websites contacted to pay, 32% done so.

4. Discussion and Conclusions

Over the past 20 years, many organizations have tried to guide internet users to
transparent, high quality health websites [16][. Not many are still active. The HONcode
is not only eight criteria but a commitment to inform users in a responsible and honest
manner. Health websites applying for HONcode certification recognize that health
information is unique. Websites requesting the HONcode voluntarily make changes to
their production processes [13]. HON plans new ways to educating health website
editors, e.g. providing quality tutorials.

HON gained non-governmental organization in official relation status with the
World Health Organization (WHO). This demonstrates that HON is fulfilling its goal.
In 2010, HON established a liaison with the International Standard Organization
Technical Committee for Health informatics TC215. HON’s goal remains to ensure the
unrestricted and easy access to all for trustworthy online health information. HON
hopes to continue to offer innovative solutions which integrate collective intelligence to
address this global issue.

Several independent third-party studies on the effects of the HONcode certification
demonstrated the importance of the HONcode [17]; others showed limitations
depending on the health domain [18]. The HON Foundation addresses an issue ignored
and abandoned by public and government services. Countries have minimal ability to
legally restrict online health information. France regulated health websites in 2007, but
stopped in 2013 due to other priorities [19].



704 C. Boyer et al. / Health On the Net’s 20 Years
Acknowledgments

HON would like to thank the health editors who voluntarily accept to provide
trustworthy heath information and be scrutinized by our services. Without the billion of
daily users HON would have no raison d’étre. The research is conducted within the
European KConnect project (2015-2017, No. 644753). HON thanks its collaborators
for their motivation and dedication, especially Vincent Baujard.

References

[1] Internet World Stats, World Internet Users and 2015 Population Stats, internetworldstats.com/stats.htm

[2] PewResearchCenter, Health Fact Sheet, www.pewinternet.org/fact-sheets/health-fact-sheet/, Sep. 2015)

[3] PewResearchCenter, Information Triage, pewinternet.org/2013/01/15/information-triage/, Sep 2015)

[4] Total number of Websites. URL: http://www.internetlivestats.com/total-number-of-websites/#trend.

[5] van Straten A., Cuijpers P., Smits N. Effectiveness of a Web-Based Self-Help Intervention for Symptoms
of Depression, Anxiety, and Stress, J Med Internet Res (2008);10(1):e7

[6] Boyer C., Selby M., Appel R.D. The Health On the Net Code of Conduct for medical and health Websites
9th World Congress on Medical Informatics, Proceedings, 10S Press vol 2 (1998); , 1163-1166

[7] Elliott, Andrew D., et al. "Is the internet a reliable source of information for patients seeking total ankle
replacement?." The Journal of Foot and Ankle Surgery 54.3 (2015): 378-381.

[8] O'Reilly, Tim, What is Web 2.0: Design Patterns and Business Models for the Next Generation of
Software. Communications & Strategies, (2007) No. 1, p. 17,. http://ssrn.com/abstract=1008839

[9] Baujard, Vincent, Celia Boyer, and Antoine Geissbiihler. "Evolution of Health Web certification, through
the HONcode experience." Swiss Medical Informatics 26.69 (2010): 53-55.

[10] Dynamic seal with changing status hon.ch/HONcode/Patients/sample_certificate.html (Sep. 2015)

[11] Boyer C, Dolamic L Automated Detection of HONcode Website Conformity Compared to Manual
Detection: An Evaluation, J Med Internet Res17(6) (2015) e135 URL: http://www.jmir.org/2015/6/e135

[12] Pletneva, N, Degoulet, P. et al. "Observations and lessons learnt from non-health professionals
evaluating a health search engine." Studies in health technology and informatics 205 (2013): 940-944.

[13] Laversin S, et al Improving the transparency of health information found on the internet through the
HONCcode: a comparative study. Stud Health Technol Inform. (2011), 169:654-8.

[14] Adams SA. Under Construction: Reviewing and Producing Information Reliability on the Web.
Erasmus University Rotterdam. (2006) . http://hdl.handle.net/1765/7841 [cited: 2015 Sep]

[15] Ipsos Public Affairs, Les conséquences des usages d’internet sur les relations patients-médecins
http://www.conseil-national.medecin.fr/sites/default/files/sondage%20internet%20CNOM %202010.pdf

[16] Wilson, Petra. "How to find the good and avoid the bad or ugly: a short guide to tools for rating quality
of health information on the internet." BMJ: British Medical Journal 324.7337 (2002): 598.

[17] Nassiri, Mujtaba, et al. "Surfing for Hip Replacements: Has the “Internet Tidal Wave” Led to Better
Quality Information." The Journal of arthroplasty 29.7 (2014): 1339-1344.

[18] Sullivan, T. Barrett, et al. "Can Internet information on vertebroplasty be a reliable means of patient
self-education?." Clinical Orthopaedics and Related Research 472.5 (2014): 1597-1604.

[19] Nabarette H., et al. Certification of health websites in France Presse Med. 38(10) (2009), 1476-83.



