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1 Introduction

With the growth of information technology and thaternet, a new always-on and global marketplace has
transformed business: electronic commerce has eggbaéa the business and legal landscape. Inevitatith

this new form of commerce came new forms of dispufes transactions in a global market mean an asae
probability of transnational disputes, parties &i¢al sometimes on different continents are opposed small
claims. Courts or traditional out-of-court disputesolution mechanisms cannot reasonably resolvé suc
conflicts. As a consequence, a new tool for dispesslution has appeared, which is more efficiemdre cost
effective and more flexible than traditional approas: this is Online Dispute Resolution (ODR). Plagties to

a deal that has gone awry are offered the pogyibdisolve their dispute over the Internet, comivating by
means of emails, chat-rooms, videoconferences dhdr electronic means. Although ODR is a booming
business, with some institutions reporting haviagdied over 200'000 disputes in a little over twarng, many
technical issues have to be addressed to incrbéasguality and reliability of "online justice". Fdawyers,
solving a dispute means reconstructing what hapdraa, in order to determine who is right and vehariong.

In cyberspace, this can be difficult.

ODR systems, a very specific kind of Web serviceguire the support of new types of communicatidapaed
to dispute resolution processes (negotiation, niediaand arbitration) and corresponding securigchanisms
such as integrity and confidentiality of sensiblatad The goal of this paper is to analyze the [plac
characteristics that an ODR system must fulfill,ppiag the legal requirements to a structure of e
concepts. The adequacy of these concepts is detirsshe light of a series of questions flowingnfrcommon
legal schemes of dispute resolution. In additior, propose in this paper a modeling of an ODR serbig
identifying the different actors and the commurimatypes they use.

Our paper is organized as follows: first, we giveawerview of ODR systems; then, we discuss sorctenteal
and particularly security requirements for ODRafiy, we describe the modeling of an ODR servicgeldeon a
simple scenario of a dispute resolution.

2 Overview of ODR Systems

The term ODR characterizes new methods of dismgelution the major part of which is provided oaliMost
ODR services are alternatives to litigation andtite justice. In this sense, they are the onlisesposition of
the methods developed in the Alternative DisputedRdion (ADR) movement, which are mainly negotati
mediation, and arbitration. But there are also guty of proper online courts, which are really raricourt
which simply communicate essentially online. Theme four main forms of ODR systems: automated
negotiation, assisted negotiation, mediation, abdration.

In automated negotiation (also called blind-biddlittge parties successively submit to a computeroaetary
figure as settlement proposal, the computer thempeoes the offer and the demand and reaches ensett for
their arithmetic mean. Almost 20 providers offeaitd some of them handle up to 3'000 disputes amon



In assisted negotiation, the parties communicath wime another over the Internet, using for insta@mails,
web-based communication tools or videoconferendé® providers offer storage means and secure sites.
Assisted negotiation is extremely successful, vatter 20 providers and up to 20'000 disputes sokach
month.

Online mediation is the online form of traditiomaédiation. A third neutral person with no decispower tries
to convince the parties to reach an agreementonhedifference with offline mediation is that ttidrd neutral
and the parties always communicate via the InteAldiough there are many ODR providers which offeline
mediation, only few cases are solved by such agsycprobably because such a system is techndlggica
difficult to set up, as the parties usually askHiyhly developed communication means.

Online arbitration is similar to traditional arfgtion, in the sense that a third party chosen kypidrties, or
nominated by the institution chosen by the partiesders a decision on the case after having tbartelevant
arguments and seen the appropriate evidence. atibitr decisions are not yet recognized nor enfoinetthe
legal systems, but self-enforcement structuredairgg worked on, for instance by instructing a gtévcompany
to transfer a domain name, by threatening to rem@wustmark, or by controlling a fund through whiall
payments to traders transit. In online arbitratitime parties usually communicate by emails, welethas
communication tools and videoconferences. There maoge than 25 ODR providers which offer online
arbitration, but it is mostly successful in thedilof domain namd4].

Other less deployed types of ODR exist, such a®rcgrt, the first of which is due to begin actast in
October of this year, or online mock-trials, in ahithe parties can reality-test their case befbrines to
litigation. Providers of ODR also offer additionsérvices, such as complaint assistance, which stsnef
support in search for counsel, forwarding comp#aiat trustmarked traders or calling on them to takgéon.
Other providers offer services of dispute prevemtighich consists for instance of checks of empdsygrior to
employment, standard business contracts and fantstraining of employees and employers. Legalditee
or portals to other services are also often pralide

3 Onlineevidencein online dispute resolution

For lawyers, solving a dispute means reconstructingt has happened, in order to determine whayrg and

who is wrong. With ODR, this raises many iss[Es First, the author of each message related tadhelusion
of the contract must be identified. Second, thesagss containing the offer, the acceptance andeheral
conditions of the contract must be submitted todispute resolver. Third, evidence may have to fowiged

that a file or program has been entirely transmhittethe buyer. Fourth, the dispute resolver mestdnvinced
of the identity of the author of the messages #rat sent during the ODR procedure. Fifth, when eyath

evidence from electronic repositories, is must eeeained that that contents of the repositoryehamained
unchanged they were stored. Sixth, the informatéarding evidence that has been sent to the dispablver
must be protected against third parties. Seveffter, the dispute resolution procedure, the decisias to be
notified to the parties without them being able@¢pudiate the notification. Finally, when the daemismust be
sent to an enforcement authority, by it public dvate, the authority must be able to authenti¢thésoriginal

and the risk of manipulation must be satisfactogitgluded.

Under most laws, the rules of evidence are suffigjeflexible so as to allow the dispute resolver dive

electronic data as much probatory force as he ertkimks they deserve, as long as this assessmetiteb
dispute resolver is not arbitrary. The goal is ¢lfi@re to provide technical solutions which convirzceispute
resolver of the authentic character of a pieceviadfemce. In most cases, this means that the seafrthe data
and its transmission must be ensured.

4  Technical and Security Issues

ODR as legal issue requires answering many questibmose questions reveal the legal requiremen@0OR
Systems and Infrastructures in which they are weal We point out that a coherent and adequate S{Rem
(ODRS) must fulfill principle characteristics, mapg those legal requirements to a structure of riecth
concepts.

4.1 From Legal Evidence To Security Concepts

In this part we focus on security requirementdabt, the legal requirements listed previously barconcretized
by more pragmatic questions (and their short bedrétical answer in classic computer science):

< Can we make the proof of the content of a validtizant and to allow the transmission of its conteran
ODR for the evaluation of this proof¥es)



< Can we give the proof that a document was complstitAYes)
e Can we ensure thategrity of submitted information?Yes)
« Can we protect information stored on an ODR datlfrmsn unauthorized party¥Yes)

« Would it be possible to create a naotification moalé@wing the proof of delivery without the intent@n
of receiverqNo)

» Can we identify the sender of a message duringdinelusion of the contract and the ODR procedure?
(Yes)

e Can we distinguish an original from a copy? (Andawicould be original information in computer
science?)

4.1.1 Communication vs data management
In our work we argue that all the requirements daseevidence can lead to technical security cascep

» On the one hand, ODRS requires to take care of eoniwation channels between the actors of all system
Each channel must be isolated to prevent interoemf message and data integrity, if needed.

» On the other hand, ODRS requirements are basedheomdtion of deeper evidence in the light of data
management. Here, the data is potentially or ajreadevidence:

v' "Potentially" because a data can be communicatedder to help dispute resolution preventively.

v' "Already" because a data can be transmitted withohjective to be a legal evidence in a specifgeca
Besides, the second type of data can later bevadah another dispute if the primary dispute resoh
(where it was playing the role of evidence) is disgl itself. Thus, it is again potential evidenthe
potential use of a data as evidence could requir® @dmit any communicated data can be involved in
the resolution mechanism.

We distinguish data and communication channel sraicommunication channel is not exactly the stim o
data communicated during the time of channel ogerfihere are three major reasons to this distinctio

* A message is not a data. A data have no destinatiource of emission, nor exchange goal by
construction.

« The absence of message is sometimes a preciousnatfon. Furthermore, the construction of a
communication channel between too agents is alr@agyecious information. The simple fact to be
involved in a VPN (Virtual Private Network) withoatny contribution to the network is information.
This is more and more true with the covered-chanméiere it is impossible to measure distance
between communicant and non-communicant parties.

* The related contextual information to a channel momication is a shared context of information on a
channel. The channel is seen as composed of séntécéace.

Our objective would be to have a very Data/InfoioratCentric approach but we must take care of
Communication channel and Message at the very satlyce of our legal problematic. We got by thosgav
some of issues discussed 2 but make them more accurate and well organizéideirfiollowing.

So let us focus on the Non-repudiation prop€sty{4] [5], by distinguishing Communication and Data and then
Message and Data. We introduce also in our peligpetiie Non-repudiation properties concerning Data
generation and retention. Beside, we add a prirdafinition of “responsibility condition” by exteed Who,
When, by a general “Responsibility Condition” eleme

For instance:

The classic definition of Non-repudiation approvalon-repudiation of approval service provides pifo
of whom is responsible for approval of the contehta message”becomes> Non-repudiation of



approval service provides proof under responsyhiiinditions for approval of the content of a mgssa
The responsibility conditions are then: which agsapport responsibility, which agent supports risk,
when the responsibilities are taken for such infitiam (An agent is here a generalization of Actor).

On this base, we present tNen-repudiation Propertpf a Message as a Service, and then of a more basa.

Non-r epudiation Property/Service of a M essage

Name Non-repudiation means

Approval | Non-repudiation of approval service provides pranfler responsibility conditions fqr
approval of the content of a message

Sending Non-repudiation of sending service provides pranfler responsibility conditions of
who send a message

Origin Non-repudiation of origin service is a combinat@frapproval and sending services

Submission Non-repudiation of submission service providesopnonder responsibility conditions
that a delivery authority has accepted a messageaftsmission

Transport | Non-repudiation of transport service provides praader responsibility conditions far
the message originator that a delivery authority gi@en the message to the intended
recipient

Receipt Non-repudiation of receipt service provides praofler responsibility conditions that
the recipient received a message

Knowledge| Non-repudiation of knowledge service provides proaler responsibility conditions
that the recipient recognized the content of aivedemessage

Delivery Non-repudiation of delivery service is a combioatdf receipt and knowledge services
as it provides proof under responsibility condiiothat the recipient received and
recognized the content of a message

Non-repudiation Property/Service of Data

Creation Non-repudiation of creation service provides praafier responsibility conditions of
whom is creator of the content of the data

Opening Non-repudiation of service provides proof undespansibility conditions of the action
of open and decrypts the data.

Destruction| Non-repudiation of destruction provides proof undesponsibility conditions of
destruction (end of life) of the data.

Emd- Non-repudiation of destruction provides proof undesponsibility conditions of whom

distribution | is the terminal diffuser of the data. The data canme resent in the content of|a
message to another party. Useful against screapers6]

We argue that non-repudiation property is the prynedfort to make in order to resolve any commutiaraand
data management problem. On basis of such propertihen complete the technical structure response a
discuss Integrity, Confidentiality and Availability

4.1.2 Towards Integrity, Confidentiality, Availability

This "by-evidence or non-repudiate approach” rksvieat:

1.

By “strong non-repudiation protecting” the déaad thus the message), we could deal with amputis
help the resolution mechanism, and also prevenditigute on a dispute resolution. But, further, we
could eliminate risks of dispute since we couldvpre risks linked to data handling responsibilities

2. Since the Integrity property of information isterminate by the fact that a data is really thia daat it
claims to be; this property is reduced to the repudiation of sender/creator/ property to be itself

3. Since the Confidentiality of an information istérminate by the fact that unauthorized agentstaies
knowledge of the signification of the data; thisoperty is reduced to the good exploitation of



cryptographic methods applied conjointly to safecedures of verification of non-repudiation propert
on source, destination, creation... That is a stejtd\a correlated specific Service of verification.

4. The special case of Deny Of Service, which con@ndpoint availability and then data potential
mobility, would be the only point of security thabuld not be address in “by-evidence and non-
repudiation approach”. In fact, availability of fic® is a very important concept. Anyway, it is
dependent of the communication channel integrity.

5. Another aspect of the availability is the feezibavailability. Make a sender aware of the sendingd the
receiving and the knowing of the content must taéet of the system. The System must relay (asla rea
service) the non-repudiation attributes of a data message to agents (user or automated). Thid cou
be part of the notification model required.

What we have done is to build correspondence bethdata and communication property and announceécserv
oriented response. We have already started to elefimat could be an ODR Service and what should be
Exchanged-Data.

4.2 ODR asa Specific Web Service

In this section, we want address the security dsfieevidence non-repudiation, integrity, confitality,
availability) in a Web Service Oriented Framewadfke focus mainly on the W3C Web Services framework.

There is a consensus on a set of technology arel tteat can represent the Web-services optimisimcireasing
the commercial market of the Web: XML, SOAP, WSRIDDI [7] [8] [9] [10] [11].

The preliminary aims of those bricks were to retiehnecessary interoperability property of over ld/onulti-
pole information system. But, this was not to addrdirectly (or at a very early stage) any legal aorse,
security requirements!

Still under the security concern, let us introdaoe regard the four technologies involved and Hetach time,
security issues.

4.2.1 The quartet of the W3C Web services technologies

4211 XML

XML is a standard of communication between appiices [7]. Relatively to our subjectXML Digital
Signaturescomplete the XML standard for verifying the origirof message$12]. The XML signature
specification allows XML documents to be signediistandard way, with a variety of different digisggnature
algorithms. Digital signatures can be used fortll@ation of messages and for the non-repudiation.

Besides XML Encryption will allow encryption of digl content, such as Graphical Interchange Fol(@#E)
images, Scalable Vector Graphics (SVG) images, Mi. Xragments. XML Encryption allows the parts of an
XML document to be encrypted while leaving othertpapen, encryption of the XML itself, or the stpe
encryption of data (i.e., encrypting an XML documeamen some elements have already been encrypied).
part of the Java Community Process (JCP), therénardava Specification Requests (JSRs) that arerdily in
progress; JSR105 XML Digital Signature 1.3 and JBRXML Digital Encryption.14 When complete, these
two JSRs will define the standards in Java for éachnology, thus standardizing the interfacesathevendor’s
Web services toolkit.

Finally, ML Key Management Specification (XKMS) wato cover the registration and distribution of XML
based public keys to encrypt and decrypt docunidsis This is part of the PKI management framework that
necessary to support such signing services.

If we confront this XML overview to ODR SystemsetXML completion by XML Digital Signature and XML
Encryption tend to respond to part of non-repudiagproblematic mixed with encryption-protected exuiped-
data. This healthy structure is useful in ODR syst@rocess for claim standard description (odrXMfirdtion
[14]) but also could be used to:

» describe ODR Process Workflow ;

* more important, to prepare exchanged-data to OB&al) efficient treatment by describing non-reptidia
by signing on responsibility for exchanged-datahbiot contract and transaction agreement and in ODR
procedure involvement.



4212 SOAP

Simple Object Access Protocol is a XML-based merdmarfior data exchange. It consists of three pérts:
envelope that describes the framework to deschibedntent of a message, a set of encoding rules fo
expressing instances of application-defined daiasyand a convention for representing remote proeecalls
(RPC) and responses. SOA#&n potentially be used in combination with a vgra other protocols (HTTP,
HTTP Extension, RMI/IIOP, SMTP, FTP, M{g]

SOAP 1.1 (latter version) did not include provisidar signing messages and thus lacks this sequnityitive.
That's why the SOAP Security Extensions via DigBainature (SOAP-DSIG), defines the syntax and
processing rules for digitally signing SOAP messagyed validating sighaturdgSOAP Security Extension].
However the simultaneously usage of SOAP-DSIG &idiS not sufficient for Non-repudiatidi6] since it is
vulnerable to at least two ambiguous transactions:

e areceipt can claim to have received a message,taic
e asender can claim to have sent a message only once

Indeed the digital signature scheme guaranteesngosifbout how many time the message was signedenrtd
by the sender. The parade is the use of a nonnenéeis a non-repeating string freshly generated bys#reler
(the signer) such that the intended recipient ¢etk its uniqueness. Typically, the nonce can h@dmented
as a counter (a sequence number) or as a timestamp.

Thus SOAP introduces a break in the non-repudigiroperty. So it is important for security agairegtudiation
to add in SOAP message both a nonce and the igeftite intended recipient to application datd¢osigned.

4213 WSDL

Web Service Description Language is an XML Integfddescription Language (IDL-CORBA like). This
interface is the endpoint reacting to message. Asage in WSDL can be document-oriented or procedure
oriented. WSDL allows description of protocol usedcommunicate. It supports actually SOAP 1.1, HTTP
GET/POST and MIME.[9]

4214 UDDI

The WSDLservice information can be extracted from a UDDniftérsal Description, Discovery, and
Integration) Business service entry, or may beinbthfrom other service repository sourdd$)

WSDL and UDDI should address uniquely the avalitgtproperty of such ODR Service. But yet
consider that the service description and UDDaeli (redirecting request of service toward goadises) are
part of information used in transaction. Thus they part of “responsibility condition” (the conteftservice
providing).

4.2.2 The overall Web services framework

If we take Web-Services Framework in order to dbscthe landscape of Web-Service effort, we musitioe

that the first industry standard for secure e-cerBeécurity Assertion Markup Languaggl6]. SAML is being
developed to provide a common language for shasegurity services between companies engaged in
transaction. SAML allows companies to securely argle authentication, authorization, and profil@infation
between their customers, partners, or supplierardégss of their security systems or e-commerceéoptas. As

a result SAML promotes the interoperability betweksparate security systems, providing the fram&wor
secure e-business transactions across company dmeemdlrhe SAML specification also provides for rgpting

the SOAP message content itself when being tratesporver unencrypted links.

Considering the point of Service Management, Irgerability is a healthy base of manageability ofrsa
service. However Security and Right to Dispute niesintegrated into an efficielYeb Services Management
Platform Web Services Management Platform can alreadyobgosed of XKMS implementation framework.
One key benefit of signing action (related to resgdloility engagement) is really the concept of mepudiation.
With signatures, service providers can not onlyjae evidence that a document is valid but alsatiegrelated
message transactions into signed audit logs maragedrt of the service. Once an audit log has Iségmed it
cannot be modified without significantly changirte tsignature. Note that hackers often modify aladjs in
order to “cover their tracks” to avoid detectionh& third party non-repudiation is required, digieceipts



provide independent verification that specific sactions have occurred. Signed log files help emewuch
situations but signed log management would dedt ait important amount of information. This inforroat
must be stored in efficient database (or reposi®)rito protect and to prepare for ODR Systemsi@erv
exploitation. Those problems has been already siészliin studies about non-repudiation services OREA
Frameworl{5] and must be evaluated seriously in regarding i$tartte between W3C Web-service Framework
and CORBA Framework.

Let us know start the process of translating ODRtSws in a Web-services by modeling ODR servicéstan
expose the functionality of a valuable ODR Service.

5 Modeling of ODR services

In this section, we model an ODR system using UMinfalism. We first identify the different actorsphied in
an ODR system and its functionalities. Then we espnt the types of communication between the difter
actors in each ODR process (negotiation, media@obitration). Finally, we describe a simple scenaf a
dispute and its resolution.

5.1 Different actors

The different actors implied in ODR system are:
* parties
e arbitrator
* mediator
* experts
* witnesses
*  ODR-administrator
e system administrator
* visitor
ODR system

X

mediator
parties
arbitration
f arbitrator
\ \\
visitor

expert/witness

ODR administrator system administrator

Figurel: Use casediagram

Parties, arbitrators, mediators, experts and wégeare directly implied in ODR processes.



ODR-administrator and system administrator arer@atly implied in ODR process because they areboond
with any particular process but with the whole egst

Visitors are persons browsing the ODR web sitedbigformation. They can be interested personsentiat
users or even court representants, in the casgfaicement.

person
—web access()
ODR implied person visitor
+username
—password —-normal access()
—-wide web access ()
ODR manager ODR process actor
-local worlk () -private account access()
i T
mediator
— -mediat interf
system administrator medietor dnterfaced
—-syst. adm. interface() arbitrator
—full access ()
—arbitrator interface()
ODR administrator witness
-administrator interface() —witness interface()
expert
—expert interface()

party

—party interface ()

Figure2: Classdiagram

We distinguish three kinds of actors:

* The actors implied directly in an ODR process:
v' parties in every process,
v arbitrator, witnesses and experts in arbitratiarcpss,
v"mediator in mediation process.

e The actors managing the ODR system:

v' system administrator,
v" ODR-administrator.

* The visitors.

Each of these categories has different accestsrigtthe system. Visitors can only access theipside of the
web site. ODR implied persons have a private adcouthe ODR system they can access through afepeci
interface. The whole actor-side process is fromtegnin this interface. ODR managing persons havaofse a
wider access to the system. The ODR administrasrahfull access to legal aspects of the systeansythtem
administrator, on the technical aspect.

5.2  Typesof Communication in ODR systems



The following four diagrams describe communicatibesveen actors relatively to the different ODRgesses.

In case of negotiation, mediation and arbitratieach communication has to satisfy security requérdgm
(discussed in last section), and has to be condarveystem archives. This is not necessary whenQBR
service is accessed for getting information.

Communications represented as doted arrows are basisecured communications. Communications lirtked
a black bullet are visible to every actor connedtedhis bullet through any communication link. $htype of
communication correspond to the legal concept efgi. It must be secured. Other communicationpiavate
and secured actor to actor communications.

getting information

; =
S

. ODR web
visitor interface
negotiation
ODR web
party 1 inter‘gzce party 2




mediation

plenum

party 1 party 2

médiator

process
drop

initialisation, initialisation,
[=5 = TN B8, ..
ODR administrator
arbitration

transactions

expert/witness

p Py y

party 1 party 2

L—A

arbitrator expert

(arbitrator)
initialisation,
BEgs o u ebc.. .

initialisation

ODR administrator

5.3 Scenario of adisputeresolution

5.3.1 Description of scenario

The scenario is composed of two variants. The fir& concerns the order of an hardware productsehend
one concerns the order of a downloadable software.

Contract conclusion

Variant 1:



The client orders an hardware object through a-smline web site.
Variant 2:
The client orders a software through a shop-onsiab site.

In both cases, the seller uses general conditiomslished on the web site, and linked to the ofdem by
something like "by clicking the submit button, ydeclare that you agree with general conditiong (...

One of the clauses contained in the general comditsays that if the product sent is defective ctiemt has the
right to get it repaired or replaced, dependingelfer's choice.

Litigious contract execution

Variant 1:
The seller sends the hardware. When the clientves &, he notices that it doesn't work.
Variant 2:

The client downloads the software. Then he triemutoit but it doesn't work. He believes that ish@t been
fully downloaded.

In both variants, the client asks for being refuhédad the seller refuses.
Variantl:

The seller accepts that the hardware is defechiue,nvokes the mentioned clause. He propose tairepe
product if the client accepts to pay the transtmoees. The client replies that he will only payfliaé taxes.

Variant 2:

The seller denies that the software transmissios faalty. In fact, he believes that the client vgattt use his
product for free.

In both cases, negotiation in order to friendlyotes the dispute, fails.
ODR process
The client asks an ODR web system for arbitratsofpmitting his argumentation. He wants to be refand

The ODR system accepts to lead the arbitrationrantifies the seller. The seller accepts and subhigwn
argumentation.

Arbitrator actions

The arbitrator's legal decision depends on the d&a clause, which explicitly excludes the clieight to be
refunded, being effectively included in the geneiditions at the moment of the contract conclusio

Variant 2
The decision also depends on the technical protifeofransmitted software default.

The arbitrator asks the seller for contract elesyenbnditions and, in variant 2, system logs relate the
software transmission.

Variant 2:

The technical documents are submitted to an expert.



The arbitrator builds a report containing all doemms transmitted, and the expert results. He tnasghen the
report to both parties.

In both variant, the client contests the preserice dause excluding his right to be refunded atfoment of
the conclusion.

Variant 1:

Complementary documents are sent by the sellegrrie§ to the aborted negotiation about the paynaént
transport taxes.

The arbitrator transmits to both parties the updlagport. And specify a delay of seven days in ptdegive
parties the possibility of commenting it.

Without any comment during this period, the re®ronsidered as having been implicitly accepted.
After the delay period, the arbitrator makes allgigeision and notifies both parties.
Enforcement

The arbitrator or the ODR administrator validates decision and publishes it on the ODR web siteessible
to external court potentially asked to apply theisien.

5.3.2 Representation of communication in resolution of a dispute by arbitration

This section describe the different sequence dmagegpresenting the different communications betviben
different actors implied in the arbitration process

53.21 Variantl

Contract conclusion

client web site seller

the client orders
an hardware object

]
I

I_I order request >
| P -

| | order > notification

|
|
|
|
|
|
|
|
| T
; I ‘ \
: object delivery ||

asks for refunding
! | | doesn’t agree
! < repair the object if the client pays transport taxes ]
offers to pay half the taxeg >

A

the object
doesn’t work

negotiation fails!

Dispute resolution




the client requests
an ODR system for
arbitration

the seller accepts
the arbitration
and submits its
argumentations

arbitrator builds
the report
and notifies parties

periode of
seven days for
commenting the report

arbitrator makes
his decision

a party asked an external
court for enforcement

53.22 Variant2
Contract conclusion

ODR system

| |
i i | |
| | P |
: natification »

< notification ’ notification > i
|
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! < submits renort . submits report >
1
I
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the software
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Dispute resolution
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negotiation fails!



arbitration
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6 Conclusion

Very simply we have seen that ODR Systems musizeedheir services in interaction with Web-Service
Framework. Based on prepared-for-proof exchangeéal-dad a well-defined interaction model, they could
contribute to the enforcement of regulation andkeigrace dynamism. Therefore we focus our appraach
security needs and specifically non-repudiatiorpprty. We are matching them with technical elenwént/eb-
Services. We start the modeling of those interastiby scenario case before relaying in further wibe
discussion on general negotiation protocols [20].

7 Perspectives

To help resolve such conflicts handled by ODR Systein business, legal and technological landscapary
technical issues have to be addressed to increasguality and reliability of this "online justicelNe work on a
model in which we integrate ODR Systems as an \@eseiof normative and regulative class. It implies
resolve dependencies on the data and workflow peoiceorder to treat case reconstruction over stahe-mail,
e-communication and electronic marketplace. Pratamily, this model should prepare transaction tspdie
involvement by opening the communication via trgcaspectual e-service. Then we should integrateethe
service as another part, composed of filter (migitier) engine and resolver engine in the caseefritatment
of a dispute. Finally, we aim to make concrete difletween this specific e-service, his managenzemnt,the
real service offered and enforced by Dispute RéisollExpert Network.
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