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We propose a class of quantum cryptography protocols that are robust against photon-number-splitting
attacks(PNS in a weak coherent-pulse implementation. We give a quite exhaustive analysis of several eaves-
dropping attacks on these schemes. The honest péilies and Bob use present-day technology, in particu-
lar an attenuated laser as an approximation of a single-photon source. The idea of the protocols is to exploit the
nonorthogonality of quantum states to decrease the information accessible to Eve due to the multiphoton pulses
produced by the imperfect source. The distance at which the key distribution becomes insecure due to the PNS
attack is significantly increased compared to the existing schemes. We also show that strong-pulse implemen-
tations, where a strong pulse is included as a reference, allow for key distribution robust against photon-
number-splitting attacks.

DOI: 10.1103/PhysRevA.69.012309 PACS nuntber03.67.Dd, 03.67.Hk

I. INTRODUCTION i.e., the mixture of coherent states with all possible phases is
equivalent to a mixture of Fock states mfphotons distrib-
Quantum cryptography, or more precisely, quantum keyuted according to a Poisson statistics of meanp(n, )
distribution(QKD) followed by the one-time pad, is the only —e~#,"/n! [9,10]. Thus, a large fractiorp(0,u) of the
physically secure way of transmitting secret information be'pulses is empty; Alice produces the desired one-photon Fock
tween the two authorized partners Alice and Bab-3]. Its state with probabilityp(1,.): and, what is more problem-

security is not based on some mathematical assumptionsg,. . : .
such as a limited eavesdropper’s computational power, b ue, AI|c.e.aIso produ.c.es multiphoton pulses with small but
fiot negligible probability.

on the laws of quantum mechanics. Alice prepares a quantu i
system in some state, encoding the information, and sends 1he fact that the presence of pulses with more than one
the system to Bob. The eavesdropper Eve cannot gain arhoton may deteriorate the security of the protocol is intu-
knowledge about the quantum state without modifying thdtively clear: when a perfect copy of the quantum state is
correlations between Alice and Bob, because, as it is wellhen produced, this copy could be kept by Eve, without in-
known, a measurement on an unknown quantum state notroducing any error in the correlations Alice-Bob. Eve can
mally modifies the state itself. Alternatively, the security of then perform the so-called photon number splittiRNS
QKD schemes can be discussed in terms of the no-cloningttack that allows her to get information without being de-
theoren{4]: Eve cannot make and keep a perfect copy of thgected. Indeed, itkenhaus and Brassarét al. showed
qual\t/rllél;{noit'?ht: it(r;‘a; V'\IAI\’:ICQeKh[?SpI’S()etr(;tcgl)SB[—J‘?é wo-dimensional [10,17 that the presence of these multiphoton pulses makes
guantum states, called qubits, as information carriers, alt-he b_est-known Q.KD protocol, the BB84 _schefr]@, inse-
though there exist alternative proposals using higher dimerCure if the losses in the channel become important—that is,
sional systems, either finif&] or infinite [7]. The encoding for Iong-(_jlstance |mplementat|ons. This limits the distance
of information can be performed by means of any two-Up to which BB84 with weak coherent pulses and lossy op-
dimensional quantum state, but very often this is done usingcal fibers can be securely implemented. For typical experi-
photons because photons coupled in optical fifsquan-  mental parameters this critical distan€gis of the order of
tum channel propagate along large distances with almost nd60 km. As we will show below, similar conclusions are valid
decoherence. Therefore, Alice must be able to prepare arfdr weak pulse implementations of other QKD schemes, such
send single photons to Bob: The existence of single-photoas the B9 12] and the 4+2 protocol[13]. The PNS attack
sources is then an implicit and crucial requirement for manyis known to be ineffective against some QKD implementa-
of the proposed implementation of the existing schemestions that use entangled statésee for instance Ref3]).
There is a strong experimental effort in producing reliableHowever, long-distance QKD with entangled photons is hard
single-photon sources, with remarkable achievemé8is to implement. Therefore we focus on prepare-and-measure
Because of their simplicity however, physicists often useschemegwithout entanglemeint
sources that produce weak coherent pul$es:=| Jue o, Recently, quantum cryptography protocols have been pro-
with mean photon number<1, as an approximation of the posed that are more robust against PNS attatks The
single-photon pulse. Moreover, since there is no phase refescope of the present article is to give a detailed security
ence outside Alice’s lab, the effective state used for the inanalysis of these protocols under different eavesdropping
formation encoding is scenarios. In Sec. Il we review the PNS attack for the BB84
48 scheme, and we show how the same results and conclusions
_ | 2= i i6) _ also apply for the B92 and-#42 protocols. Then, we discuss
P f277 \/ﬁe )(\/ﬁe | ; p(n.w)Innl. () QKD implementations including a strong reference pulse as

1050-2947/2004/69)/01230916)/$22.50 69 012309-1 ©2004 The American Physical Society



ACiN, GISIN, AND SCARANI PHYSICAL REVIEW A69, 012309 (2004

a first possibility for minimizing the importance of PNS at- QKD has proven to be unconditionally secusee, for in-
tacks. The results of this section give the necessary insight tstance, Ref[19]), this may not be the case any longer if the
construct the new protocols that are more resistant to PN&chnology of the honest parties is not perfect.

attacks. These are presented in Sec. Ill. We will focus on a In most of the existing implementations, the one-photon
particular one, that differs from BB84 only in the classical pulse is approximated by a weak coherent pli§ee' %). As
sifting procedure. We will consider various possible attackssaid above, since there is no absolute phase reference, the
some which do not introduce errors, some which use cloningtate seen by Bob and Eve is given by Ef, an incoherent
machinegwhich do introduce some errgrsand some which  mixture of n-photon states with Poisson probabilities. Eve
are the combination of both. We briefly discuss the experican then perform a photon number nondemolition measure-
mental data of Ref[15] in the light of our results, as an ment, keep one of the photons when a multiphoton state is
example of a QKD implementation secure against the confound, and forward the rest to Bob. Note that Eve’s action is
sidered PNS attacks. In Sec. IV we explore possible generot detected by Bob if he is assumed to have only access to
alizations using a larger number of states. The last sectiothe average detection rate, and not to the statistics of the
summarizes the main results. photons he receives. We also assume that Eve is able to

Once the contents of the paper are settled, it is also imeontrol the losses on the line connecting Alice and Bob
portant to stress that the present work is a preliminaryequivalently she can send photons to Bob by a losslesk line
investigation—note that the BB84 protocol has been the obin this situation, Eve can perform the so-called PNS attack
ject of intensive studies during more than a decade. That ithat, as we show below, limits the security of many of the
why we work under several simplifying assumptions, thatknown existing protocols.
allow a simple discussion of the advantages of the new pro-
tocols, leaving for further investigation the task of possibly A. BB84 protocol
relaxing them. The main assumptions are as follows: ,

(i) The comparison between the new protocols and the !N the BB84 protocol 1], Alice chooses at random be-
BB84 is made for a constant value af specifically, we take tween two .mutually_ unbiased bases, in Wh|_ch she encodes a
1=0.1 for BB84, and we adapt for the other protocols in ¢lassical bit. Denoting by=x) (|+y)) the eigenvectors of
order to have the same raw rate. Ideally, the comparisofix (7y) with eigenvaluet1, she can encode a logical O into
should be done by choosing the optimal valuewofit any ~ €ither|+x) or|+y) and a 1 into eithef—x) or [—y). She
distance, for each protocol. sends the qubit to Bob, who measures at random irx thie '

(i) We do not take into account collective attacks, whereY Pasis. Then, they compare the basis and when they coin-
Eve interacts coherently with more than one pulse. In th&ide, the bitis accepted. In this way, half of the symbols are
type of PNS attacks considered in this work, Eve can mealejected, {and, in the absence of perturbatl_ons, Allce. and Bob
sure the number of photons in each pulse, keep some photoﬁQd up with a shared secret key. In prqctlcal situations, and
in a quantum memory until the basis reconciliation, and redue to the presence of errors and possibly a spy, some error
place the lossy line by a lossless line. Moreover, we assumgPrrection and privacy amplification techniques have to be
that she measures the kept photons before Alice and Bo@Pplied, in order to extract a shorter completely secure key.
start any error correction and privacy amplification process, NOW; let us see how Eve can take advantage of the mul-
[16]. tlpho'gon pqlses. Allce_ sends a 'pullse wijih<1 coding the

(i) We do not consider advantage distillation protocols¢lassical bit(say on light polarization Eve performs the
for secret-key distillation(see, for instance, Refl17). photon number measurement and when two or more photons
Therefore, a protocol is said secure if and only if the infor-'€ detected, she takes one and forwards the rest to Bob by

mation Alice-Bob is greater than Eve’s information. Indeed,her lossless line. Eve stores the photon in a quantum memory
it was shown in Ref[18] that secret-key distillation is pos- and waits until the basis reconciliation. Once the basis is

sible using one-way privacy amplification whenever announced, she has only to distinguish between two orthogo-
nal states, which can be done deterministically. Thus, for all
[ ag>min(l ag,lgE)- (2) the multiphoton pulses Eve obtains all the information about

the sent bit. If Alice and Bob are in principle connected by a
(iv) Moreover, the imperfections of the detectérsduced  |ossy line, Eve can block some of the single-photon pulses,
quantum efficiencyy<1, dark counts.).will be taken into  and forward the multiphoton pulses, on which she can obtain
account only in Sec. IV. The first comparison of the BB84the whole information, by her lossless line. In this way, Alice
protocol with the new onéSec. II)) will be done for perfect and Bob do not notice any change in the expected raw rate,
detectors. and Eve remains undetected. When the losses are such that
Eve can block all the single-photon pulses, the protocol
Il. PNS ATTACK ceases to be secure.

. L . Denote bya the losse$dB/km] on the line. The transmis-
Any experimental realization using photons of a QKD sion on a line of length [km] is

protocol with two-dimensional quantum states must ideally
be performed with a single-photon source. Unfortunately, t=10"910  s5=q¢. (3

this is a very strong requirement with present-day technol-

ogy, and one has to design a way of experimentally approxiAs we said, we keep the discussion simple by considering
mating the single-photon source. In spite of the fact thathe case of perfect detectors: anyway, PNS attacks on the
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1 T

Bob receives almost always one photon, both in the absence
09l of Eve because(1,ut)>p(2,ut) and in its presence be-
causep(2,u)>p(3,x). Consequently, the constraint reads
0.8 74dReob= 75 "Rone. If Eve cannot modify the detectors’ ef-
07t ficiency, 77"5= 74 and the distance at whiap=0 is inde-
_ o6l pendent of this efficiency. Conversely, if Eve can modify
2 Bob’s detection so thagl;">=1, this is obviously an advan-
=~ O tage for her: For instance, i4=0.1, 8. would be reduced
2 04l by 10 dB, that is£ will be reduced by 40 km. Indeed,{a
- of some 10 km has been announced in REf], where Eve’s
' possibility of modifying Bob’s detectors was taken into ac-
0.2r count. In our opinion however, it is unreasonable to allow
01k Eve entering Bob’s lab to modify his detectors, basically
because if Eve can modify Bob’s detectors, there is no reason
05 10 20 30 40 50 g0 Why she cannot also have put an emitter in Bob’s computer

Distance (km) and simply read his daf@1].

One may wonder whether the PNS attack is possible only

FIG. 1. Eve's in'formgtion as a function of the distance for the hacause the information is encoded on light polarization.
PNS attacks described in the text. This is not the case: The same reasoning is also valid for
o other encodings such as, for instance, in the time-bin scheme

BB84 protocol have been thoroughly studied in R¢f]  (see Ref[3]) where the information is transmitted using the
and[11]. If the detectors are perfect, Bob counts a photofg|ative phase between two weak coherent pulses that are

whenever he receives at least one, so the raw detection ralgnt through the fiber. In principle, the state leaving Alice’s

per pulse is simply side is |¢>:|\/ﬁei0>|\/ﬁeieei¢> where ¢=0, 7 (¢
=+ /2) correspond to+x (*y). But since there is no
Rgob= nZl p(n,ut)=1—p(0,ut). (4) pha_se reference, the effective state seen by Eve and Bob is
= again

Eve is placed just outside Alice’s lab, and is supposed to de

apply only the PNS attack. Whenever Alice produces more P~ f E|¢><¢|:; p(n,2u)|en(d)){en(d)], (7)
that one photon, Eve can keep one, since she forwards the

rest on a perfect line to Bob, who anyway will detect some-where p(n,2u) are Poisson probabilities of mean photon
thing. The only constraint that Eve must fulfill to be unde- number 2. and

tected is that the raw rate must not change; to ensure this,

Eve should let a fractiom of the one-photon pulses go to " n\1 .
Bob, in such a way that |‘Pn(¢’)>:mZ:0 m ?e'm¢|n—m>|m>_ 8
PNS_ Note that Bob’s state is given by an expression like &9.
RBOb_qp(l”“ng p(n, ) ®) multiplying the mean photon number by the channel attenu-

ation. It is possible to define a creation and annihilation op-
is equal toRg,y,- If the losses are such thadj can be zero in  erator
Eq. (5), that is, when all the one-photon pulses can be

blocked, then Eve gets all the information, without being toe aj+e'’aj
detected: Eve’s information, in percent of the length of the al(¢)= v
key, is 9)
a,+e '%a,
1 Regas a(p)=——,
e — 3, (N pu)= 22 © =T
Bobn=2 Bob

- ) ) such that acting on the two-mode vacuum state gives
The critical attenuatiors, at which Eve knows all the key aT(¢)|0 0)=|@1(¢b)). Itis straightforward to see that
using the PNS attacks is then given by the condifyag,

=Rgep- IN Fig. 1 we show the variation dt,. as a function [a*(qﬁ)]”

of ¢ for ©=0.1 anda=0.25 dB/km[20]. The critical attenu- |l en(¢))= T 0.0, (10
ation in this case i$.=13 dB, and the corresponding dis- '

tancef =52 km. [af,a]=1 and{en (#)|en($)) =y n - Thus, the situation

Just a remark to say that this value for the distance is nais the same as in the previous polarization encoding scheme
significantly modified if one takes into account imperfect[10]. Eve can count the total number of photons in the two
detectors, provided that Eve cannot improve the perfor{now temporal modes, in an analogous way as in the previ-
mances of these detectors. The argument goes as followsus photon number measurement for polarization, without
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being noticed by Bob. When “more than one” photons are z
detected, i.e., she projects intg,), she stores one copy of

the state in her quantum memory until the basis reconcilia-
tion. Obviously, the equations and critical values in this case
are the same as the ones found above for the polarization 1 1 0
encoding scheme. b 0 b

B. B92 protocol

An alternative QKD scheme is given by the B92 protocol y
[12]. The classical bit is simply encoded by Alice using two
nonorthogonal statesyy) and|4) with (| 1) # 0. With-
out losing generality we taki22]

7 7 X
COS5 COS-
|¢ - |‘// )= 2 (11) FIG. 2. Set of states needed for the-2 protocol.
° 7 ! |’ _
sins —siny _{|Oa>,|1a>}, {|0p),|1p)}. However, as in the B92, the states
in each set are not orthogonal, their overlaps being
with 0< 7= /2 and the overlap i y| )| =cos. (04| 14)[ =[(0p|1p)| = cosy. The situation is depicted in Fig.

Bob has to distinguish between two nonorthogona] quanz, the four states lie on the same parallel of the Bloch sphere.
tum states, and this can only be done with some probabilityThus, Alice chooses randomly in which of the two sets the
The measurement optimizing this probability is defined byPit is encoded. Bob performs at random one of the two

the following positive operators, summing up to dag]: (POVMy) distinguishing the two states of each set. After
basis reconciliation, they determine all the cases where Bob
1 has applied the correct measurement obtaining a conclusive

Ho:mwfimﬁh result. At first sight, this protocol seems more resistant

against PNS attacks: compared to the BB84 case, Eve can
keep some of the photons but her measurement after the
| o) ol, (12)  basis reconciliation may not be conclusive. Compared to the
B92 case, she does not know which of the two measurements
has to be applied. However, and due to the particular geom-
[,=1=Mo— 1y, etry of the sets of states, this scheme does not offer any
advantage over the two previous ones. But before describing
Eve's attack, let us show how the three-outcome POVM de-

measurement outcome is the one associated;to with i : . :
o . scribed by Eq(12) can be interpreted as the concatenation of
=0, 1, he knows that the state wag). The probability of tWo two-outcome measurements.

obtaining an inconclusive result is equal to the overlap be- The effect of any quantum measurement can be repre-
tween the state,= (ol Il+ly0) = (a| o 1) =[(ol ¥)|  genteq by a set of operatof8;} satisfyingS; AAl=1. If

=cos. Thus, Alice and BfOb will accept the sent bit only for.the initial state i, the probability for any outcome, sayis
those cases where Bob’s measurement gives a conclusive

result. The probability of acceptanceg,=1— cosz, while pi=tr(AipAD), (13
for the BB84 this probability is equal to one half. Eve’'s PNS
attack is described in the_followmg Imes: . and the state is transformed into
In a weak pulse encoding scheme, this protocol is clearly
insecure. What Eve can simply do is to perform the same
unambiguous measurement as Bob. When a conclusive result -=£A- Al (14)
is found, she knows the state and she prepares a copy of it on P o PR -
Bob’s side. When Eve is not able to determine the state, she
blocks the pulse. Of course, as soon as we have some lossgsnsider the statgd1). The POVM described by the opera-
in the channel Alice and Bob cannot detect the eavesdropors (12) can be effectively replaced by a sequence of two
ping (since they assume that the absence of signal is due t@o-outcome measurements. First, one applies a measure-
the lossef and the protocol is insecure. Note that in this casement described by the operators
Eve does not need any quantum memory and lossless line.

Hl:14—00577

where| ) denotes the state orthogonal|t). When Bob’s

C. 4+ 2 protocol

1
Aokzm(l+><><%l+l—><><¢él)

A third QKD protocol was proposed in RdfL3] combin-
ing some of the ideas of the B92 and BB84 schemes. As in
the BB84 protocol, there are four states grouped into two sets A= 1= AgiAgy- (15
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The effect of this first measurement is the following: With  The information encoding uses the relative phase between
probability p,,=1—cosz the state|¢q) (|#1)) is mapped a weak coherent pulse with respect to a strong reference
into |+x) (| —x)). This operation is often called a filtering, pulse that is sent later through the line. Thus, Alice prepares
and it is equivalent to the cases where the POUI) gives a weak coherent pulse and a strong pulses)
a conclusive result. When the outcomiehas been obtained, =|\/u’e'?)|Jue'%'?), whereu'su and ¢=0,7 encodes
it is said that the states have passed the filter. If this is théne classical bit. This is obviously a realization of a B92
case, a standard von Neumann measurement om Hasis  scheme, sincg0| )| =e ?#+0; the analogous scheme us-
suffices for discriminating between the two states. ing two sets of statesp=0,7 for one of the sets angh=

Let us come back to the-+42 protocol and consider the + 7/2 for the other, is an implementation of the+2
filter for the states in sed, sending these states into tke scheme. Let us focus on the B92s we will see, the same
basis. It is not difficult to see that the same filter maps theconclusions are valid for the other scheié&enote byr the
states in seb into | £y). Therefore, a BB84-like situation is ratio between the two intensities= u/u’<1. Bob delays
recovered. the weak pulse and makes it interfere with a fractiaf the

It is now easy to design a PNS attack. First, Eve countstrong pulse. Constructive and destructive interference corre-
the number of photons. Similar to the B92 case, she appliespond to the values 0 and The probability of inconclusive
the filtering two-outcome measurement when a multiphotorresults isp,= e~ 2* as expectedsee Ref[24] for a practical
pulse is obtained. When the result is conclusive, she keefimplementation of this measuremgnand the transmission
the resulting photon in a quantum memory and forwards theate for smallu is ~2u [13]. The detection of the 2r=<1
rest of the photons to Bob. Then, as in the BB84 case, shiaction of the strong reference pulse by Bob should allow
waits for the basis reconciliation, and performs the right vorhim to detect Eve’s intervention, i.e., none of the pulses can
Neumann measurement allowing her to read the bit. In ordefse blocked. In particular, Eve cannot limit herself to forward
to make a fair comparison, we always impose the same keghotons only when she has obtained a conclusive result for
rate in the absence of Eve as in BB84 uspngsg,=0.1. In the unambiguous measurement. Note that this forces the

this case we must have strong-pulse mean photon number to be significant at Bob's
side.
Was2=Mpgsal (1—COST). (16) Of course, Eve can always take advantage of the multi-

photon pulses for acquiring partial information, even if not
In a similar way as above for the BB84 case, one can comfull information. Here.is the _analysis of the PNS gttack in the
pute Eve’s information for this attack. It almost coincides Présent implementation. Since as usual there is no global
with the curve found for the BB84 protocol, and the critical pha_se reference available, the effective state leaving Alice’s
distance is agaiif.=52 km (see Fig. 1 Indeed, the critical @b is
distance turns out to be quite independent of the degree of do
nonqrthogonahty betwgen the states in the 2 protocol, if p= f 2_|¢><¢| :2 p(n,u+ 1" )| en( D) en( )|,
one imposes the equality of the raw rafé$). ™ n

The analysis of the 42 protocol ends the present sec- (17)

tion. All the studied QKD schemes do not guarantee a secure , . _—
key distillation when the channel attenuation is around 18Vherep(n,u+u’) are Poisson probabilities and
dB. Unfortunately, the use of nonorthogonal states has not n
been enough for avoiding Eve’s attacks. The critical distance lon(h)) = 2
basically corresponds to the point where the raw rate on . m=0
Bob’s side can be simulated by the number of multiphoton
pulses leaving Alice’s lab. In a similar way as above, one can define

m

o
m/(1+r)"

e™n—m)m). (18

D. Strong pulse implementations i
ap P a'(¢)= (aj+\re'?a})

The three protocols analyzed in the previous sections are V1+r
not robust against PNS attacks in a weak coherent pulse
implementation. Eve exploits the presence of multiphoton 1 ,
pulses and the losses on the line. At the critical distance, the a(¢)= \/:(aﬁ Jre ay), (19
losses allow her to block all the pulses for which her attack 1+r
has not succeeded, without being noticed. A possible way of . .
avoiding this problem is to send also a strong reference puls‘?-)lTJCh that acting on th? two-mode vacuum state gives
thatmust always be detecteth Bob’s side, as in the original & (£)|0,0=|¢1(¢)). Again, we have
B92 proposa[12]. In this way, Eve cannot block the pulses [af(&)]"
without introducing errors. This modification is rather easy lon(h))= ——=—=—10,0), (20)
to handle also at the level of the hardware: one just needs to Jnt
add and monitor a new detector that checks the presence of
the strong pulse. In the following lines we consider thesda',a]=1 and(¢n (@) en(¢))=nn - Eve can perform a
implementations from the point of view of PNS attacks. = nondemolition measurement for these number states without
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being detected by Bob. Indeed, his state is the same as in Egmple, we have only two in the B92 casand Eve is not
(17), just taking into account the channel attenuation. able to discriminate which state has been sent. Nevertheless,
Denote the channel losses BySinceu'> u, Eve's Pois-  many of the results presented in this section can be translated
son distribution is centered around while Bob’s around to these protocols, opening the possibility of new eavesdrop-
w't=u'10 %0 Moreover the strong pulse must be alwaysping attacks.
detected by Bob, so we will impoge’ 10~ ¥1°=10 (at leas}, An important point about strong pulse QKD implementa-
which means thap’=10%"910) |n order to make a fair tions was somehow hidden in the previous discussion. As
comparison with the BB84 scheme usipg=0.1, we take said, one must ensure a reasonable photon number for the
the same raw rate in the absence of Eve at the critical disstrong pulse on Bob’s side, i.e., the conditi@h10™ **°~ 10

tance, which leads to must be always satisfied. Therefoge|, should be increased
with the distance Alice-Bob, whilg is fixed by the desired

MBB84 overlap between the two states used in the B92 scheme, in-

2 =289 (22) dependently of the distance. In the previous lines we took a

quite conservative value, coming from E@1). We can in-

and then wupg,=0.025, i.e., [(O|m)[=0.95 and r deed consideu=1/4, which gives|(0|7)|=0.6 andlg,
=10 (2+910)4, ~0.5. This forcesu’ and the ratior to increase with the

Now, Eve performs the measurement in {lg,) basis. distance, which can lead to problems in the interferometric
Since her Poisson probability is centered aroynd she arrangement needed for detection. For instance for a distance
obtains a pulse containinpn average u’ photons. On of 80 km, that taking as usual=0.25 means 20 dB, we
Bob's side a pulse with ten photons is expected, so Evéaveu’=10° andr=10"%/4. However if these requirements
keeps|¢,_10) and forwards|¢,o) to Bob by her lossless are met, a secure implementation becomes possible with a
line. Eve’s intervention remains unnoticed to Bob. Eve iskey generation rate significantly larger than for the BB84
now faced with the problem of detecting two states havingscheme usingt=0.1.

an overlap For the rest of the paper however, we will not consider
) ) this type of scenario and we will only deal with implemen-
0 1—r\# 710 [1—r\# tations using weak coherent pulses.
|<(PM’—10(7T)|(PM’—10( )>|_ 1+r 1+r

(22

She applies the measurement maximizing her information
[25], obtaining

IIl. QKD PROTOCOLS RESISTANT TO PNS ATTACKS

The aim of the present section is to give QKD protocols
resistant to the PNS attack in a weak pulse implementation.
leve=1(Po), (23 From the previous discussion we can understand some of the
basic requirement for these schemes. We have seen above
wherel(p)=1+log, p+(1—p)logy,(1—p) is the binary mu- that the 4+2 protocol was as vulnerable as B92 against PNS
tual information(in bits) and p, is the error probability, attacks because, in spite of using two sets of states instead of
one, a single quantum operatigh5) allows Eve to make
1 5 pairwise orthogonal the states in the se@ndb. After suc-
Pe=5 (1~ V1Ko -1dmeu-100)15). (24 cessfully performing this operation, she can wait for the ba-
sis reconciliation, as in the BB84 case, and read the informa-
It is not hard to compute the limit for Eve’s information. For tion by a von Neumann measurement. Alice can encode her
very large distances;’ — and then information into pairs of nonorthogonal states belonging to
different sets; but, to increase the robustness against PNS

. 1—pmlp' \# attacks, she must also choose these sets carefully: No quan-
(@ (m)|@,(0))|= lim 1+—/’) =e %, (25  tum operation should exist that increases, even probabilisti-
w' o HH cally, the overlap of the states in all sets at the same time.

. . . . A simple choice of such sets is as follows: One takes the
€., the' initial overlap gives the searched limit _ah{_-:l,e two sets of the 42 scheme and reflects one of them with
~0.07 bits. Thus, for any distance, the protocol is clearly,egnect o they plane(see Fig. 2 Other solutions are avail-
secure against PNS attacks. The same is valid for the strongy e that are simpler to visualize: Actually, one can restrict

pulse realization of the BB84 protocol, which, as said, is the, osalf to any plane in the Bloch sphere, as in the BB84

4+2 scheme. , , _case. This situation is depicted in Fig. 3. The general expres-
Note that strong pulse implementations appear as an ins5io, for these states is

termediate step in the transition from discrete to continuous
variables QKD schemes using coherent stdf@sThere, a
strong reference pulse, with a very large mean photon-

numberu’, is sent through the channel with a weaker pulse, COS; COS;
containing about hundred photons. The security comes from |04)= |1)=

the fact that althoughu is not weak, an infinite range of sin? _sin?
values is used for the information encodifwghile, for ex- 2 2
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z z case in which Alice’s bit is equal to zero. She chooses ran-

domly betweerj=x) and sends the state, spyx), to Bob.

a Bob measures randomly in theor y basis. After this, Alice

starts the reconciliation process announcing the sent state

and one of the two possible states encoding one, for instance
. {|+x),|+y)}. If Bob’s measurement was in thebasis, the

x o1y 0°,x  result wast1 (remember that the sent state Wasx)). This

result would also have been possible if Alice had sent the

other state she declared, hétey), so Bob cannot discrimi-

0, I, o, 1, nate between the two alternatives. If Bob measured irythe

basis, for half of the cases the result wa% and for the rest

—1. In the first case, again he cannot discriminate; but in the

latter, he knows for sure that the sent bit was |ey), so it

FIG. 3. States configuration for a QKD protocol robust to PNS

attacks. must have beeh+x): Bob accepts the bit 0. At first sight
this is just a trivial and artificially complicated modification
sin? sin? of the BB84 protocol. However with these variations the
2 obtained protocol is much more resistant to Eve’s attacks.
[0p) = 7 |10)= 7| (26) Eve is faced with the following problem: After Alice’s
- COS§ COSE announcement she will have to deal with one of four possible
sets of two states:
After successful application of the filter that makes the states Si={+x,+Yy} s,={+y,—x},

in seta orthogonal, the overlap between the states inbset
has significantly increased. Indeed, it can be shown that no
quantum operation can decrease the overlap of the states in Ss={—% =Y} s={-y,tX.
both setsa and b (see Appendix A So, now Eve has to
consider two different filter§, andFy, that make the states Eve can determine the sent state unambiguously, with some
in seta and seb orthogonal, respectively. If she wants to get probability, when the pulse contains at least three photons.
the whole information about the bit sent by Alice, she has tdndeed she measures in tkeandy basis the two first pho-
block all the pulses with less than three photons. When th&ons, which allows her to discard two of the four possibili-
pulse contains three photons, she apphiggo the first one, ties. Then, she applies to the third photon the measurement
F, to the second one, and only when both of them are condiscriminating between the two remaining states. This intu-
clusive, she forwards the third photon to Bob. It is clear thattively shows that this scheme is more robust against PNS
the distance of Alice-Bob, such that Eve can perform thisattacks, since only three-photon pulses provide her with the
attack without being detected, is much larger than above. ull information. In the next lines we will extend these ideas
basically corresponds to the point where the raw rate is equéil @ more precise way, showing that the distance for a secure
to the number of pulses on Alice’s side with more than twoimplementation of this protocol is approximately twice the
photons. one for the standard BB84, once the value wofis fixed
Using this idea, we can design different state configura@ccording to the rule we follow in this paplsee remarki)
tions. One of them turns out to be equivalent, at the quanturat the end of Sec.]!
level, to the BB84 scheme. The states and the measurementsA new protocol requires the analysis of a full set of at-
are the same as in this protocol, the only difference being ifiacks by Eve, some of which may be new ones. In Sec. Il B,
the reconciliation process. But, surprisingly, this variationwe deal with attacks exploiting the presence of multiphoton
makes the protocol significantly more resistant to PNS atpulses without introducing errors on Bob’s side. These are
tacks. The remaining of this section will be devoted to thethe typical PNS attacks, that motivated the discovery of this
detailed security analysis of this protocol, that was first proprotocol. In Sec. Il C, we change completely our standpoint:
posed in Ref[14]. We suppose that we have single-photon sources, and we
study individual attacks based on cloning machines. Surpris-
ingly, it turns out that the new protocol is better than the
BB84 also on this ground, although the improvement is very
The configuration of states in Fig. 3 allows Alice and Bob small. Finally, in Sec. IlID we combine PNS and cloning

to exchange a key in a secure way for larger distance than fejttacks in a kind of eavesdropping strategy that has never
many of the existing protocols. In the case in which the angléyeen considered before.

between the states in each seti® we recover a BB84-like

state configuration. Nevertheless, note that Alice’s bit encod-

ing has radically change@ee Fig. 3, since orthogonal states B. PNS attacks

encode the same classical bit. The first type of attacks we consider are of the same type
Like we did for BB84, we suppose that Alice uses asas the PNS attack for the BB84. Eve does not introduce any

information carriers the eigenvectors®f ando, . Now, the  error on Bob’s side, she just uses the multiphoton pulses for

bit 0 is encoded intd=x) and 1 into|=y). Consider the acquiring information.

(27)

A. Four-state protocol
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Let us first calculate theritical distanceat which Eve can 1
obtain full information using the multiphoton pulses. We ool
have just given a simple strategy for Eve to determine un-
ambiguously the state sent by Alice, that works with some 0.8p
probability and provided that the pulse contains at least three 07t
photons. This is indeed a general result: Unambiguous dis
crimination betweerN states of a two-dimensional Hilbert
space is only possible when at ledkt 1 copies of the state
are availablg26]. In this case, thé\ states|;)*N~1) be- _;%

o~ 08}
=
Ka)
N’

0.5f

. . . 0.4
long to the symmetric subspace ¢2§®(N~1) of dimension
N. Since theN states are always linearly independésee 031
Appendix B, unambiguous discrimination is possible. 0.2l

Above we have described a sequence of measurements &
lowing unambiguous discrimination between three copies of oar
the four state§=x),|xy). The probability of success is 0 - - -
given by the third measurement that discriminates betweer 0 20 4?). 60 80 100
. . istance (km)
two quantum states having an overlap of2l/i.e., po=1
—1W2~0.3. However, better strategies should be expected FiG. 4. The figure shows different eavesdropping attacks that
if one acts globally on the three copies of the unknown statetake advantage of the presence of multiphoton pulses for the four-
For instance, one can use the natural generalization of thetate protocol. The dashed line represents the attack where all pulses
POVM described by Eqg12). For anyi=*Xx,*y one can with less than three photons are blocked. Eve can however interpo-
define| d/f) e ({'jz)f’yi1 as the state orthogonal to the three vec-late between different attacks as described in the text, depending on
tors |'/fj>®3, with j#i. Then, the searched measurement isthe channel losses. The solid line is Eve’s information for this sec-
given by the five positive operators summing up to the idenond possibility.

tity of (Cz);@y:r;n! denoted byl gy,

and those pulses with more than three photons for which the
2 N unambiguous discrimination has failed, that is, when Bob’s
Hi:§|lﬁi>('ﬂi B raw rate reaches

1
M=l gyn= 25 1. (28) Reos™ 2, Po(P(Nw)=5 2, (). (31

Eve’s information is shown in Fig. 4, and the critical distance
The probability of having an inconclusive result is, whereturns out to be of approximately 100 ki9]. Note that we
[iG)y=[i)®3, take x=0.2, in order to make a fair comparison with BB84
using ©«=0.1. As for BB84 and for the same reason, the
result also holds in very good approximation for finite detec-
: 29 tor efficiency nq4, provided that Eve cannot increase this
efficiency.
Indeed, this measurement is optimal if we impose that the W€ have just described antercept-resend strategjat

probability of conclusive result has to be the same for thé"’(,)rkS well at.large. dis_;tan(':e's. For small d’istan_ces hovyever,
four possibilities to be distinguished. In fact, from Chefles'tiS Strategy is quite inefficient from Eve's point of view.
work [27], we know that the maximal probability of unam- Indeed, for those instances it is better for her to apply a

biguous discrimination is equal to the reciprocal of the maxi-different PNS attack, that we cast.toring attack all sin.gle-
mum eigenvalue of the operator photon pulses are blocked, while for all the multiphoton

pulses, she keeps one photon in a quantum memory until the
set reconciliation. Then, she has to distinguish between two
> (D, (30)  nonorthogonal quantum states, sayx) and|+y). She will
=Xty apply the measurement maximizing her information obtain-
ing [see Eq(23)] | gye~ 0.4 and where the error probability is

N| =

po= (i) =

I

which givesp,(3)=1/2[28]. Actually, Chefles’ optimal dis- L

crimination method can be applied also to the case when the — 7

pulse containge>3 photons. The optimal probability for dis- pe:i(l_ 1=|(+x[+y)[%)~0.14. (32

criminating between the four states under study knowing that

n copies are available has been found numerically to be&toring attacks are particularly dangerous as soon as there

Por(n) =1—(1/2) (=21 where[-] is the rounding to the are errors in the transmission. If this is the case, the informa-

closest lower integer. tion Alice-Bob, | 55, is smaller than one and indeed, it may
The critical distance is given by the point at which Eve be smaller than Eve's informatiofsee Sec. IV for a more

can block all the pulses containing less than three photonsareful analysis In a similar way to that described above,
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FIG. 5. The figure shows the mean photon number maximizing FIG. 6. The figure shows Alice’s and Bob’s versus Eve’s infor-
the key rate generation E(B3) as a function of the distance. For mation for individual attacks using the cloning machines introduced
small distances one cannot takearbitrarily large, since the four by Cerf and by Niu and Griffiths. The curve for the standard BB84
states would become almost orthogonal and Eve could do ascheme is included for comparison.
intercept-resend attack without being detected. For large distances,

C‘Vi;]a?gsgebcet ?c:bét;?li"goinr:gl’ailgcti;hceh:r?:gl izeggmslsetgleglgg%onest parties has some limitations. In particular, Eve uses
L0 y Ythe multiphoton pulses for acquiring information on the sent
AB bit without introducing any error. Nevertheless, the present
depending on the channel losses, Eve can interpolate bgrotocol must also be analyzed under the presence of errors,
tween the storage and the intercept-resend attacks. The c@ven at the single-photon level. It may happen that a small
responding information curves are shown in Fig. 4. amount of error would allow Eve to gain a large amount of
The presence of multiphoton pulses represents a seriougformation making the protocol unpractical. Indeed, these
drawback, since Eve can take advantage of them for acquigre the attacks Eve would apply at very short distances,
ing information on the sent bit. Since we do not considerwhere she cannot block almost any pulse and almost all the
advantage distillation protocols, the honest parties can exaonempty pulses reaching Bob contain just one photon.
tract a key when Eq(2) is satisfied. This means that the = The optimal individual eavesdropping strategy for this
secret bit rate generation, after error correction and privacyrotocol is unknown. Nevertheless, note that the quantum
amplification, is structure is the same as for the BB84 scheme, so it seems
natural to consider its robustness against attacks using asym-
R =ER (11 33) metric phase covariant cloning machirj&9,31. These ma-
key™ 4 "Bob Evels chines, that are briefly described in Appendix C, clone in an
optimal way all the states in a plane of the Bloch sphere. Let
us stress here that they provide the optimal eavesdropping
for the BB84 protoco[32]. The action of these machines in

whereRg, is the raw rate of Eq4). The 1/4 term takes into
account the set reconciliation procéB®b has to choose the
right measurement and obtain the right outcomand the  he protocol is depicted in Fig. 6.
last term comes from the privacy amplification protocol. ey distillation using privacy amplification is possible
Note that we assume for simplicity no errors between Aliceynenever Eq.2) is fulfilled. This means that the honest
and Bob,ljg=1. _ o _ parties can tolerate an error up+d5%, slightly larger than
There is in principle an obvious way of avoiding the in- the 14.67% for the BB84. There are two facts in these curves
fluence of multiphoton pulses: to decrease the pulse meaRat deserve explanation. First, note that the Cerf cloning
photon number. Nevertheless, this solution may be very inpachine[30] is clearly more efficient from Eve’s point of
efficient, since the raw ratRg, is approximately propor- yjew than the Niu-Griffiths ong31]. Second, note the sur-
tional to w. Therefore, there is a compromise from the pointpyising decreasing behavior of Eve’s information for large
of view of key generation. Using the same techniques as fojajyes of the quantum bit error rat®BER). Both of them
Fig. 4, for anys one can compute the optimalmaximizing  are related to the quantum correlations introduced by each of
Riey- The corresponding curve is shown in Fig. 5. Note thatihe cloning machines between Eve and Bob, and the sifting
mean photon numbers-0.2 are indeed optimal for losses procedure used in the described protocol.
~20 dB. Eve waits until the sifting process before doing her mea-
surement. If, for instance, Alice announdesx), |+y) and
Bob accepts the symbol, Eve knows that Bob has success-
All the eavesdropping strategies studied up to now takdully projected onto eithef—x) or | —y). Then, she modifies
advantage of the fact that the technological power for théer quantum state according to this information. The fact that

C. Individual attacks using cloning machines
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Bob has got a conclusive resiflie could discriminate be- 1 ' - ' ' ' '
tween the two nonorthogonal statéscreases also the dis- 09t
tinguishability on Eve’s side because of the quantum corre-
lations. On the one hand, this justifies why the Cerf cloning
machine is more efficient for eavesdropping. It establishes—. o7}
stronger correlations between Eve and Bob, and this help:g
Eve after the sifting process. On the other hand, this alscg
explains the decreasing behavior of Eve’s information curvesg 95
large QBER. For very large disturbances, the correlationsgE 44
between Eve and Bob decreased, and knowing that Bob ha“g
obtained a conclusive result does not help her too much™
Thus, it is better to keep some quantum correlations with o2}
Bob, in such a way that his successful unambiguous dis-
crimination increases the distinguishability on Eve’s side too.
In the limiting case of maximum error, Eve just takes the % 0.05 o 015 oD 008 03
state sent by Alice and prepares at random one of the fou QBER

possible states for Botor in equivalent terms, she forwards
a completely noisy stateHer information is simply given by

Eq. (23) as expected.

0.6r

FIG. 7. The figure shows Alice’s and Bob’s versus Eve's infor-
mation for attacks using the cloning machines described in Appen-
dix D. Upper curves correspond to the cloning machine of(B§),
which is more powerful from Eve’s point of view.

D. PNS+cloning attacks

The eavesdropping strategies analyzed up to now take ad- E. Geneva-Lausanne experiment

vantage, either of the presence of multiphoton pul§#$S The four-state protocol is at the level of state preparations
attacks or of the errors on Bob’s sidécloning attacks and measurements, identical to the BB84 scheme. It only
However for losses such that Eve can simulate the expectetiffers in the sifting process, less efficient in the absence of
rate even if she blocks all the single-photon pulses, she caave by a factor of two on the raw key, but more robust
combine the two type of attacks, if she is allowed to intro-against PNS attacks. Thus, all the existing experimental
duce some errors. This basically corresponds to distaficesimplementations of the BB84 protocol can be thought of as
=40 km (see Fig. 4 There, Eve counts the number of pho- implementations of the new four-state protocol. .
tons in the pulse and stops those having one photon. For all Let us analyze the recent Geneva-Lausanne experiment

the two-photon pulses, she applies an asymmetric phase cgt2l Where a key was distributed over 67 km using the
BB84 scheme. The mean photon number of the pulses used

variant 2-3 cloning machine, and forwards one of the ; . .
clones to Bob. This operation introduces errors, dependin this experiment was mde(_a,d 0.2 photons/pulse, SO _aII our
on the quality of Bob’s clone. In general, for a pulse having esults dlrec'gly apply. Accarding to Fig. 1, the protocol is not
n photons, she uses an—n+1 cloning machine, although secure at this distance pecause of the' P.NS attack, even for
o . . ; . ©=0.1(and BB84 encoding However this is not the case if
in this section we consider only the-23 case, since; is one uses the new protocol. The experimental QBER was
significantly larger thamps. As far as we know this type of - o oximately 5%, where 4% was due to dark counts on the
attack has been never considered before, nor have the corgsiactor and 1% due to optical imperfections. As said above,
sponding phase covariam—m asymmetric cloning ma- Eve is assumed to have only access to the optical error. Then
c_hmes. In Ap_pe_:nd|x_ D we desc_rlbe two unitary transforma—| A5=1(0.05)~0.71 bits, whilelg, (see Fig. 7 is clearly
tions generalizing, in a nonoptimal way, the asymmetric lgmgalier than 0.5. Thus, Alice and Bob can safely distill a key.
—2 cloning machines to the-23 casd33]. Note that even in the more restrictive scenario where Eve can
The attack goes as follows. Eve counts the number ofake advantage of the full errofincluding the detector
photons in the pulse. All the single-photon pulses arégisg, her information is smaller thapg and the protocol is
blocked, while for those pulses having two photons she apsecyre. Therefore, this implementation becomes secure

plies one of the 2-3 cloning machines shown in Appendix against the PNS attacks considered in this work just by
D. In this case it is unclear which of the clone states she haghanging the sifting process.

to forward to Bob. It turns out that for small disturbances,

such that Eye’s information is smaller tha;aB,. there is IV GENERALIZATION TO MORE SETS

almost no difference between the two cases. Figure 7 shows

the information Eve can get with this strategy as a function The detailed analysis of the four-state protocol has given
of the disturbance on Bob’s side. We consider that Bob reus insight into the way of designing QKD protocols resistant
ceives one of the two clones with the same fidelity, i.e., ei40 PNS attacks. The presence of multiphoton pulses is still a
ther the first or the second qubit of Eq83) or (D5). Key  problem, since they open the possibility of unambiguous dis-
distillation is possible using error correction and one-waycrimination or storing attacks providing Eve with full or par-
privacy amplification up to disturbances of approximatelytial information. But there is a simple way of improving the
8.5%. robustness of the protocol: just adding more states for the
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y 1 Ny

w(ng)= =
2P sir?(%
b

(35

Note that for largan,, , x(n,)~n3. This means that the mean
photon number becomes significant whepnincreases and
0 we are not longer dealing with weak pulses.
< > Eve has now to discriminate betweem2 one-qubit
0 x states, and this can be done with certainty only wign
=2n,— 1 copies of the unknown state are availafsee Ref.
[26] and Appendix B. The maximum probability of success,

1 1 Pok. correspond to the maximum eigenvalue of the operator
Y [27]
0
1 X
= 1 1
FIG. 8. Bit encoding in a protocol using four bases. 2n, kz‘o [k )k E (36)

encoding. A quite natural generalization of the previous proHi€re k") denotes the state '”C%)fyrr]f orthogonal to all
tocol follows this idea and consists of adding more bases ii)“", wherej=0,...n but j #k and

a plane of the Bloch sphere for the encoding of the bit, as

shown in Fig. 8 for the case of four bas@sght states On k)= i 1
the one hand more photoksr copies of the unknown state 5 k™Mo
are needed for the unambiguous discrimination to be pos-

sible. On the other hand the overlap between the two anwe have numerically calculated these probabilities up o
nounced states decreases, which is also good against storieg8 and they appear to be given by the formpg(n,)
attacks. Nevertheless, the key rate decreases unless we use a,/4™~ 1, although we do not have an analytical proof.
larger mean photon number, which increases the presence ©he critical attenuations; (in decibel$ where the protocol
multiphoton pulses, that are dangerous for the security. Thugeases to be secure against this attack has to be such that Eve
a compromise appears. The aim of this section is to explorean simulate the expected rate by the number of pulses con-
this fact by analyzing the resistance of this generalized protaining at leasin, photons and giving a conclusive result.
tocols against the two type of attacks mentioned above: PN$his leads to

with unambiguous discrimination and storing attacks.

Any protocol is uniquely defined by the number of bases
n, used for the bit encoding. We will not consider a very
large number of bases, since the protocol would become im-
practical. In the previous sections we hag= 2, while Fig. 8
depicts the case,=4. If Alice wants to send a bik, she
chooses at random between thg states encoding and
sends it to Bob. Bob measures at random in any ofrthe
bases. Then, Alice announces the sent state plus, again rafhe corresponding curve is shown in Fig. 9.

domly, one of the two neighboring statésncoding 1-x). There are other attacks, exploiting the presence of multi-
Bob accepts the bit whefi) he has measured in one of the photon pulses, that provide Eve with partial information
two bases associated to the two states announced by Aliggithout introducing errors. For instance, Eve can count the
and (ii) his measurement outcome is orthogonal to one ofumber of photons and keep of them, depending on the
these states. Indeed, this allows him to discard one of the tWehannel attenuation, without being detected. She waits until
possibilities and to infex. Thus, Bob needs to choose the the pasis reconciliation and performs the measurement maxi-
right measurement and obtain the right outcome, which hapmizing her informatior{see Eq.(23)]. These attacks can be
pens with probability very dangerous as soon as we consider errors on the trans-
mission. We assume that the main sources of errors are the
detector noise, quantified by the probabily of having a
px=nibsin2(l)_ (34) dark count, and the optical erré&,,. The total erroiE for a

. (37)

2 PN, u(np) 1074101 = (1= 7)"]

= pok(nb)m;n plm,w(ng) [1— (1— 5g) ™ et D],

e

(39)

2ny channel attenuation af is approximately equal to
pd/2
As usual, in order to make a fair comparison, we impose for " pa+ m(ny) gt +Eopts (39

any protocol that at very large distancedtenuationsthe
raw rate is the same as in the standard BB84 with0.1.  since half of the dark counts produce a click in the wrong
This implies that detector. Thus, for any distance one can compute the amount
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FIG. 9. Critical distance for protocols using, bases. Upper FIG. 10. Information curves as a function of the distance for
curve is given by PNS attacks using unambiguous discriminationprotocols using,=2,...,5 bases. Solid lines represent the informa-
while the lower curve corresponds to storing attacks, as explainetion Alice-Bob: At large distances, the signal level is small com-
in the text. Storing attacks are clearly more efficient from Eve’spared to dark counts and the QBER becomes impofisee EQ.
point of view. (39)]. Dashed lines show Eve’s information: At large distances, she

can keep many photons without being detected, acquiring more
of errors and the corresponditigg=1(E). If g is larger infqrmation on Fhe sent state. The point where the two curves cross
than | .5, the protocol is not secure. For any number ofdefines the critical distance where the protocol is no longer secure.
stored photonss, we can define a critical attenuation such )
that the honest parties cannot notice Eve’s storing attackB84 scheme with.=0.1, all the known protocols become

This attenuation corresponds to the point where insecure against PNS attacks for channel losses of the order
of 13 dB.
In this paper, we show how to construct QKD protocols
20 p[N, w(Np) 10~ 21O 1 — (1~ )" resistant against a class of PNS attacks up to channel losses
n

of 40 dB. There are two possibilities for thdt) to exploit
the nonorthogonality of quantum states in a different way, as
= > plmuny)[1-(1—79) ™ "].  (40) in the presented four-state protocol(d) to include a strong
m=ns reference pulse that must be always detected by Bob. Both

For intermediate attenuatiofdistancel Eve can interpolate possibilities seem achievaple with currgnt technology. In the
first case, already existent implementations of the BB84 pro-

between two attacks, as described above. In this way, we can . ' :
compute the two curvebss and g, as a function of the ocol [15] provide an experimental demonstration of QKD
distance. Fiqure 10 ShOCVBS the g\éetained results. where weEcure against PNS attacks, when the alternative sifting pro-
took ':0% —105 andE..—1%. The oin’t where CESS of the new four-state protocol is applied. Moreover it

Ndet—©-L, Pd e opt 0 Pe suggests a connection between discrete and continuous vari-
I sg=Eve provides the critical distancé, for this type of

attacks. In Fig. 9 we plot both thé, and 3, as a function of ables QKD schemes in the limit of a large number of bases,

Ny . It is quite plausible that mid,5,) gives a good estima- N—¢e, that deserves further investigation.

tion for &;, the critical distance associated to the unknown

optimal attack. Thus, one can safely conclude that a key can ACKNOWLEDGMENTS
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Unconditional security of quantum cryptography relies on

some experimental assumptions that are not practical with APPENDIX A
present-day technology. Thus, in a more realistic scenario,

the honest parties have to deal with approximated single- |n this appendix we show that the overlap between all the
photon sources, noisy channels, inefficient detectors, and sflates in Fig. 3 cannot be decreased by the same quantum

on, while no limitation on the eavesdropper technologyoperation. Using the parametrization of Eg6), one can see
should be assumed. This opens the possibility for alternativghat

eavesdropping attacks, taking advantage of Alice and Bob’s
technological imperfections. Indeed, using as a reference the |0p)=c|0,)+c'|1,),
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|1,)=c’|0.)+c|1,), (A1) |¢gn)=|o;) for i=1,..N—1. Thus,N—1 copies of anyN

H different one-qubit state are always linearly independent.
where

1 APPENDIX C

CcOoSs
7 (A2)

= — C'=——".
Sinny Sinny

In this appendix we briefly describe the asymmetric phase
covariant cloning machines introduced in Ref80] and
Now, consider a quantum operatidh mapping with some [31]. These machine clone with maximal fidelity all the
probability p, the states in set into some new state$)}) states that lie in the a plane of the Bloch sphere,sayit
and|1}), such that0;|1.)=0. This means that first sight, their only difference is that the one in RES0]

uses as an input state a two-qubit reference state plus the
1 state to be cloned, while for the second machine, one qubit
Mlig)= T“é% (A3)  suffices as ancillary system.
Pa Consider an input state to be cloned, and a one-qubit an-
wherei=0,1. Because of the linearity of quantum mechan—cmary system_in a ref?fenc‘? state, gy The Nig—Griffi_ths
ics, the states in s& will be mapped into cloning ma_chlne[31] is defined by the following unitary
transformation:

1 NG _
|Ok’)>=—\/p_(c|0;)+c'|1;>), U32°00)1,=[00)
b
UYS10)1,=cosy|10) + sin y|01), (C1)
1
|15) = \/—_(c’|0;>+c|1;>), (A4)  with 0<y=<m/2. From the definition it is evident that this
Po transformation does not affect in the same way the two poles

| +2z) of the Bloch sphere. Nevertheless, this is not the case

for those state lying in thexy plane, i.e., |9)=(|0)
1+cody 1 +¢e'?|1))/v2. The searched clones are the mixed local states
(A5) resulting from tracing either the first or the second qubit on

with probability

Po=—gz
sif 7 pa the state resulting from the application of EG.1)
Their overlap is pi=tr_ [ Tyg(9], (C2
{05/ 10| = oSy =cosy, (A6)  Wherei=1,2 andllyg(®) is the projector ontdJyg|9)[0).
1+cos 7 One can easily see th&t

i.e., the states in sdt become less distinguishable. 1
p1=cosy|9)(I|+(1-cosy) 5

APPENDIX B

In this appendix we will show thaN—1 copies ofN — i ; 1
one-qubit s?zgte are always linearly independgme, also p2=siny| 9)(d]+(1 Smy)Z' €3
Ref.[26]). ConsiderN—1 copies ofN—1 general states of

one qubit,| ;) with i=1,...N—1. They belong to the sym- Then, the corresponding clone fide!ities, defined RBs
metric subspace(®)5{N " of dimensionN. Our aim is to = (J|pil 9), are (1+cosy)/2 and (1+siny)/2. The larger
add a new state and see when this state can be written adhg fidelity for the first clone, the smaller for the second.
linear combination of the previous ones. In other terms, we=quality is achieved when cos=siny, and thenF;=F,

want to find a statéy) e C? such that the determinant of the = (1+1n2)12. _ ) )
NN matrix The second type of cloning machine we consider are

those introduced in Ref30]. There, two qubits are used as
() EN=D e gy ) EN= Dy 2N D)) (B1) the ancillary system, and the unitary transformation is, for
any input state ) e (2

is zero. Note that the norm of the state does not play any c
role, so we can write U )00 =F|)| @) +(1-F)a )| P )+ VF(1-F)
1 X(o )W) +ioy| )| ¥ 7)), (C9
|¢N>: X), (Bz)
where

wherex is an unbounded complex number. Conditi@1) 1
then gives arN—1 degree polynomial equation on There |W*)y=—(]00) = |11)),
areN— 1 solutions, that correspond to thie-1 trivial cases V2
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1
|‘1’t>=‘72(|01>i|10>), (CH 095}

0.9r
define the standard Bell basis. It is not difficult to see that the%

local state in the first two qubits is the same as in @&9) if
one taked==(1+ cosy)/2.

Eve can use these transformations in order to obtain in-g
formation about the sent bit. She clones the state sent b}f
Alice, and she forwards the first clone to Bob and keeps theS o.7}
second. Obviously there is a compromise between the quality_?
of the two clones: The better Eve’s clone the worse Bob's-g
state. Or in other words, the more the information intercepted™ 0.6
by Eve, the more the errors on Bob’s side, that allow the

0.85F

0.8

third cl

0.75

0.65

. . ; 0.55|
honest parties to detect Eve’s intervention. As seen above
the two machines are in many senses equivalespecially 0575 08 0.65 09 0.95 1
as far as for the cloning fidelities are concernddowever Fidelity for the first two clones

the two attacks differ in the amount of correlations Eve es-

tablishes with Bob. This fact is going to be very important FIG. 11. Cloning fidelities for the 2:3 cloning machines de-

for the type of protocols analyzed in this work. fined by Egs.(D4) (solid line) and (D5) (dashed ling The circles
correspond to the points where the cloning fidelities are equal.

APPENDIX'D lary system, in such a way that she is better correlated to

In this appendix we give two different unitary transforma- Bob’s result. This can be done introducing an ancillary sys-
tions that somehow genera"zes thes? asymmetric clon- tem on Eve’s Side, such that the action on the states of the
ing machines to the 23 case. computational basis is symmetrized. Note that in the 2L

The first machine is mainly inspired by Niu-Griffiths con- case this procedure allows to pass from the Niu-Griffiths to
struction. The initial input state corresponds to two copies ofhe Cerf cloning machine. The resulting machine can be ex-
an unknown one-qubit statéy)®? e ((2@(?)g,,. Using a  Pressed as

two-dimensional ancillary system, say in st one can ~
define the unitary operation Ub59s)|00) = (U33]s)[0))[0) + (UL3]s)|0))[1), o

U55]00|0)=|000),

3)

where|s)=]00), | ¥ "), |11) andU}s has the same form as

cosy(|010) +|100) + sin|001) Uds but interchanging zeros and ones, i.e.,
Uzsl ¥ *)|0)= : .
J1+cos y 035/00)(0) cosy|001) + siny(|100) +|010))
U23 00 0 = - y
NG c0sy|110 + siny(]011) +|101)) V1+sin y
USI11)[0)= . . O |
Vi+si? y - cosy(]101)+|011)) +siny|110
Usw)lo)y= — :
As in the 1—2 case, this machine has not the same effect on 1+cos y
the state$0) and|1). After some lengthy algebra one can see _
that all the statef)) in thexy plane are cloned with the same Ug11)0)=112). (D4)

fidelities, that are equal tsee also Fig. 11 _ o )
The local state of each of the three first qubits is a combina-

1 cosy 1 tion of the identity with the initial pure state as expected. The
Flie= F§G=§+ + , cloning fidelities are again equal to E@2).
2y3+cog2y) 17-cog4y) The second machine we consider is based on Cerf con-
_ _ struction[30]. As an input state we have two qubits of an
Siny N sin(2y) unknown one-qubit state plus a two-qubit ancillary system.

NG__ 1
Fs _§+ 2\3+cog2y) 17—-cod4y) - (D2 Then, we define the following unitary operation:
Note that when y=m/4, FNC=FNC=(6+2v3+ \6)/12 UZd 1) *200) =0 ) “%| @) +X(T| ) %@ ")
~0.94, slightly larger than the fidelity of the-23 universal + T )BT Y+ i'&y|¢>®2|\p—>),
symmetric cloning machine of Rdf34]. It has to be stressed
that the fidelity for the third clone never reaches the value of (D5)

one, contrary to what happens for the-2 case. As we
learned from the analysis of individual attacks, in our proto-
cols it is more convenient to Eve to introduce an extra ancil- o=@+ 1®ay, (D6)

where, fork=x,y,z,
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and v2+8x?=1. One can see that for any input state inphase covariant machine of E(D4). This shows that the
the Bloch sphere, the local state of the first two qubits ardatter is not the optimal phase covariant asymmetrie 2

two identical clones with fidelityF$=FS=1—2x?, while  cloning machine. One is tempted to generalize Cerf construc-
in the third qubit we have another clone with fidelity tion in a direct way, defining a phase covariant machine by
ngl—(v—sx)z/z. Thus, the machin@5) is an asymmet- changing the coefficient of one of the error terms in Ref.
ric universal cloning machine, i.e., not phase covariant. In{D5]. However, we found that the resulting operation is not
deed, at the point where the three fidelities are equal, wanitary. Therefore, we can only propose two possible asym-
recover the 2-3 cloning fidelity of Ref.[34] Ff=FS  metric phase covariant machines, although we know that
=11/12(see also Fig. 11 Note also that in this casEg can they are not optimal. Nevertheless, it is quite reasonable to
be equal to one. Moreover, there are some points where, fauppose that the increase on Eve’s information will not be
a given fidelity for the first two clones, the fidelity for the very significant when using the, at present unknown, optimal
third one is larger using this cloning machine than for themachine[33].
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to the states|0), |w/4), |m), |5w/4), where |¥)=(|0)
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number of multiphoton pulses at a given distance is smaller,
and the protocol is more secure against PNS attacks using
unambiguous discrimination. However, when one considers
storing attacks, the protocol is not efficient. Indeed, Eve can
always keep some photong without being detected and wait

for Alice’s announcement. Then, she has to distinguish be-
tween ng copies of two states with overlapv®. While ng
increases with the number of bases, the overlap is independent
of n,. Therefore, to increase, does not provide any advan-
tage to the honest parties when they use this alternative encod-

ing.



