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Abstract—The traditional way to prove someone’s address
using formal documents like utility bills may not be feasible for
some people, like those living in very poor neighborhoods,
because they do not have these documents. In this paper, we
propose an alternative way to prove someone’s address using a
decentralized social trust solution. Because our design choices,
this solution is able to work offline and does not need a logically
centralized repository of all issued proof-of-address, in oppose
to what would be achieved by using existing accretionary ID
solutions. We validated this proposal by building a mobile
application, using it in a real experiment in a Brazilian favela,
and collecting mobile data. We also interviewed 20 people to
complement our validation and help to guide the next steps of
this work. The experiment showed that the solution is viable and
easy to use. It is possible to adopt an approach like the one
proposed to prove other facts, like gender, sex and income.
These proofs may be used for different initiatives, like social
programs, purpose-driven lending or other decentralized
finance services.

Keywords—Proof-of-address, Decentralized Social Trust,
Accretionary Proofs, Mobile Application, Certifiers.

I. INTRODUCTION

We are required to prove where we live in different
situations in our routine. For example, when opening a bank
account, registering children in a public school or applying for
a job. The traditional way of proving someone’s address often
relies on using formal documents like a utility bill' or another
document issued by an official entity linked to the government
sector or a trustful institution in a jurisdiction [1].

Presenting these documents may be a difficult requirement
to satisfy in certain scenarios. Some people live in places with
no formal address or with no access to utility services. This is
for example the case in Brazilian favelas [2]. Even if the chief
of the household has access to a paper-based proof in his/her
name, other residents may not be able to reuse the same
document. Also, many paper-based proofs require a recent
document to guarantee that the person still lives in the place.
For example, in Brazil it is common to ask for a proof-of-
address issued up to 3 months before.

There are additional drawbacks of this paper-based
approach when dealing with digital processes. First, a utility
bill is sometimes received as a physical paper and it is
necessary to digitalize the information by typically taking a
photo or scanning the paper. It may be an issue for poor people
that do not know how or do not have an equipment to do it.
Second, even if the utility bill is received in digital format (for
example, by email), it may the case that it is just the equivalent
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of a paper bill, and the address is an unstructured text in the
file. Third, these documents are also in general easily faked,
e.g., a user can change an image to forge a proof that he/she
resides in a different place.

Some institutions have well-defined processes to verify
these documents. This is the case for financial service
providers, that are required to have KYC (know your
customer) and AML (anti-money laundering) processes in
place [3]. These are high-cost processes, leading to more
expensive financial services [4]. This issue is even bigger in
the context of cross-border business processes, since the
premise of the well-known trustworthy institution may not be
easily checked anymore, e.g., an international business partner
may not know how to evaluate the credibility of an overseas
issuer of a document.

The requirement of proof-of-address is correlated to
financial exclusion. In fact, of those without formal financial
accounts, 25% attribute their exclusion to lacking the
necessary documentation such as proof-of-address [5]. To
balance the need for financial inclusion with the need for
AML compliance, FATF recommendations do not require
paper-based proofs in low-risks transactions [3]. This enables
alternative ways to comply with financial service
requirements.

This paper discusses alternative ways to prove someone’s
address and proposes a solution by using decentralized social
trust [6]. The proposal is especially useful to be applied in
some scenarios previously discussed, like people in poverty
without formal documents trying to comply with digital
process requirements. The remainder of this paper is divided
as follows. Section 2 discusses concepts related to digital
identity systems and related work. Section 3 details the
technical proposal of this paper, Section 4 discusses some
details of its implementation while Section 5 explains how the
proposal was validated with a real experiment and users’
interviews. Section 6 examines conclusions derived from the
work and future work. Finally, Section 7 presents some
references linked throughout the paper.

II.  BACKGROUND CONCEPTS AND RELATED WORK

This section positions this work by briefly describing
digital identity system and comparing it with existing
solutions.

A. Digital identity systems

Digital identity systems are typically divided in the
following phases: (a) enrollment, which includes identity
proofing, de-duplication (ensures the uniqueness of each

! Some people may argue that the definition may not be clear in some cases, for example
a child of a separated couple who stays some days with each parent. This is in fact an
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issue and it is possible that one person can be able to proof that he/she lives in more
than one place.



identity in the system) and credential issuance; (b)
authentication, when one can assert an ID to access a service
or to transact and (c) authorization to determine which
services the authenticated party is authorized to access [7].
Instead of being a one-time event, the enrollment step may be
a process when dealing with accretionary ID. Accretionary ID
allows undocumented users to establish an initial ID with little
or no supporting information. Such IDs would start with
relatively little confidence that one is who they say they are
but additional supporting proofs may be added over time,
increasing ID trustworthiness [7]. The activities to create a
proof-of-address are considered a part of enrollment in a
digital identity system.

B. Existing solutions

There are some existing alternative ways to proof where
someone lives without using official documents. A first one is
using a declaration of address, which may be signed by a third-
party [8] [9]. This approach is linked to a specific jurisdiction
and many times it requires notarized signatures. Still, it is not
a digital native solution, demanding some steps to be
integrated with digital processes in a structured way.

A second approach is to make use of location technologies,
like GPS (Global Positioning System). These technologies can
help to determine the location of a device and be used to infer
that the user of the device is in a specific place [10]. One could
assume that the user of the device lives where the device
usually stays at night. This approach is not jurisdiction-
dependent and it is natively digital. However, even though
authentication technologies may be used in the device to check
the person holding it at a specific moment, proving that a
device is in a place is not the same as proving that the user is
also there. Finally, there are some ways to fake location
results. [11][12].

A third approach is to use an accretionary ID. There are
many examples of models using decentralized identity and
verifiable credentials [13] [14] that enable the user to prove
ID-related topics about himself/herself [15], including proof-
of-address. Since these solutions are trying to approach the
entire identity system, they need to solve the issue of de-
duplication [7] using a logically centralized solution. For that,
these solutions can use a database or a distributed ledger
technologies (DLT) [16]. Some examples of DLT-based
identity systems are BlockCerts [17], Kaytrust [18] and Rem
ID [19]. DLT brings some particularities to these solutions.
First, connectivity is a requirement to settle transactions.
Second, in the majority of DLT networks, the sender of a
transaction needs to individually pay for his/her transaction.
To avoid this usability issue, some apps and/or their used DLT
network may have an additional layer to relay users’
transactions (sometimes called metatransactions) [20]. This
approach is still new, introducing technical risks and software
complexity. An additional point to these three cited solutions
is that they allow the user to request a certificate to a
permissioned list of issuers like, for example, a university or a
government entity. It has not been found in these apps a
function where a normal user has a native process to become
a new certifier.

This paper proposes an accretionary proof-of-address
digital solution based on decentralized social trust aiming to
have no predefined list of certifiers. This work does not

approach to prove that a person is really who he/she says
he/she is nor to solve de-duplication of users. If necessary,
some additional proofs, paper-based or using alternative
ways — e.g., proof-of-humanity?, BrightID?, should be used.
Because of these design choices, this solution is able to work
offline and does not need a logically centralized repository of
all issued proof-of-address, in oppose to what would be
achieved by using existing accretionary ID solutions.

A drawback of not having a logically centralize repository
is that it is not possible to revoke previously issued
certificates. The technical solution described in this paper
minimizes this issue by including a timestamp in the issued
certificates. External applications may define custom
expiration dates for these certificates. This is not enough for
all scenarios and existing works discussing how to enable
revocation in PKI (Public Key Infrastructure) management
system [21] [22] are a source for inspiration. In the future, we
will develop a plug-in to register issued certificates to a
logically centralized repository like a DLT. This plug-in
should be used in some scenarios, including when the
revocation list is essential, overcoming the initial drawback.
Note that the social interaction necessary for issuing
certificates will still work offline. The plug-in can be
triggered at a later moment, only when the user is connected.

Finally, our solution can work in a complementary way
with the approach of location technologies, increasing the
overall trustworthiness of the solution.

III. TECHNICAL PROPOSAL

The technical proposal of this paper is an application that
enables people to certify where other people live by using
decentralized trust. The trust is anchored at people with high
reputation inside a community, named as Certifier Manager.
A Certifier Manager can be for example a priest, a police
officer, a bank, a representative of the government or an NGO.
These high-trust users delegate trust by creating new certifiers
and by issuing certificate for other users.

The main functions of this proposal are: (1) to assign a
Certifier Manager, (2) to make other people Certifiers, (3) to
issue a proof-of-address and (4) to manage its own certificates.
These functions are explained below.

The first function is to assign a new Certifier Manager. In
the bootstrap, the proposed solution relies on a specific role
called Admin to select who should be a Certifier Manager and
give him/her a secret code. Using a mobile app, the chosen
person asks to be a Certifier Manager by entering his/her
personal information and the secret code. This action
generates a request in a backend service and an Admin
approves the request by using a master key to sign the Certifier
Manager certificate. Future versions will change the Admin’s
role by fully automating who can be entitled as Certifier
Managers using a computational trust engine [6]. Note that
many Certifier Managers may co-exist on the app.

The master key is an asymmetric cryptographic key pair
managed by a backend service. The public key of the Admin
must be well-known so the signature in a Certifier Manager
certificate may be validated by anyone. The mobile app also
manages an asymmetric cryptographic key pair for its user.
The private key of this latter key pair is stored only in the

2 https://www.proofofhumanity.id/

3 https://www.brightid.org/



device with the goal to sign certificates while the public key is
used to identify the mobile app user. See more details on key
pairs and certificate format in Subsection 3.A.

The second main function is to make other people
Certifiers. A Certifier is chosen by the Certifier Manager to
assign proof-of-address to regular users. There is a set of steps
to make this happen in online or offline modes. If both parties
(a user who wants to be a Certifier and a Certifier Manager)
are online, the flow can go in the online mode.

The online mode is presented in Figure 1. The first step is
done by the person who wants to be a Certifier (referred here
as candidate), by filling his/her name and timestamp using the
mobile app. The filled data is saved on his/her own local
device linked with the user public key and automatically
synchronized with the remote storage too. There are some
ways to forward the saved data to the Certifier Manager. This
solution opted for the creation of a simple QRCode [23]
containing the value of the candidate’s public key. The
Certifier Manager uses the mobile app to read this QRCode,
seeks on the remote server the necessary additional
information, creates the certificate body using a predefined
format (see subsection 3.A) and signs the desired certificate.
This new certificate is saved in the Certifier Manager local
device and automatically synchronized with the remote server.
In the last step, the candidate uses the mobile app to
synchronize his/her local storage with the remote server to
finally get his/her certificate.

A careful reader may notice that a central repository was
used and may imagine that this repository can also be used for
de-duplication. However, this central repository is used to
help in the certificate exchange and does not need to have all
certificates, as better discussed in the offline mode.

Both
online Eﬁ
1. Ask for a Certificate, saving filled data and &

User that L on remote storage and showing a simple
to be a certifier QRCode

Certifier
Manager

e
Storage

<
Storage

2. Sign the certificate and

upload it to remote

Remote Storage storage
with automatic

I Mobile app Sync
I Backend components

3. Save locally the certificate read from
remote storage

Figure 1: Certificate exchange - online mode

If any part is not online, the exchange needs to happen in
offline mode, as represented in Figure 2. This mode allows
people to interact with each other without the need for a
central authority and without connectivity.

As it happened in the online mode, the candidate fills
his/her name and timestamp using the mobile app in the first
step. The filled data is saved on his/her own local device
linked with the user’s public key. Since it is the offline mode,
the candidate needs to create a QRCode containing all
necessary information to the Certifier Manager (in contrast, in
online mode, the Certifier Manager could get some
information reading them directly in the remote server). An
important issue here is to minimize the number of bytes to be
encoded to generate a QRCode manageable by low-capacity
phones, as discussed in the next session. The Certifier

Manager uses the mobile app to read this QRCode, creates the
certificate body using a predefined format and signs the
desired certificate. This new certificate is saved in the Certifier
Manager local device. Since it is the offline mode, the
Certifier Manager uses another QRCode to return the
information to the candidate. A simple approach would be to
show the entire certificate in the QRCode but this is not the
best way because it is possible to create a smaller QRCode
containing only information the candidate still does not have,
which is the Certifier Manager’s signature in the new
certificate. In the last step, the candidate uses the mobile app
to read the QRCode and extracts the signature of the
certificate. The candidate does not have the public key of the
Certifier Manager, but it is possible to compute it based on the
original information sent to the Certifier Manager to be signed
(i.e., name, timestamp and the public key of the candidate)
plus the received signature. This is then used to mount the
certificate using the predefined format and save it locally. In
sum, the entire process happens offline, and each part can
synchronize with the remote server when connectivity is
available.

The third main function is to issue proof-of-addresses. The
description of this function is similar to the second one and
may occur in online or offline mode. The main difference is
that the user also needs to type his/her own address as part of
his/her personal data. A proof-of-address certificate may be
issued by any user that has a Certifier’s or Certifier Manager’s
certificate to a regular user of the mobile app.

offline

1. Ask for a Certificate =
showing personal data + timestamp &8
—_

Certifier
Manager

User that wants
to be a certifier

e

3. Show the signature for the Certificate 2§

Storage

[——
Storage
2. Sign the certificate and

when online upload it to
remote server

4. Create locally the certificate using
using his/her personal data + received Remote Storage
signature + computed issuer’s public key with automatic

|| Save on the remote server information Sync I Mobile app

related to the local certificate when Il Backend components

online

Figure 2: Certificate exchange - offline mode

The last main function is the user’s support to manage
his/her own certificates. The mobile app offers the user the
possibility of viewing his/her own certificates as well as the
certificates of the Certifiers involved in the signature of his/her
certificates. This is known as the parent path rule. For
example, if user A has a proof-of-address certificate that was
issued by Certifier B, whose Certifier’s certificate was issued
by the Certifier Manager C, the user A will be able to see in
his/her device not only her proof-of-address certificate but
also the Certifier’s certificates of users B and C. At first, the
user A does not have in his/her own local storage the
information of all these certificates, but the mobile app will
fetch the necessary data from the remote server to present it
when necessary. After the first fetch, these certificates will
also be saved on the local storage of user A. Besides these
certificates linked to the parent path rule, a user does not have
access to view any other certificate. Two points about this
visualization should be highlighted. First, since the Certifier
Manager can also issue proof-of-Address certificates directly,
the app needs to check if the issuer is a Certifier or Certifier
Manager to provide the correct navigation. Second, it is true
that the remote database has an essential role to fetch
Certifier’s certificates, but it can be improved in the future by



for example adding a function to enable the importing and
exporting of certificates.

Still related to the function of managing his/her own
certificates, a user may also remove certificates previously
issued to him/her. After being removed from his/her local
storage, future synchronizations will also remove the
certificate from the remote server. A user can never remove
certificates from the remote server not issued to him/her.
Neither can an issuer remove previously issued certificates for
other users.

In the bootstrap, this technical solution can be compared to
a PKI. Indeed, the roles Admin, Certifier Manager and
Certifier may be seen as a hierarchical chain of trust for a
domain-specific application. In the future, we envision to
remove the Admin role and to introduce non-hierarchical
relationships.

A. Certificate Format

Both the user who is requesting a certificate and the
Certifier have the mobile app installed in their device, so they
use the same rules to create and read certificates in predefined
formats. The Figure 3 shows the format of a proof-of-address
certificate on the left. The signature field is determined by the
signer using his/her private key to sign the content data field
containing subject id (public key of the user who asked for the
certificate), subject name, subject address and timestamp. The
field signerld is equal to the certifier’s public key and it is
essential to verify that the signature is correct.

The word “subject” was inspired in the W3C DID subject
definition [13] and refers to the person who requested the
certificate. The proposed solution uses the timestamp from the
device of the user asking for the certificate. In this way, the
Certifier can confirm if it is a valid timestamp when signing
the certificate. Another option would be to determine the
timestamp considering an external source of clock like an
online clock. Unfortunately, it could not work on the offline
mode, so it was not used. The timestamp can be used by
external applications to define expiration dates to these
certificates, as already discussed. The address is stored as
structured data. It can be even improved in the future to deal
with structured subfields and GPS coordinates.

+ Content Data: + Content Data:

* SubjectId
¢ Subject name

* Subject Id
+ Subject name

* Subject address * Type

* Timestamp * Timestamp

* Signature * Signature
+ Signerld « Signerld

Figure 3: Schema of a proof-of-address certificate (left) and a
Certifier certificate (right)

Figure 3 also shows the format of a Certifier’s certificate
on the right. Comparing with proof-of-address certificate, the
Certifier’s certificate does not have the subject address and has
a field named “type”. This field is used to indicate if this
certificate is for a Certifier or Certifier Manager.

We decided not to include meta-fields in these formats.
For example, there is no indication of what type of key or
algorithm was used to generate the signature. Our proposal is
to generate a very light format able to be easily exchanged
offline and suitable to be in a second moment used by an
application which faces limitation in terms of storage like
public DLT applications. We follow the software design

paradigm called “convention over configuration” [24]. New
fields may be added in the future if one wants to use the format
not following the convention. A source of reference to follow
if we decide to add new fields is W3C Verifiable Credentials
[14].

All asymmetric key pairs and signatures are compatible
with Ethereum blockchain network [25]. The public key is
stored in compressed form to minimize storage needs [26].
The choice of Ethereum-compatible key pair opens new ways
to expand the proposal in at least two ways. First, to expand
the app to a DLT wallet able to send transactions containing
information about the certificates to blockchain applications.
E.g., to comply with KYC/AML requirements in
decentralized finance applications [27]. Second, to create a
business model — e.g., using a fokenomics linked to
decentralized finance applications — to motivate Certifiers to
behave honestly and increase their own reputation because
they can earn more with fees generated by their issued
certificates than by cheating.

IV. IMPLEMENTATION OF THE PROPOSAL

Figure 4 presents the main conceptual technical modules
of the implementation. There are three layers. The lower one
is responsible for managing data, and is composed of the
certificates, personal data used to constitute the certifications
and wallets. The mobile application creates the asymmetric
keys of the user wallet when the user first loads the
application, which introduced a significant delay in some
devices. This was minimized by showing a specific screen
with a spinner and an explanatory message. Once created, the
private key linked to generated wallet is saved locally and is
loaded every time the user reloads the application.

The middle layer is called Business Rules and contains
three components. The service component contains business
rules mainly linked to generating, managing and validating
certificates. The internationalization component enables the
app to work with multiple languages (and actual
implementation in English and Portuguese). The
Logger/Analytics component is responsible for collecting
statistics about the use of the application. The collected data is
stored in Firebase [28] and periodically transferred to an
external analytics database.

ul
Screens Navigation Visual
components

Business

Rules
i jonalizati Logger /
Service Internationalization Analytics
Data
Personal data Wallets
M cellphone
I Backend components

Figure 4: Main technical modules

Certificates

The upper layer is the user’s interface. The mobile app has
some tabs with internal independent navigation. Visual
components are reused on many screens.

The requirement that this app may be expanded to deal
with different types and formats of certificates was a relevant
input in the implementation. Any inclusion, change or
removal of certificates mainly impact the technical



components named Service and Certificates as well as the Ul
layer in Figure 4.

There are two main set of functions in the backend. One is
to perform the Admin role of approving Certifier Managers
(including parts of the components named Service,
Certificates and Wallets). As discussed, Admin is a temporary
role, used to bootstrap the model. The second part is called
Logger/Analytics, which was used to monitor the system and
it is not essential to the overall system. So, in the future, the
backend as described in this paper may be removed to the
overall solution.

The mobile app was coded using React Native, so it can
be used on Android and 10S, both smartphones and tablets.
Admin functions were implemented using nodeJS. From
Firebase, it was used the database Firestore and Statistics
modules. The analytics database was Google Cloud Big

Query.

QRCode was used as a tool to transfer information
between two devices, both in online and offline modes.
QRCodes can be used in many sizes, bigger sizes may store
more data [23]. Many mobile devices come with applications
able to read QRCodes, but the proposed solution includes
support to generate and read QRCodes inside the mobile app.
In this way, information can be easily integrated with other
features of the software. The used default QRCode size is 256
x 256, the same used as default configuration in easyqrcode
[29] and in Jean-Marc work [30]. Bigger sizes would
introduce visualization issues on small-screen devices.

The first initial tests were executed using the React Native
simulator Expo Go4 on an iPhone 11, an iPhone XR and an
Android LG K22 cellphone. The tests confirmed that the more
information is coded in the format, the more difficult it is to
work in practice. Tests showed that more than 300 characters
introduce a significative delay mainly when generating a
QRCode. This result was consistent with some QRCode
generators that advise using QRCodes with less than 300
characters® °. As a result, the QRCodes source data were
reviewed to make sure that data transferences contain fewer
characters than this maximum reference of 300.

The Figure 5 shows on the left side a screen of the
developed app with a list of certificates that a user has on
his/her device. There are two certificates. The first one is a
certificate of Certifier Manager. Because he/she has this
certificate, this user can sign new proof-of-addresses or
Certifiers certificates to people using the app on other devices.
The second certificate presented in the left image is a proof-
of-address, which was signed by another Certifier (or Certifier
Manager) using the app on another device. It is possible to see
the details of these certificates by clicking on the magnifying
glass icons on the right side of each certificate.

Figure 5 on the right side shows the user asking for a
proof-of-address certificate using the app on offline mode.
The way to get on this screen is by clicking on “Add New
Certificate” on the image on the left, filling in the necessary
personal data and clicking for generating a QRCode with the
user’s personal data. The presented QRCode codifies the
necessary data to be read by a Certifier. Using the tab
“Certify” (note that the app has three tabs on the bottom —
“CERTIFICATE”, “CERTIFY” and “ACCOUNT”), a

Certifier reads this presented QRCode using another device,
signs the proof-of-address certificate and generates as
response another QRCode. Then, using the button presented
on the right image (“Click to read QRCode of your
Certificate”), the initial user is finally able to read his/her
proof-of-address certificate without needing any network
access.

22:30 - 2232 w s

Your List of Certificates « Ask Certificate

~ Generate a certificate showing this
QRCode to a Certifier

Figure 5: List of certificates (left) and QRCode representing a
request of a new certificate (right).

V. VALIDATION WITH TESTS AND INTERVIEWS

This section describes our validation of this work,
performed by running a real experiment with the solution
presented in Section 4 in a Brazilian favela called Rocinha and
by an additional set of interviews. This informal settlement is
in an expensive area of the city so, although there are few
formal streets, there is a high number of residents who have
smart phones.

A. Experiment

Our pilot was executed by deploying the proposed app on
Android smartphones, deploying the node]S backend
component using Heroku, using Google platform to run
remote database and statistics and using remote Mongo Atlas
Database to store additional backend data.

We agreed with a Priest from the Church called Nossa
Senhora Aparecida in a big Brazilian favela to go there after
a mass and talk with the local community. There were three
requirements to participate in this experiment as a user: be at
least 16 years old, have an Android mobile phone and go to
the church regularly.

We first invited the Priest, who was happy to participate in
this initiative. He said he believes that the Church should help
to improve the access to public services and to create a
volunteer solidarity network. He agreed to be a Certifier
Manager and he also said he believes other Priests would be
interested to participate as well. The Priest installed the mobile
app and could perform the role as planned. He selected three
people as Certifiers. The Certifiers agreed with other people
to give them proof-of-address certificates. In total, twenty
people downloaded the app to their personal mobile phones.
Even though the church had Internet connection, they could
select online or offline mode as they wished. No one found an
error in the app, but they asked a few questions to understand
the flow. The experiment finished with all certificates

4 https://expo.dev/client
3 https://goqr.me/

¢ https://www.qrcode-monkey.com



generated in their cellphones and most of them synchronized
with the remote server, as expected.

The users pointed out some improvements to be made.
First, it was not clear to understand the offline mode. They
could not easily understand why there are two QRCodes and
what they represent. Some of them gave up on the offline
mode (that used to be the default one) and changed to the
online one. They suggested we configure the online mode as
the default option and improve the explanation in the offline
mode. Second, two of them were not able to read and
suggested to include audio explanations. Third, in some low-
capacity mobile phones, the app took a significant time to
generate the QRCode and some people did not understand that
they should wait and not press any available button before it
finishes. These are good insights to be considered as future
improvements to this mobile app.

B. Interviews

We requested all 20 users to also answer a small interview.
We wanted to better understand if they have a way to prove
their identification and their address, if they understood the
proposal and how they can use a proof-of-address certificate.
To collect insights about how to evolve the app, we also asked
who they believe would perform the role of Certifier Manager
in the favela and what other types of proofs they believe this
app could offer in the future.

All interviewees answered that they have formal
identification and they claimed that it is easy to get a
government paper-based formal identification in their
community. However, only seven of them said they have a
paper-based proof of their address based on utilities or formal
bank communication. The majority of these seven ones stated
that these communications were linked to another address,
mainly their jobs or relatives” houses. All users said they could
get an address declaration in the community association in
their neighborhood provided they go there, pay their fee and
bring someone to vet for them.

After they confirmed they understood the proposal, we
asked who they believe would be able to perform the role of
Certifier Manager. As expected, many of them stated that they
believe the Priest can perform this role. In addition, most of
them indicated that the community association would be a
very good example of Certifier Manager. This indicates that
they believe that the existing way of issuing a paper-based
address declaration may evolve to a digital proof using an app
like what we are proposing. In addition, some of them referred
to friends, family and neighbors as possible Certifier
Managers.

We also asked how they could use a proof-of-address in
their daily lives giving them three non-exclusive options. 13
people selected the option of applying for a new job, 6 people
selected the option of applying for studying and 12 people
selected the option of opening a bank account or using a
financial service. This result is depicted in Figure 6.

When asked what new types of proofs this app can provide
in the future, 14 people requested to include a proof of their
income, 11 people asked to be marked as someone who is an
informal worker, 8 people asked to recognize that they have
done some voluntary work and 10 of them asked to
acknowledge that they got a loan and have already paid back.
One person suggested to include a proof of sex and race. These
numbers are expressed in Figure 6. After the formal interview,

during informal conversations, a person also suggested to
include proof of age, the presence of a disease (e.g., HIV) or
disability.

Possible new types of certificates

Possible uses of the proof-of-address certificate

Has a specific income I EEG—
Isan informal worker |G

Did some voluntary work GG
Have paid backa loan | EEG—G—N

Other W

0 2 4 6 8 10 12 18 16

Figure 6: Some interview results

The variety of possible uses and possible new types of
certificates on Figure 6 illustrate how the mechanism
developed is generic to be used in many types of application.

To wrap up, all the users said they would like to have this
app on their cellphones if there is an ecosystem in place to
provide and use these proofs.

VI. CONCLUSIONS AND NEXT STEPS

In this paper, we proposed a solution to prove someone’s
address using decentralized social trust especially useful when
applied to people in poverty without formal documents. The
solution can generate accretionary proofs, works offline and
aims to promote an open ecosystem involving certifiers and
users.

Our solution stores the certifiers in the user’s phone
without needing a logically centralized data repository. Since
the certificates were generated as a result of decentralized
social trust, they seem to be an interesting input to different
decentralized applications. For example, as an input to social
programs, purpose-driven lending or other decentralized
finance services.

The same trust mechanism may be applied to many other
types of proofs, including proof-of-income, proof-of-
volunteer-work, proof-of-good-payer, proof-of-sex, proof-of-
race, proof-of-disease or proof-of-disability. In this specific
case of proof-of-address, our solution can work in a
complementary way with other approaches, like location
technologies.

We validated our proposal by building a software solution,
running a real experiment and doing interviews with users in
a Brazilian favela called Rocinha. Since the community
association in Rocinha provides a paper-based declaration of
proof-of-address, it is possible to position our solution as a
digitalization of an existing process (since we could include
the community association as a Certifier Manager) while it
also opens a broader range of new proof possibilities.

The software worked as expected in different types of
cellphones and the people could understand the concept
underlying the application, while they also suggested some
improvements and future ways to go about it. As future work,
we will develop a plug-in to optionally enable the registration
of certificates in a locally centralized repository, for example,
a DLT. We plan to use computational trust [6] to create a
decentralized way to nominate someone as Certifier Manager
without relying on the Admin role used during the bootstrap
phase. Then, we will investigate how utility tokens can be
used to further ensure that certifiers do not cheat because they
would lose more by cheating than by behaving well. Finally,



we will explore if the incentive to behave well will increase
the overall trustworthiness of the signed certificates.
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