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ABSTRACT

The Automated City Shuttles (ACSs) aim to shape the future public transportation and provide more effi-
cient and accessible mobility in smart cities. With the absence of a driver, such mini-busses process the
sensors’ inputs and exchanged data with other vehicles and intelligent transport systems to achieve a real
time assimilation of its surroundings. Consequently, the technologies supporting the driverless function-
alities ushered new cybersecurity risks and data privacy breaches. Unfortunately, several studies mostly
focus on individual Connected-Automated Vehicles (CAV), though intrinsic underpinnings of the ACS’s
threat vectors remain unexplored. In the present paper, we considerably extend that investigation by
proposing a comprehensive state of the art with farsighted analyses addressing security threats and data
privacy concerns from both technical and legal perspectives to thwart potential attacks. Moreover, as ex-
isting approaches have not provided yet a clear road map about ACS’s security standards, the present
work sheds light on recent and up to date standards and standardisation bodies dealing with cyberse-
curity and privacy issues in the automated driving ecosystem. This paper presents an analysis debating
the trade-off between maximising the ACS benefits and minimising the associated security vulnerabilities

and attacks through an overview of technical and legal mitigation strategies.

© 2022 The Author(s). Published by Elsevier Ltd.

This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/)

1. Introduction

Within the last few years, cities have been acquiring man-
agement approaches based on new technologies to enhance citi-
zen's quality of life. Modern cities are motivated to provide new
shared mobility services with higher efficiency and reliability at
lowest costs. Integrating ACSs to the urban environment is one ef-
fective manner to tackle this challenge. ACSs introduce an inno-
vative public transportation paradigm through customised offers
like on-demand and door-to-door services (Iclodean et al., 2020).
Meyer et al. (2017) demonstrated how the automated vehicles can
improve the public transportation in Swiss municipalities by in-
creasing its accessibility up to 40%. As ACSs are providing a non
stop service, they are expected to reduce drivers payroll costs
to public transportation companies (Lin et al., 2019) and provide
cheaper commuting for the passengers (Bosch et al., 2018). In ad-
dition, integrating such mini-buses, with extensive automated ca-
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pabilities, to the public transportation promises more accessibility
to elderly, children and disabled users (Collingwood, 2017; Daniel
J. Fagnant and Kockelman, 2015). ACSs can also decrease accidents
per the absence of the human factor error, improve traffic flow and
road transport capacity (Lim and Taeihagh, 2018). Based on such
assumptions, ACSs will not just improve the passengers’ experi-
ence, but they will beneficially change the urban dimensions and
push it forward to a new era.

Driverless vehicle can be a personal individual car, a taxi, a bus,
a shuttle or a mini-bus, an emergency car, a truck, a train, a tram,
etc. with different levels of human involvement (Boukerche et al.,
2017). The Society of Automotive Engineering (SAE) defined a com-
plete range of six automation levels varying from level 0, where
none of the safety-critical functions are automated, to level 5, pre-
senting a full automation of control systems (SAE, 2018). In addi-
tion, the regulation 2019/2144 of the European Parliament and of
the Council of 27 November 2019 defined “Fully Automated Vehi-
cle” to be motor vehicle operating autonomously without the hu-
man supervision and intervention (The European Parliament and of
the Council, 2019). The present paper concentrates on ACS as fully
automated mini-buses for public transportation with levels 4 and
5 from the SAE classification.
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ACS represents a unique challenge not only by deploying the
latest Information Communication Technologies (ICT) advancement
into the public transportation sector, but also by expanding the
existing city’s infrastructure into smart enabled environment. This
process involves several upgrades and adaptation, including the
city infrastructure, the social and economic impacts, political as-
pects, cybersecurity challenges, implementation of relevant regula-
tions and standardisation which should come to support the ACS
deployment. In this paper, we focus on cybersecurity threats, data
privacy issues and their related regulations and standards as criti-
cal challenges that can be very harmful to ACSs’ integration if not
well considered. The concern remains about the trade of maximis-
ing the ACS benefits and minimising associated vulnerabilities and
attacks’ unintended outcomes.

Collard et al. (2017) have updated the cybersecurity definition
based on the last years challenges related to Internet of Things
(IoT). The authors defined cybersecurity as the organisation and
the protection of information technologies with the combination of
the following notions: availability, confidentiality, criticality, attack
impact, integrity, ownership, sensitive values, legal risk, contextu-
alisation, risk assessment and information storage (Collard et al.,
2017). Applied to Internet of Vehicles (IoV) paradigm, National
Highway Traffic Safety Administration (NHTSA) defined cybersecu-
rity as the protection of the vehicle components, infrastructure and
communications from any harmful attacks, unauthorised access
or anything that jeopardises the safety functions (NHTSA, 2021).
Given that the ACS functioning depends on many in-vehicle hard-
ware and software systems in addition to a permanent connection
to the external environment, the risk of vulnerabilities escalates.

The existing literature has witnessed multitude of successful
attacks in the last decade over automated driving components.
Miller and Valasek (Miller and Valasek, 2015) presented how they
remotely attacked the Controller Area network (CAN) bus of the
Jeep Cherokee causing a loss of control over the braking and
the steering systems. Zhang et al. (2014) described the opera-
tional and safety disruptions that may be caused by a malware if
it infects the connected vehicles’ Electronic Control Units (ECUs).
Yan et al. (2016) demonstrated how automated driving sensors in
Tesla S can be blinded and led to a crash. With the increase of
interest in deploying automated driving within public transporta-
tion, the motivation and the likelihood to conduct similar attacks
will grow. This is why we consider of great interest to analyse,
based on security-by-design mechanisms, the potential cybersecu-
rity threat vectors and their technical and legal countermeasures
in the present paper.

As the ACS moves from one place to another, it communi-
cates permanently with other vehicles, infrastructure and exter-
nal devices. While moving, the shuttle exchanges data also with
its passengers. The shuttle’s user may be requesting customised
ACS services which requires the integration of location-based ser-
vices (LBS), such as Mobility as a Service (MaaS). MaaS is a mobil-
ity platform which bridges public transport to mobility services by
providing, for example, door-to-door services based on the passen-
gers information including their location (Smith and Smith, 2020).
Such new transport model requires an endless exchange of in-
formation, among vehicles, public transportation interfaces, users’
smart devices and other third parties, which raises data privacy
concerns (Murati and Hénkoja, 2019).

In the scientific literature, there are several definitions of data
privacy. These definitions vary depending on the sector that ex-
plores them and prove that data privacy is a notion with many
facets (Lin and Kifer, 2014). With the growth of IoT technologies,
data privacy is perceived as the protection from any unauthorised
access and usage control of the collected, processed and stored
individuals information (Karnouskos and Kerschbaum, 2018). Ap-
plied to the IoV context, it refers to the vehicle passengers’ privacy
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and the vehicle location (Manivannan et al., 2020). In other words,
while exchanging messages with other vehicles and external de-
vices, the ACS and the passengers’ identities and locations should
not be revealed (except to relevant authorities). Unlike the individ-
ual CAV, where such risk impacts a limited number of people, in
the ACS the data privacy concern is applicable to a larger group of
individuals, including the shuttle operators and passengers. Hence,
considering the increased scope of the impact, in comparison to
CAVs, data privacy in ACS must be looked at differently by incor-
porating adapted countermeasures and referring to existing laws,
policies and standards.

In a context of exploring cybersecurity and data privacy threats,
there has been much work conducted on studying attacks and
countermeasures over CAVs (Dibaei et al., 2020; El-Rewini et al.,
2020; Khan et al., 2020; Kim et al., 2021; Parkinson et al., 2017;
Petit and Shladover, 2015; Petit et al., 2015; Ren et al., 2020; Suo
et al., 2020). Though, the existing work didn’t cover all potential
threats and mitigation solutions comprehensively. It has also dis-
cussed the threats in a generic way without addressing the speci-
ficity of ACSs. In addition, data privacy concerns were extensively
analysed in the literature but either as one of the threats (Cui
et al,, 2019; Pan et al., 2017; Sarker et al., 2020) or from liabil-
ity perspective (Crane et al., 2017; Krontiris et al., 2020; Pattin-
son et al., 2020; Taeihagh and Lim, 2018; Veitas and Delaere, 2018)
without a thorough review or a designation of applicable proto-
cols, preserving privacy, while exchanging personal data within the
vehicular environment. Organisational solutions to prevent from
personal data breaches within automated vehicles as a means of
public transport are also barely over-viewed. Furthermore, regu-
lations and standards, related to cybersecurity and data privacy,
were partially discussed (Al Mamun et al., 2018; Ali and Li, 2020;
Lim and Taeihagh, 2018; Lonc and Cincilla, 2016; Lu et al., 2019;
Schmittner et al.,, 2020; Schmittner and Macher, 2019; Schoitsch
and Schmittner, 2020), sometimes with a focus on a single regu-
lation (Costantini et al., 2020) or an individual standard (Macher
et al.,, 2020; Schmittner et al., 2016) or just as an open issue for
future research efforts (Cui et al., 2019). To the best of our knowl-
edge, the existing research proposals neither provide comprehen-
sive technological and legal guidelines for the ACS deployment nor
identify the key standards for such vehicles’ security certifications.
A detailed description of other researchers’ efforts along with a
comparison between our efforts and their findings are highlighted
in Section 2.

This trend encourages for a new breed of in-depth analysis and
exhaustive statement of the state of the art, combining and focus-
ing on three areas: cybersecurity, data privacy and related regula-
tions and standards over ACSs. Our added value and main contri-
butions are summarised as follow:

« A comprehensive review and a classification of surface attacks
and how they are exposed to potential threats per the hetero-
geneous nature of ACSs.

A mapping between the attacks and their corresponding miti-
gation strategies by recommending a combination of counter-
measures per attack type based on an overview of the advan-
tages and disadvantages of each mitigation scheme.

Advocate a set of security and privacy regulations and guide-
lines that the stakeholders should bear on to have a valid ap-
proach on protecting the ACSs system.

Elevate the existing privacy preserving schemes further by dis-
cussing their strengths and weaknesses and how they are ap-
plicable to the exchanged data within the ACS ecosystem.
Based on a thorough investigation of road vehicle, safety, ve-
hicular cybersecurity, data privacy, public transport, Intelligence
Transport System (ITS) and IoT related standards; a selection of
up to date standards is provided to point out not only the pub-
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lished but also the under development ones that are promising
security and privacy by design deployment for the ACS.

This article addresses the following questions:

RQ1: What are the existing cybersecurity and data privacy risks
related to ACSs? Can a specific mapping between the threat
vectors and the countermeasures help in accurately shielding
the ACS’ environment?

RQ2: Would individuals’ privacy remain preserved while us-
ing ACSs? Would the implementation of powerful privacy pre-
serving protocols be enough to protect personal data processed
within the ACS’s system?

RQ3: What are the technical and legal strategies to mitigate or
reduce the identified risks? And what are their limitations?
RQ4: Is there an existing framework or standards addressing
the security compliance relevant only to ACSs?

The remainder of this paper is structured as follows:
Section 2 discusses the related work and a comparison of the
present work with those previously published. Section 3 presents
an overview of classified cybersecurity threats. This section identi-
fies two layers impacting security of the ACS: the in-vehicle equip-
ment and external communications. It also presents the existing
risk mitigation plans and the regulations covering such security
threats. Section 4 gives an overview of data protection risks, the
existing technical solutions to offset such threats and the regula-
tory frameworks aiming to preserve privacy within the ACS ecosys-
tem. Section 5 describes existing standards and those under devel-
opment supporting the shuttle resiliency, including the protection
from data privacy leakage. Section 6 acknowledges the present re-
search limitations and provides a discussion over the future work
orientation. Finally, Section 7 offers concluding remarks on the
state of the art.

2. Related work

In recent years, few papers focused their interest on ACSs as
a means of public transportation. Iclodean et al. (2020) evaluated
the safety and social implications related to the technological solu-
tions implemented within ACSs. Ainsalu et al. (2018) studied ACSs’
energy efficiency and their legal framework with regard to civil li-
ability. Although, research works did not address cybersecurity and
data privacy concerns over ACSs.

Motivated by the safety risk of cybersecurity attacks in the ve-
hicular environment, multiple literature reviews discussed security
threats and data privacy concerns. Petit and Shladover (2015) high-
lighted the consequences of remote or direct access attacks over
CAVs. Parkinson et al. (2017) addressed the challenges and knowl-
edge gaps facing the IoV sector from cybersecurity vulnerabilities
perspective. Cui et al. (2019) presented the inter-relation between
CAVs safety failures and security attacks; in addition to a broad
mapping of potential attacks impacting the data privacy and their
eventual countermeasures. Ren et al. (2020) drew in depth threats
related to sensors and in-vehicle communication networks. The
authors stated security guidelines including recommendations for
privacy preservation. Dibaei et al. (2020) investigated attacks and
defences to shield the automated environment while presenting
detailed technical mitigation strategies.

Recent researchers have drawn more comprehensive frame-
works, such as Khan et al. (2020) and El-Rewini et al. (2020),
discussing potential attacks and their respective mitigation strate-
gies with a particular focus on communication challenges.
Kim et al. (2021) presented a new classification of attacks and de-
fences over CAVs. Suo et al. (2020) presented cybersecurity threats
through a fault tree view. They also classified the existing miti-
gation solutions through a layered view with a focus on location-
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based schemes to countermeasure the location leakages while
communicating with the infrastructure.

The majority of the cited works have introduced few stan-
dards at glance or as an expected effort for the future work with-
out a profound review of the standards’ implication within the
driverless vehicles’ environment. Very few papers (Costantini et al.,
2020; Lonc and Cincilla, 2016) presented International Organization
for Standardization (ISO) and European Telecommunication Stan-
dards Institute (ETSI) as unique existing standardisation bodies re-
lated to the automated driving environment. The most detailed re-
views were published by Schmittner, in collaboration with other
authors (Macher et al., 2020; Schmittner et al., 2020; 2016; Schmit-
tner and Macher, 2019; Schoitsch and Schmittner, 2020). Though,
the efforts remain limited to the automotive cybersecurity risk
management tools without an exhaustive identification of all ex-
isting regulations and standards.

Per the analysis from Table 1, we differentiate from the afore-
mentioned works by:

- Focusing on the ACS as a special case of CAVs ecosystem.

» Presenting an in-depth analysis on attacks and mitigation
strategies.

« Presenting an interdisciplinary and comprehensive approach re-
garding cybersecurity and data protection by connecting the
technological cyber defences with the existing regulatory and
policy privacy frameworks as well as the security standards.

3. Cybersecurity threats

To ensure safety and security of the ACS, it is crucial to depict
the system attack surfaces and build the required shields accord-
ingly. Academic researchers have been debating the different types
of attackers, attacks, and attack surfaces to identify adequate miti-
gation plans.

Attackers can be internal or external, malicious or rational, ac-
tive or passive and intentional or unintentional as described by
Cui et al. (2019). The internal active attacker deploys an attack on
purpose with an authenticated profile by sending malicious pack-
ets in the network (for example) while the external passive at-
tacker is an intruder who is eavesdropping the system. On the
other hand, a rational attacker seeks personal profit while an un-
intentional attacks occur by coincidence or due to an equipment
failure.

Based on the attacker profile and type, similar works discuss
two groups of CAVs related attacks. Petit and Shladover (2015) pre-
sented the “Autonomous Automated” surface attacks, defined as
all in-vehicle surfaces through which an attack can be accom-
plished; and “Cooperative Automated” referring to infrastructure
and communication surfaces which can be targeted by an attacker.
Van Wyk et al. (2020) classified the attack surfaces as internal (re-
ferring to in-vehicle devices, vehicle sensors, and in-vehicle net-
works) and external (like communication interference with other
vehicles and devices). As a result, our work was built on the cat-
egorisation of two cybersecurity layers as potential attacks entry
points impacting the ACS ecosystem:

« In-vehicle threats: defining any in-vehicle component through
which an attack can be conducted. It covers the potential vul-
nerabilities on the vehicle sensors, the ECUs data flows and in-
vehicle communication networks as described in Fig. 1.
Communication threats: refer to the communication with, public
transportation and city infrastructure (Vehicle-to-Infrastructure
(V2I)), other vehicles (Vehicle-to-Vehicle (V2V)), and any sur-
rounded devices or services (Vehicle-to-everything (V2X)) as
shown in Fig. 2.
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Table 1
Related work comparison.
Related work Year Scope Cybersecurity Data privacy Standards
In-V. Ext.
ACS CAV  attacks attacks Mitigation Regulations Risk Mitigation ~ RegulatiolSO ETSI Others
Iclodean et al. (2020) 2020 Vv X X X X Vv X X X N X X
Ainsalu et al. (2018) 2018 N X X X X N X X N v X X
Petit and 2015 X J v N N X v N X v X X
Shladover (2015)
Parkinson et al. (2017) 2017 X N Vv N N X v X X X X X
Cui et al. (2019) 2019 «x J J J v X v v X x X X
Ren et al. (2020) 2020 X J v X Vv X J Vv X X X X
Dibaei et al. (2020) 2020 X J W J J X W J X J X X
Khan et al. (2020) 2020 X J v J v X X X X X X X
El-Rewini et al. (2020) 2020 X J X N i X J 4 X X X X
Kim et al. (2021) 2021 X N 4 N N X Vv N X X X X
Suo et al. (2020) 2020 X J v N N X v N v v X X
Lonc and 2016 X J X X X J X X X X v X
Cincilla (2016)
Costantini et al. (2020) 2020 X v X X X X v X Vv J
Schmittner and 2019 x v X x X X X X v v
Macher (2019)
This work v vV v v v v v v
| N
Sensors:
e GPS C]:]
e LiDAR
e RADAR tl‘/
: 32?2?;‘§d \ In-Vehicle
* Communication:
e TPMS ;
Odometfic E CAN
° e LIN
® Flexray
e MOST
e FEthernet

Direct In-Vehicle Communication:
Infotainment Systems

OBD-I

uUsB

Electric Charging/Grid

Fig. 1. In-vehicle surface attacks.

3.1. In-vehicle threats

3.1.1. In-vehicle sensors

With the absence of the human driving in the ACS, the pas-
senger’s safety depends completely on the vehicles’ sensors and
their interpretations to the collected inputs. Based on such infor-
mation, the ACS builds a picture of its surroundings to drive in the
correct path, detects obstacles in a real time manner and, hence,
avoid collisions (Wang et al., 2019). Sensors are expected to have
numerous advantages to the automated driving (Petit et al., 2015).
However, they can be victims to potential security breaches. Con-
siderable collections of research identified attacks targeting the in-
vehicle sensor systems (Parkinson et al., 2017; Ren et al., 2020;
Sarker et al., 2020; Wang et al., 2019; Yan et al., 2016). This subsec-
tion presents the most discussed in-vehicle sensors vulnerabilities
and the most known attacks on them as summarised in Table 2.

Differential Global Positioning Systems (GPS), which is a
widely used Global Navigation Satellite System (GNSS), provides

positioning, navigation and time services to ACSs (Elliott et al.,
2019). Accurate GPS positioning data is one of the critical inputs
enabling safe self-driving, yet such technology has been potentially
concerned with cyber-attacks (Li et al., 2020). Spoofing and jam-
ming are the most common GPS attacks leading to disrupt sen-
sor readings. A spoofing attack happens when an incorrect but
valid GPS signals are sent to mislead the positioning (Zeng et al.,
2018). In the recent simulation of Dasgupta et al. (2021), a sophisti-
cated spoofing attack was conducted by mimicking GPS signal and
broadcasting falsified location coordinates. On the other hand, a
jamming attack occurs when noise is transmitted on the GPS fre-
quency preventing the GPS from distinguishing the accurate sig-
nals (Parkinson et al., 2017).

Light Detection and Ranging (LiDAR) is a key sensor to
automated driving in any light condition. The sensor provides
functionalities such as behaviour predictions, collision avoidance,
pedestrian detection and object recognition (Changalvala and Ma-
lik, 2019). LiDAR offers a 360° view and 3D perception by fir-
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Fig. 2. ACS communication modes.
Table 2
Sensors threats summary.
Signal Automated driving Demonstration
Sensor type/inputs function Type of attacks reference
GPS Microwave Navigation Spoofing Jamming Dasgupta et al. (2021);
Zeng et al. (2018)
LiDAR Laser Behaviour prediction Spoofing Jamming Cao et al. (2019);
Pulses Collision avoidance Relay Tampering Changalvala and
Pedestrian detection Malik (2019)
Object recognition (Petit et al., 2015)
RADAR Radio Collision avoidance Spoofing and Jamming Sarker et al. (2020);
Waves Object recognition Yan et al. (2016)
Acoustic / Ultrasound Parking and Backing Spoofing Jamming Xu et al. (2018);
Ultrasonic Waves Quieting Yan et al. (2016)
Cameras Visible Pedestrian detection Blinding and Fooling Petit et al. (2015);
Light Object recognition Yan et al. (2016)
Lane detection Traffic
sign detection
TPMS Tire Mea- System decision Falsifying Tampering Daimi and Saed (2018)
surements
Odometric Data Navigation Orientation Fooling Toledo et al. (2018)
Fusion

ing laser pulses, getting back their reflections and hence perceive
a point cloud used for object detection (Cao et al., 2019). Sev-
eral researchers recorded LiDAR’s vulnerability to spoofing, jam-
ming, relay and tampering attacks leading the vehicle to assume
nonexistent obstacles and to a halt. Cao et al. (2019) demon-
strated a successful spoofing attack by replaying laser pulses from
a malicious device at the roadside and hence creating an erro-
neous point cloud. Petit et al. (2015) conducted remotely a suc-
cessful relay attack by making objects appear either closer or fur-
ther than they really are. In addition, LiDARs are vulnerable to
data tampering attacks that can be launched from inside the ve-
hicle (Changalvala and Malik, 2019). Such attacks happen when
a hacker gets access to the in-vehicle network interfaces like
CAN and execute by modifying/tampering the LiDAR’s point cloud.
Changalvala and Malik (2019) identified two types of data tamper-
ing attacks: Fake Object Insertion (FOI) and Target Object Insertion
(TOD). As a matter of fact, when data is tampered either by in-

serting fake data (FOI) or by removing existing one (TOD), deci-
sion making units will be impacted leading the vehicle to a prompt
halt (Parkinson et al., 2017; Yan et al., 2016).

Similar to LiDAR, but using radio waves instead of laser sig-
nals, Radio Detection and Ranging (RADAR) provides the object
recognition and collision avoidance functions to driverless vehi-
cles (Sarker et al., 2020). ACSs use two main radar types: Short
Range Radar (SRR) to detect objects at short - called also Mil-
limetre Wave Radar (MMW)- and Long Range Radar (LRR) for long
distances (up to 150 m) (Yan et al., 2016). Additionally, RADARs
support the automated driving by detecting the speed and direc-
tion of other objects heading toward it (Sarker et al., 2020). How-
ever, by using the same frequency band, the signal can be spoofed
or jammed causing the vehicle to be fooled, to presume nonexis-
tent obstacles or to fail in detecting objects as demonstrated by
Yan et al. (2016).
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Acoustic sensors, called also ultrasonic sensors, work similarly
to LiDAR and RADAR, but using ultrasound waves (called pings) in-
stead of light or radio signals (Xu et al., 2018). Such sensors are
mainly used for backing up or parking purposes by sending high
frequency sound waves to measure echoes to determine the dis-
tance to objects (Sarker et al, 2020). Researchers have demon-
strated how acoustic sensors can be victims to quieting attacks,
where noise and/or echoes can be eliminated, preventing the vehi-
cle from receiving the echoes required to measure distance to ob-
jects (Yan et al., 2016). Acoustic sensors can be spoofed or jammed
causing the vehicle to hit unperceived surroundings, as demon-
strated in Tesla S by Xu et al. (2018).

In addition to GPS, LiDAR, RADAR, ultrasonic, and other sensors,
cameras are required to insure safe automated driving, though,
they can be blinded or fooled too. Yan et al. (2016) demon-
strated how cameras can be blinded or permanently damaged
with malicious optical inputs (laser and LED) using low cost re-
sources. The authors named the demonstration “blinding attack”
causing undesired vehicle breaking or deviation from planned tra-
jectory or road navigation. When blinded, important functions to
the automated driving are disrupted such as lane detection, traf-
fic sign recognition, pedestrians or any other physical obstruc-
tions (Parkinson et al., 2017). Petit et al. were also successful to
blind the vehicle cameras using a simple laser pointer, disabling
the vehicle from detecting the vehicle ahead (Petit et al., 2015).

Tyre Pressure Monitor Systems (TPMS) is another vulnerable
small sensor which is essential in all vehicles, including non au-
tomated ones (Parkinson et al., 2017). The TPMS broadcasts non-
encrypted tire measurements like air pressure and temperature to
the TPMS ECU (Daimi and Saed, 2018). Since the transmitted data
is not encrypted, the sensor can be easily attacked as the message
can be replaced by a false one or modified to hide important tyre
information.

Odometric systems include wheel encoders and gyroscope sen-
sors which are used for inertial-odometric navigation (Petit and
Shladover, 2015). Such equipment aims to compute the vehicle po-
sition and movement by fusing data from the wheel readings (ro-
tation and velocity) and the vehicle sensors (GPS, RADAR) to pre-
dict changes in position (Toledo et al., 2018). Obviously, if falsified
data is computed, the vehicle orientation is impacted, leading to a
wrong system decision making.

3.1.2. In-vehicle communication

The in-vehicle communication occurs by transmitting messages
between the vehicle ECUs, the vehicle ports and the infotain-
ment systems (El-Rewini et al., 2020). Such messages’ transmis-
sion is enabled by the vehicle bus systems. This section high-
lights the threats related to the vehicle internal communication
system.

The discussed attacks in Section 3.1.1 might impact implicitly
or explicitly the vehicle ECUs which are vulnerable to direct at-
tacks too. ECUs are the most important in-vehicle component as
they are controlling the vehicles’ system and subsystems by receiv-
ing and processing broadcast signals from the sensors (Pan et al.,
2017). Compared to non automated vehicles, the number of ECUs
has been incremented in ACSs as they are responsible for the
automated driving decisions (Klinedinst and King, 2016). With
the increased number of ECUs, the lines of codes are expended
too, enlarging the risk to code vulnerabilities (Parkinson et al.,
2017).

ECUs communication occurs by exchanging network packets
through heterogeneous in-vehicle communication protocols such
as CAN, Local Interconnect Network (LIN), Media-Oriented Sys-
tem Transport (MOST), FlexRay and Ethernet (Daimi and Saed,
2018; Pan et al., 2017). Each protocol supports different com-
munication within the vehicular network; however, they embed
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multiple security concerns. Researchers showcased multiple at-
tacks such as Denial of Service (DOS) (El-Rewini et al., 2020),
packet injection (Miller and Valasek, 2015), sniffing |/ eavesdrop-
ping (Dibaei et al., 2020), spoofing (Yan et al., 2016), relaying, and
bus-off (Cho and Shin, 2016) over the in-vehicle communication
networks.

CAN buses are famous for their low cost, high bandwidth and
flexibility; though, they were not designed with high security con-
cerns (Wu et al,, 2020). First, the packets can be easily sniffed or
falsified since they are broadcast into all nodes without containing
any authentication information (Changalvala and Malik, 2019). Sec-
ond, the malicious packets can’t be back-traced as the packets are
not associated with a CAN ID (Pan et al., 2017). The Keen Lab iden-
tified 14 vulnerabilities and demonstrated an attack over the BMW
X5 where the vehicle was completely controlled by getting access
to its CAN bus (Zorz, 2018). Upgrades have been rolled out by the
car manufacturer; though, with the increase of wireless communi-
cations on ACSs, further attacks might be witnessed if CAN’s vul-
nerabilities are not adequately addressed.

LIN may substitute the CAN for transmissions where high band-
width is not required (El-Rewini et al., 2020). It is a cheaper com-
munication protocol that is mainly used for the vehicle control
(like seats and doors) and which communicates in a master-slave
mode (Ernst and Michaels, 2018). Hence, if the master node is
compromised, false data is then sent to all the LIN slave nodes as
demonstrated through a rogue attack by Ernst and Michaels (2018).
Takahashi et al. demonstrated that the response collision and
header collision attacks are occurring when messages are not
synchronised between master and slave nodes leading to unde-
sired vehicle controls like keeping doors open (Takahashi et al.,
2017).

The security of CAN and LIN buses has been rigorously stud-
ied, however the other in-vehicle networks are subject to malicious
intentions too. Flexray is designed to be the next generation of
the in-vehicle communication protocol with its high reliability and
data rates; though, like CAN, it lacks confidentiality and authenti-
cation implementation (Ren et al., 2020). Flexray transmission has
static and dynamic segments which are vulnerable to spoofing,
eavesdropping, injection and replay attacks (Dibaei et al., 2020; El-
Rewini et al., 2020; Ren et al., 2020). Additionally, MOST is mainly
designed for media transfer with its high data rate that is consid-
ered 10 times faster than the Flexray and 100 times higher than
the CAN (Ernst and Michaels, 2018). The communication in the
MOST is synchronised by time frames which makes it vulnerable
to jamming or DOS attacks if the synchronisation is disrupted (El-
Rewini et al., 2020). Last but not least, Ethernet is another promis-
ing protocol providing cost and bandwidth advantages (Wu et al.,
2020). Like in normal computer networking, Ethernet consists of
hosts and switches which may add more vulnerabilities to the ve-
hicle if attackers access to an open port on a switch. Hence, once
access is gained, any further attack can take place like DOS, sniff-
ing or falsifying impacting the confidentiality and integrity of the
vehicle (El-Rewini et al., 2020).

Additional physical ports can present the point of entrance of
an attack over the in-vehicle network. On-board Diagnostics Sys-
tem (OBD-II) port is designed mainly for the vehicle monitoring
and system upgrading. However, if accessed by a malicious actor,
all the vehicle data can be gathered and any of the listed attacks in
Table 3 may occur (Khan et al., 2020). Moreover, USB ports present
additional risks in modern vehicles, generally, and ACS, specifi-
cally, as attacks can inject malware and viruses into the system
leading to endless attacks scenarios (Maple et al., 2019). Further-
more, the electric charging port has been studied as an additional
surface attack. Bhusal et al. (2020) highlighted the risks of Man
in the Middle (MitM), DOS, and false data or malware injection
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Table 3
High level summary of attacks and their corresponding mitigation techniques.
Attack Surface attack Mitigation References
Spoofing GPS LiDAR RADAR Acoustic sensors Redundancy Randomisation (Li et al., 2020) (Bailey, 2018) (Shin et al.,
In-vehicle networks Cryptography BC MDL 2017) (Sheehan et al., 2019) (Bezemskij et al.,
2018)
Jamming GPS LiDAR RADAR Acoustic sensors Redundancy Cryptography Firewalling (Petit and Shladover, 2015) (El-Rewini et al.,

Relay/ Replay/ MitM

Tampering/ Falsifying

In-vehicle network V2V

LiDAR Vehicle Ports In-vehicle
network V2V V2X

LiDAR TPMS Odometric sensors V2I

BC

Redundancy Cryptography Firewalling
BC

Redundancy Cryptography

2020) (Pesé et al., 2017)

(Dibaei et al., 2020) (Pesé et al., 2017)
Khanam et al., 2020)

Daimi and Saed, 2018)

(
(
Quieting Acoustic sensors Redundancy Fusion (Yan et al., 2016) (Xu et al., 2018)
Blinding Cameras Redundancy (Parkinson et al., 2017) (Petit et al., 2015)
DOS In-vehicle networks Vehicle ports V2I Redundancy Cryptography Firewalling (EI-Rewini et al., 2020) (Wu et al., 2020)
BC IDS (Ali Alheeti and Mc Donald-Maier, 2018) (Pesé
et al., 2017)
Sniffing In-vehicle networks V2X Cryptography BC IDS (Oham et al., 2021)
Malware Injection In-vehicle networks Vehicle ports V2X Cryptography IDS (Zhang et al., 2014) (Maple et al., 2019)
Rogue In-vehicle networks Cryptography IDS (Ernst and Michaels, 2018)
Bus-off In-vehicle networks Cryptography IDS MDL (Kang and Kang, 2016)
Eavesdropping In-vehicle networks V2I Cryptography IDS (Ren et al., 2020) (Khanam et al., 2020)
Bogus Information V2v Cryptography (El-Rewini et al., 2020)
Sybil V2v Cryptography (Dibaei et al., 2020) (El-Rewini et al., 2020)
Timing V2V Cryptography Firewalling (Dibaei et al., 2020) (Bhargava et al., 2016)
(Khanam et al., 2020)
Impersonation V2I V2X Cryptography (Dibaei et al., 2020) (Khan et al., 2020)
Black hole V2X Cryptography (Dibaei et al., 2020) (Khan et al., 2020)

through the electric charging systems and the plugging into the
grid.

Finally, the in-vehicle communication networks can be at-
tacked through the vehicle infotainment system which offers
user-friendly functions and an integration with smartphone appli-
cations (Pan et al,, 2017). They are systems combining information
and entertainment through pairs applications where one is exe-
cuted in-vehicle and the other one on an external device like a
smartphone. Such systems are connected to the CAN bus which
makes it an entry point to a malicious packet injection as demon-
strated by Mazloom et al. (2016).

3.2. Communication Threatthreats

Connectivity to external entities complements the in-vehicle
components to achieve the automation of the ACS. Such connec-
tivity is built through multiple channels: radio (AM/FM/DAB/RFID),
WIFI (IEEE 802.11), Bluetooth, cellular (3/4/5G), bidirectional com-
munication (IEEE 802.11p, Dedicated Short-Range Communication
(DSRC), Wireless Access in Vehicular Environments (WAVE)) and, in
some cases, 0T networks (IEEE 802.15.4, Zigbee) (El-Rewini et al.,
2020; Maple et al., 2019). With the presence of wireless connec-
tions, Vehicular Ad-hoc Network (VANET) can be spontaneously
created among connected and moving vehicles (Lee and Atki-
son, 2020). Initially, such ad-hoc networks were connecting only
vehicles leading to V2V communication mode. Although, with the
increase of modern concepts, infrastructure and additional devices,
V2I and V2X were required to assist the VANETs for data storage
and data transmission for long distances (Lee and Atkison, 2020).
Nevertheless, being hyper-connected by nature, ACS environment
has to deal with additional cybersecurity breaches highlighted as
communication attack vectors in this section and in Fig. 2.

3.2.1. Vehicle-to-vehicle

provides means for ACSs to connect to other vehicles to broad-
cast traffic conditions and share the predictions and information
within the VANET range (Parkinson et al., 2017). V2V technology is
mainly supported by DSRC and WiFi which raises the risk of se-
curity breaches (Elliott et al., 2019). Relying on the weaknesses of
communication technologies, numerous attacks such as jamming,

bogus information, sybil, impersonation and timing can be con-
ducted (Bhargava et al., 2016; Dibaei et al., 2020; El-Rewini et al.,
2020). Bager and Krings demonstrated how the loss of messages
on V2V due to jamming can make the vehicle invisible within the
ad-hoc network (Bager and Krings, 2019). Performed on wireless
networks, bogus information attack occurs when incorrect infor-
mation is transmitted pushing other vehicles to change their path
while freeing the way for the attacker (El-Rewini et al., 2020).
Gu et al. (2017) demonstrated a sybil attack which happens when
a vehicle declares itself as multiple ones, either to create conges-
tion or congestion-free routes. Furthermore, a timing attack takes
place when a malicious vehicle adds time delay to a received mes-
sage, then forward it back to other vehicles, causing accidents due
to the non-real time inputs (Dibaei et al., 2020).

3.2.2. Vehicle-to-infrastructure

This communication is illustrated by the data exchange be-
tween on-board unit (OBU) (also called on-board equipment (OBE))
and road side unit (RSU) (El-Rewini et al., 2020). Located at
the ACS, OBU sends and receives messages to RSUs using vir-
tual machines (VM) as secure cloud connections (Elliott et al.,
2019). Messages sent from OBU to RSU through VM (also called
beacon messages) may contain the vehicle velocity, location and
pseudonyms. Such messages can include Cooperative Awareness
Messages (CAM), Decentralized Environmental Notification Mes-
sages (DENM) or Basic Safety Message (BSM) where CAM and
DENM are mainly used in European standards while BSM is used in
United States of America (USA) (Krontiris et al., 2020). However, if
eavesdropped by an attacker, location information in DENM or ve-
hicle information in CAM can be inferred leading to a mapping at-
tack where location privacy leakage is occurring (Kang et al., 2016).
By making an RSU unable to function, Maple et al. (2019) pointed
out the risk of DOS attack, hardware tampering and disabling at-
tack. Dibaei et al. added the risk of replay attacks over the com-
munication with RSUs by repeating or delaying valid transmission
data (Dibaei et al., 2020).

Furthermore, V21 embeds the communication between ACS and
Trusted authorities (TA) systems (Petit and Shladover, 2015) which
represent an additional surface attack. Initially, the TA role is to
generate short term certificates and public/private keys to verify
the exchanged traffic messages (Ali and Li, 2020). In a scenario of
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an attack, invalid messages through fake certificates would lead the
TA systems to failure to warn about a crash for example (Petit and
Shladover, 2015).

3.2.3. Vehicle-to-everything

This communication mode wraps both V2I and V2V tech-
nologies and respectively the attacks risks. V2X also com-
passes cloud and edge servers communication in addition to
any further devices or peripherals interacting with the vehicle
such as smartphones, car keys or Bluetooth devices (Petit and
Shladover, 2015). Vehicle-to-cloud (V2C) and Vehicle-to-pedestrian
(V2P) are additional vehicle communications classifications high-
lighted by Lozano and Sanguino (2019) and considered as a
part of V2X. Maple et al. (2019) described further attacks like
DOS, black hole and MitM that can be conducted over the ve-
hicular network through a cloud connection and edge servers.
Pan et al. (2017) demonstrated a smartphone attack by connect-
ing an Android mobile phone to the vehicular system and injecting
malicious CAN data through Bluetooth connection.

3.3. Mitigation strategies

As ACSs’ related threats have been identified in
Sections 3.1 and 3.2, it is important to recognise existing de-
fences and mitigation solutions against them. As described in
Table 3, many researchers highlighted the advantages of redun-
dancy and cryptography to countermeasure spoofing, sniffing,
jamming, replaying, and tampering attacks (Bailey, 2018; Changal-
vala and Malik, 2019; Daimi and Saed, 2018; Khanam et al., 2020;
Nguyen et al, 2015). Others focused on newer trends such as
Blockchain (BC), Intrusion Detection System (IDS) and Machine
and Deep Learning (MDL) to detect abnormal behaviour and,
hence, circumvent the security challenges (Dibaei et al., 2020;
El-Rewini et al, 2020; Gupta et al., 2020; Oham et al.,, 2021).
Besides, classical prevention techniques such as firewalling and
network segmenting remain essential to restrain the occurrence
of jamming, DOS or MitM attacks over in-vehicle networks (Pesé
et al, 2017) or cloud communications (Maple et al, 2019). By
considering the advantages and disadvantages of each mitigation
technique, the present work agrees on the requirement of adapting
and combining multiple defences in addition to the consideration
of the human factors to shield the ACSs.

3.3.1. Redundancy, fusion and randomisation

Anomalous sensor readings can be improved by sensor redun-
dancy (Yan et al, 2016). In case of a GPS jamming, the com-
bined data from other sensors, like LiDAR and RADAR, can cross-
validate the initial measurement for the same parameter, main-
tain the vehicle navigation until the GPS signal is back and, there-
fore, discard the attack consequences (Van Wyk et al., 2020). Re-
dundant cameras can also countermeasure the cameras’ blinding
attack. By multiplying the number of cameras and locating them
in different points, the vehicle can continue operating even if
one of the cameras is blinded (Parkinson et al., 2017). Petit and
Shladover (2015) highlighted the advantages of redundancy as a
mitigation solution to jamming, yet the additional equipment or
processing for fusing data would certainly increase related costs
and computations overhead.

Moreover, introducing randomness into RADAR, LiDAR and ul-
trasonic sensors would reduce the spoofing risk (Ren et al., 2020).
Shin et al. (2017) assessed that by emitting signals in random in-
stants, the attacker can no longer induce multiple fake dots.

3.3.2. Cryptography
In connected automated driving environment, encryption is a
crucial strategy to ensure security and, thus, safety. On a vehic-
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ular network, the vehicle needs to be securely authenticated us-
ing key encryption algorithms to communicate with RSUs, OBUs
and to get TA certifications (Dibaei et al., 2020). Symmetric Key
Schemes (SKS) and Asymmetric Key Schemes (AKS) can assure se-
cure authentication of the vehicle within the VANET and protect
from attacks such as replay, sybil and impersonation (Dibaei et al.,
2020). In SKS, which is also called secret-key encryption, it is
assumed that the sender and receiver nodes share a single key
that is used for both encryption and decryption (Mushtaq et al.,
2017). Advanced Encryption Standard (AES), Data Encryption Stan-
dard (DES), Tiny Encryption Algorithm (TEA), International Data
Encryption Algorithm (IDEA) are examples of SKS providing high
security against attacks like MitM (Khanam et al., 2020). AKS also
known as Public Key Cryptography (PKC) is an approach used to
build secure communication between two or more nodes where
the sender encrypts the message using the public key and the re-
ceiver decrypts it using his private key (Nguyen et al., 2015). The
AKS include Rivest-Shamir-Adleman (RSA), Diffie-Hellman (DH)
and Elliptic Curves Cryptography (ECC) which have been proven
to strengthen the system again attacks like timing and eavesdrop-
ping (Khanam et al., 2020).

As discussed in Section 3.1.2, messages exchanged among
ECUs are in general neither encrypted nor authenticated. Poten-
tial authentication techniques using Message Authentication Code
(MAC) have been investigated to countermeasure attacks over
the in-vehicle networks such as CAN (Tashiro et al., 2018) and
LIN (Takahashi et al.,, 2017). Such solutions may employ SKS and
AKS to authenticate the sender ECU, initiate the message exchange
and let the receiver ECU detect the attack (EI-Rewini et al., 2020).
Nguyen et al. (2019) introduced quantum cryptography based on
SKS to detect intrusions and secure the communication between
ECUs and the CAN. Though, calculation time should be considered
in order to limit the traffic overhead (Gupta et al., 2020; Tashiro
et al,, 2018).

Not limited to network attacks only, it has been showcased
that cryptography reduces attacks on sensors and protects the ACS
ports. Daimi and Saed (2018) suggested the replacement of regular
sensors (like TPMS) with more performing ones which contain pro-
cessing resources for authentication and encryption functionalities.
Bailey (2018) demonstrated the efficiency of cryptography on lim-
iting the GPS spoofing. EI-Rewini et al. (2020) added that SKS and
AKS would prevent from injecting malware through OBD-II, USB
and electric charging ports.

Despite their advantages, encryption algorithms may cause la-
tency and impact the network efficiency due to their computa-
tional complexity (Changalvala and Malik, 2019; Nguyen et al.,
2015).

3.3.3. Blockchain

To reduce the implementation burden of cryptography, BC has
been introduced as a promising defence which increases the au-
thentication on the VANETs, in-vehicle communication and the
accuracy of GPS positioning (Dibaei et al., 2020). BC is a dis-
tributed ledger technology made of connected data blocks which
verify the state of component (like ECU for example) based on
a decentralised consensus (Noh et al., 2020). In other words,
as the blocks of data are protected by the consensus proto-
cols, the distributed nature of the BC makes it difficult to con-
duct an attack (Chowdhury et al, 2019). Li et al. (2020) proved
how their proposed blockchain-based GPS model provides ac-
curate positioning data even in the case of a GPS spoofing or
jamming. Oham et al. (2021) demonstrated the BC efficiency on
monitoring the in-vehicle network and detecting attacks over it.
Gupta et al. (2020) discusses the advantages of integrating BC to
the CAV architecture by emphasising on how it countermeasures
the limitations of cryptography within the driverless system.
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3.3.4. Intrusion detection system and machine and deep learning

IDS has been judged as the most reliable countermeasure
to VANET (Zhang and Zhu, 2018) and in-vehicle communica-
tion threats (El-Rewini et al, 2020). It aims to detect and iso-
late anomalies while monitoring the network traffic. The IDS
can be deployed either by detecting predefined attacks through
the signature-based detection techniques; or by distinguish-
ing a behaviour change through the anomaly-based detection
method (loulianou et al., 2018). The signature-based detection
identifies the attack by comparing the attack case to a database
of signatures of already known attacks (loulianou et al.,, 2018).
The anomaly-based detection can incorporate machine learning
methods to train itself on normal behaviours, then anything that
is different from the expected cases will be detected as an at-
tack (Dibaei et al., 2020). Wu et al. (2020) and Ali Alheeti and
Mc Donald-Maier (2018) demonstrated the efficiency of the IDS
over network attacks like DOS. Further research works extended
the IDS to be collaborative and distributed within the VANET
which enables knowledge sharing among vehicles while reducing
storage and workload burden (Zhang and Zhu, 2018).

Multiple studies detected anomalous behaviour using MDL the-
ories. Van Wyk et al. (2020) presented a real-time anomaly de-
tection by combining a deep learning technique (Convolutional
Neural Network (CNN)) with Kalman filtering (Smieszek and Do-
brzanska, 2015) which provides high accuracy for automated driv-
ing environment. The authors’ generic framework was proved to
detect anomalous behaviour originating internally from in-vehicle
sensors, or externally from an OBU or/and an RSU. In addition,
Kang and Kang (2016) demonstrated the efficiency of Deep Neural
Network (DNN) in monitoring and detecting attacks over the CAN
bus. Further researchers (Bezemskij et al., 2018; Sheehan et al.,
2019) showcased the efficiency of their models based on Bayesian
Network as a deep learning theory to monitor attacks from sen-
sors. Khanam et al. (2020) assessed the advantages of additional
MDL algorithms, in detecting network spoofing and DOS attacks
within the IoT environment, such as Recurrent Neural Network
(RNN), Artificial Neural Network (ANN), Deep Belief Network Net-
work (DBN) and Support Vector Machine (SVM).

3.3.5. Software vulnerability detection

With the high risk of code intrinsic vulnerabilities on ECUs and
any software embedded to the automated driving system, static
and dynamic analyses, in addition to MDL methods have been
mainly used for software vulnerability detection. Static analysers
are used to check the program without executing it, while the
dynamic techniques check the code during the program execu-
tion (Dibaei et al., 2020). Pattern matching, lexical analysis, pars-
ing, control flow analysis and data flow analysis are examples of
static methods providing short analysis time but with high false
positive rate (Ferrara et al., 2021). On the other hand, fault injec-
tion, fuzzing and dynamic taint analysis illustrate dynamic analysis
mechanisms granting higher accuracy but with a longer analysis
time (Kim et al., 2016). However, static and dynamic analyses have
been considered as traditional methods by considering their draw-
backs and tend to be replaced by machine deep learning methods.
Russell et al. (2019) and Li et al. (2019) trained the MDL algorithms
and demonstrated their effectiveness on software vulnerability de-
tection. Jeon et al. (2020) used CNN to detect new and variant mal-
ware within the IoT environment.

3.3.6. Further solutions supporting technical mitigation techniques
An indirect, but interesting defence to V2X cyber risks, would
be the 5G new communication technology. It is true that 5G may
inherit some of the 4G vulnerabilities as few specifications remain
unchanged from the precedent protocol; though, it provides higher
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bandwidth which facilitates the encryption and authentication im-
plementations without causing network latency (Chowdhury et al.,
2019). Dibaei et al. (2020) added that the ultra-low latency and
real-time response features of the 5G would enable real time
warnings and attacks detection within the V2X environment. Nev-
ertheless, Ahmad et al. (2019) warned about further known and
unknown threats caused by the 5G that CAVs would have to cope
with as additional threats.

In addition to technical solutions, human factors can con-
tribute to build defences within the vehicular environment.
Linkov et al. (2019) highlighted the fact that human behaviour
during cyber attack should be taken into account when designing
ACSs and when recruiting operators working on them. The authors
added that cybersecurity can be improved by considering human
factors such as workload, knowledge and training about cyberse-
curity risks. Operators who are informed about the cyber attacks
risks and who had training on secure authentication and phishing
would behave more securely.

Marksteiner and Ma (2019) assessed that testing is very impor-
tant in the security development, though, it is mainly conducted
by in-house pentesters, and their results depend on the human
skills and the manufacturer budget. With the trend of minimising
human intervention, researchers such as Chu and Lisitsa (2019);
Johari et al. (2020) and Casola et al. (2018) introduced automated
pentesting models within IoT and proved their efficiency on both
code and network vulnerabilities. However, the authors approach
is limited to known threats while powerful criminal cyber attacks
took place usually over unknown vulnerabilities (Upstream Secu-
rity, 2018).

Hence, automobile manufacturerss (OEMs) and the public trans-
portation companies should take into consideration findings re-
lated to human factors while forming their ACSs’ teams by empha-
sising on collaborators’ cybersecurity risk knowledge and aware-
ness.

To that end, the ACS’s stakeholders should carefully deploy
the accurate mitigation measures based on the embedded systems
within the vehicle and the mini-buses connectivity modes sup-
ported by the VANET. Nevertheless, the countermeasures can not
be limited to technical and human defences as organisational regu-
lations can be combined to the aforementioned discussed solutions
for an optimal vehicle shielding, as described in the following sub-
section.

3.4. Cybersecurity regulations

Cybersecurity should be considered while deploying every piece
of hardware and software on the ACS to avoid the aforementioned
threats. In addition to the technical countermeasures, governments,
regulatory bodies and information systems institutions can con-
tribute on building secure ACSs’ environment. It has to be men-
tioned that there are not many mandatory legal frameworks incor-
porated in the legal systems in the field of cybersecurity, let alone
in specific sectors such as transport. Though, many stakeholders
including OEMs, regulatory bodies, IT and telecommunication sup-
pliers, operators of ITS, and mobility service providers collaborate
and establish new regulatory approaches, strategies and guidelines.
In this section, we highlight global efforts, with a focus on Eu-
rope, in building cybersecurity legal frameworks and guidelines
for the automated driving landscape as summarised in Table 4.
The table highlights the regulations and their regulatory bodies,
their locations and date of entry into force. The table also lists
the regulations based on their types to be either a law (a manda-
tory act), guidance (a statement of advice pertaining to practice) or
recommendation (a statement of practice) (Oxford English Dictio-
nary, 2021).
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Table 4
Cybersecurity regulations summary.

Regulatory body Regulation Regulation type Country Date

European Parliament and the NIS Directive 1 (The European Parliament and Law EU July 2016

Council of the EU the Council of the European Union, 2016a)
NIS Directive 2 (The European Parliament and Law EU January 2020
the Council of the European Union, 2020)

ENISA Cyber security for Smart Cities (ENISA, 2015) Guidance EU December 2015
Cyber Security and Resilience of Smart Cars Guidance EU December 2016
(ENISA, 2017)
Good Practices for Security of Smart Cars Guidance EU November 2019
(ENISA, 2019)
Cybersecurity Stocktaking in the Guidance EU November 2020
CAM(ENISA, 2020a)
Guidelines for Securing the IoT (ENISA, 2020b) Guidance EU November 2020

JRC Certificate Policy for Deployment and Guidance EU December 2015
Operation of European C-ITS
(European Commission, 2018)

ENISA and JRC Cybersecurity Challenges in the Uptake of Al Guidance EU February 2021
in Autonomous Driving (ENISA, 2021)

ACEA Principles of Automobile Cybersecurity Guidance EU September 2017
(European Automotive Manufacturers
Association (ACEA), 2017)
Roadmap for the Deployment of Automated Guidance EU December 2019
Driving in EU (European Automotive
Manufacturers Association (ACEA), 2019)

UK Government The Pathway to Driverless Cars Guidance UK February 2015
(Department for Transport, 2015)
The Key Principles of Vehicle Cyber security Guidance UK August 2017
for CAVs (HM Government, 2017)
Automated and Electric Vehicles Act 2018 Law UK July 2018
(UK-Government, 2018)

DOT Ensuring American Leadership in Automated Guidance USA January 2020
vehicle Technologies 4.0 (National Science and
Technology Council and the United States
Department of Transportation, 2020)

NHTSA Automated Driving Automated Driving Guidance USA 2016, 2020
Systems A vision for Safety (NHTSA, 2017;
2021)

Auto-ISAC Best Practice Guide (Auto-ISAC, 2022) Guidance USA July 2016

IPA Approaches for Vehicle Information Security Guidance Japan August 2013
(Kobayashi et al., 2013)

ITU-T X.1371: Security Threats to Connected Recommendation Intergovernmental May 2020
Vehicles (ITU-T, 2020a)
X.1372: Security Guidelines for V2X Recommendation Intergovernmental March 2020
(ITU-T, 2020b)
X.1373: Secure Software Update Capability for Recommendation Intergovernmental March 2017
ITS Communication Devices (ITU-T, 2017)
X.1374: Security Requirements for External Recommendation Intergovernmental October 2020
Interfaces and Devices with Vehicle Access
Capability (ITU-T, 2020c)
X.1375: Guidelines for an Intrusion Detection Recommendation Intergovernmental October 2020
System for In-Vehicle Networks (ITU-T, 2020d)
X.1376: Security-related Misbehaviour Recommendation Intergovernmental January 2021
Detection Mechanism using Big Data for
Connected Vehicles (ITU-T, 2021b)

UNECE UN R155 (UNECE, 2020a) UN R156 Law Intergovernmental January 2021

(UNECE, 2020b)

3.4.1. European union

CAVs stakeholders have been encouraging “Regulatory
Sandboxes” and “Living Labs”, where new technologies are
tested accordingly to the legal requirements by predicting
undesired consequences and through a learning-by-doing ap-
proach (Costantini et al., 2020). C-ROADS (C-Roads, 2021) platform
illustrates such labs in Europe supporting on testing and im-
plementing the European Strategy on Cooperative Intelligent
Transport Systems (C-ITS) since 2016. Furthermore, the Connected,
Automated and Autonomous Mobility (CCAM) single platform was
launched in 2019 by the European Commission for supporting
on open road testing including activities related to connectiv-
ity, digital infrastructure, cybersecurity and access to in-vehicle
data (European Commissopn, 2022; ENISA, 2020a; 2021).
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Based on such labs’ findings, the first European Union (EU)-
wide law on cybersecurity, the Directive (EU) 2016/1148 (The Eu-
ropean Parliament and the Council of the European Union, 2016a),
known as “Network and Information Security (NIS) Directive”,
came into force. This directive defines measures for a high level
of network security and information systems across the EU. The
“NIS Directive” covers the vehicles’ cybersecurity issues under its
generic security scope for preventing and minimising the incidents
and attacks impact. In December 2020, new proposals were pub-
lished with an updated version called “NIS 2” (The European Par-
liament and the Council of the European Union, 2020). Both direc-
tives call the operators of essential services and the digital services
providers to take the appropriate and proportionate technical and
organisational measures to manage the risks posed to the security
of information systems.
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More specific to the road transport sector, European Union
Agency for Cybersecurity (ENISA) came up with guidelines on im-
plementing the NIS Directive. ENISA published multiple reports
depicting the key challenges and requirements for smart cars
and smart cities from cybersecurity perspectives (ENISA, 2015;
2017; 2019; 2020a; 2020b). Among the European Commission’s ef-
forts, the Joint Research Centre (JRC) has set up a security Pub-
lic Key Infrastructure (PKI) model for a safe V2X communication
(European Commission, 2018). ENISA and JRC published their lat-
est report in February 2021 discussing Artificial Intelligence (Al)
specific cybersecurity challenges related to automated driving en-
vironment (ENISA, 2021).

By taking into account ENISA’s recommendations, the European
Automobile Manufacturers Association (ACEA) identified key prin-
ciples for cybersecurity protection against attacks on CAVs empha-
sising on implementing cybersecurity requirements through ev-
ery stage of the vehicle development lifecycle (European Automo-
tive Manufacturers Association (ACEA), 2017). In 2019, ACEA pub-
lished a roadmap for the deployment of automated driving in
the EU spurring OEMs to self-audit, testing, and deploying inci-
dent response plans (European Automotive Manufacturers Associa-
tion (ACEA), 2019).

3.4.2. United Kingdom

According to KPMG's CAV readiness index, the United Kingdom
(UK) was ranked as number one in the world in 2020 for cyberse-
curity in terms of regulations efforts (KPMG, 2020). In 2015, the
Department for Transport in the UK published “The Pathway to
Driverless Cars” as good to have practices, on automated driving,
highlighting cybersecurity risks and privacy issues (Department for
Transport, 2015). In 2017, the UK government presented the eight
key cybersecurity principles for CAVs pointing out the importance
of organisation security management, system resiliency and risk
assessment throughout the vehicle lifecycle using a defence-in-
depth approach (HM Government, 2017). In 2018, the UK’s first
legislation on CAVs titled “Automated and Electric Vehicles Act
2018” came into force (UK-Government, 2018). Considering the
quick progress of the driverless ecosystem, the British government
launched a second consultation on exploring the regulation of se-
cure ACSs (The UK Centre for Connected and Autonomous Vehi-
cles, 2020). Furthermore, the UK government’s efforts contributed
to the development of the British Standards Institution (BSI)’s stan-
dards discussed later in Section 5.6.

3.4.3. United States of America

In January 2020, the Department of Transport (DOT) shared a
report titled “Ensuring American Leadership in Automated vehicle
Technologies 4.0” (National Science and Technology Council and
the United States Department of Transportation, 2020). From the
report, the USA government highlighted their efforts with differ-
ent stakeholders to ensure security and cybersecurity mechanisms
through successful prevention, mitigation and investigation of se-
curity threats targeting the driverless ecosystem. The report further
assessed the NHTSA mission on developing and updating cyber-
security best practices. Since 2016, the NHTSA shared a voluntary
guidance to strengthen motor vehicle cybersecurity and protect the
electronic systems from potential attacks, which was updated in
2020 (NHTSA, 2017; Taeihagh and Lim, 2018). The updated guid-
ance consists of general cybersecurity requirements like vulnera-
bilities reporting, incident monitoring and responses in addition to
self auditing. The NHTSA guidance includes also technical cyberse-
curity best practices like the implementation of PKI certifications,
encryption keys and secure software updates (NHTSA, 2021). Be-
sides, Automotive Information Sharing and Analysis Center (Auto-
ISAC) is an alliance of global automakers who joined their forces to
develop and upgrade a series of best practices with the evolving of
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CAVs ecosystem. Similarly to NHTSA, the Auto-ISAC best practices
focus on cybersecurity general requirements like threat detection,
monitoring and response in addition to security development life-
cycle considerations Auto-ISAC (2022).

3.4.4. Japan

In 2013, the Japanese Information-Technology Promotion
Agency (IPA), published a guidance paper where the in-vehicle
threats and countermeasures are mapped (Kobayashi et al., 2013).
The publication includes also a checklist for vehicular developers
on how to mitigate particular attacks like DOS. The IPA recom-
mendations are presented through a mapping of four security
levels to the automotive system lifecycle including management,
planning, development, operation and disposal. Even being dated,
the IPA guide is much applicable and serves as a background
to the Japanese guideline, JASO TP-15002, published in 2016
by the Society of Automotive Engineers of Japan (JSAE). JASO
TP-15002 recommends a security analysis process of five phases
focusing on security evaluation and major security risks miti-
gation (Kawanishi et al, 2019). Further notable collaborations
between JSAE and Japan Automobile Manufacturers Association
(JAMA) led to the creation of the Japan Automotive Software
Platform and Architecture (JASPAR) (JasPar, 2021) and a Japanese
Auto-ISAC J-Auto-ISAC (2022) focusing on local specific cybersecu-
rity and information sharing issues related to ECUs and in-vehicle
networks (METI, 2018).

3.4.5. Intergovernmental recommendations

In an intergovernmental context, the International Telecommu-
nication Union - Telecommunication Standardization Sector (ITU-
T) (ITU-T, 2021a) from the United Nations agency, has a working
group focusing on developing security recommendations related to
CAVs. Since 2017, their recommendations series (X.1371 to X.1376)
cover security threats definition, security guidelines for V2X, spec-
ification of secure software update procedure for ITS’s devices,
guidelines for intrusion and misbehaviour detection as presented
in details in Table 4.

Furthermore, United Nations Economic Commission for Eu-
rope (UNECE) working party WP29 adopted two new regula-
tions on uniform provisions concerning the approval of CAVs
with regards to cybersecurity and software update management
systems (Bonichon et al., 2019). The regulations known as “UN
R155” (UNECE, 2020a) and “UN R156” (UNECE, 2020b) were
adopted in June 2020 and came into force from January 2021 to
offer a practical and holistic approach to automotive cybersecurity.
The two regulations cover the cybersecurity risk management, se-
curity by design, security incidents detection and mitigation, and
secure software updates over the CAV lifecycle including devel-
opment, production and post-production (Suh, 2020). Among the
two regulations requirements, certificate of compliance for soft-
ware update management systems and Cybersecurity Management
System (CSMS) has become recommended for vehicles with level
three onward (according to the SAE automation classification) and
for three years renewal (GRVA UNECE, 2020; Schmittner et al.,
2020).

3.5. Cybersecurity summary

To answer the RQ1, the present section provided a system-
atic categorisation of cybersecurity threats. Two main vectors were
identified: in-vehicle, where the vehicle sensors and the in-vehicle
communication attack surfaces were depicted; and external com-
munication threats where the potential VANET's vulnerabilities are
discussed. Spoofing and jamming were described as the most likely
attacks to occur impacting several in-vehicle sensors. Even mi-
nor threats leading to non-accurate positioning or incorrect vi-
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sion can make the vehicle perceive non-existing obstacles or hit
disbelieved surroundings. Such consequences would definitely im-
pact the safety and the acceptance of the ACS as a new pub-
lic transportation mode. Regarding communication threats, either
conducted directly or remotely, DOS and malware injection were
assessed as the most destructive attacks that can be fatal in highly
connected environments. Additionally, it is true that the more con-
nections are built with the vehicle’s external environment, the
more sophisticated are the services provided by the ACS. However,
more risks and attack surfaces have to be considered with the in-
crease of the mini-buses’ connections.

Several countermeasures were discussed and grouped into tech-
nical and legal mitigation strategies. From the technical perspec-
tive, redundancy, fusion and randomisation were recommended
to cross-validate the data collected from the sensors and discard
any malicious inputs. Moreover, the strength of cryptography was
showcased against network attacks, in-vehicle or VANET commu-
nication’s threats. Though, such mitigation solutions require addi-
tional equipment and involve computational overhead. As a matter
of fact, we discussed more lightweighted countermeasures such as
BC which reduces the implementation burden. Besides, as we be-
lieve that risk mitigation is not pertinent only until the occurrence
of a cyberattack, this section also discussed monitoring and attack
detection tools such as MDL.

From the legal perspective, the NIS directives represent the
unique cybersecurity text laws in Europe even if they are appli-
cable to all IT fields. More specific to CAV, the R155 from UN-
ECE requires the implementation of the CSMS certification for all
vehicles starting from SAE level three. It is true that such certi-
fication provides more control to the vehicle type approval pro-
cess, although it remains generic as it is relevant to levels three,
four and five of automation where safety and security risks are not
comparable. Furthermore, ENISA and JRC represent good practices
to follow for deploying CAVs in Europe. Similarly, the other cited
institutions and regulators discussed recommendations with inter-
esting security-by-design approaches. However, to the best of our
knowledge, there is no formal published regulation dedicated to
ACS which require a combination of the existing text laws and rec-
ommendations and an adaptation of technical solutions based on
the vehicle nature and its connectivity maturity.

Consequently, the human presence has a crucial role on both
mitigating and reacting to a cyber threat within the ACS landscape.
By considering an ACS, of SAE level 4 of automation, multiple fatal
situations can be avoided by a well trained operator aboard. Tak-
ing a case of a simple laser pulse attack where the vehicle can be
blinded, the operator can take over and correct the vehicle naviga-
tion. Nevertheless, on an ACS of level 5 of automation, the vehicle
decision making units must have the accurate mitigation strategies
in place and run on a fail-safe mode to assure security and safety
accordingly.

To that end, RQ3 has been partially answered through the
review of technical and legal strategies mitigating cybersecurity
threats. Apart from security concerns, data privacy represents an-
other challenge to tackle within deploying ACSs. It is conspicu-
ous that in the automated driving ecosystem, some cybersecurity
attacks embed privacy leakage risks too. To complement the an-
swer for RQ3, the following section covers data privacy concerns
by identifying related risks, technical mitigation strategies and rel-
evant personal data protection regulations.

4. Data privacy

With their hyper-connected nature, the ACS generates data per-
manently and spawns multiple challenges to their users’ funda-
mental rights and to the protection of personal data and privacy.
The shuttle’s sensors, cameras, in-vehicle systems, its V2X com-
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munication and eventual embedded MaaS platforms, produce huge
amounts of data, most of which is considered as personal data
such as vehicle’s location, video/audio surveillance and passengers’
identities and positions. This practically means that personal data
can be received by an unrestricted data controllers (recipients),
whose intentions and technological capacity are not, and cannot
be known to the data subject (users) (Krontiris et al., 2020). Such
situation creates concerns about the transparency, the proportion-
ality and the necessity of data processing which requires higher
level of personal data controls (Article 29 Data Protection Working
Party, 2017). Moreover, being a part of the public transport system,
ACSs may have more data controllers than CAVs, and hence further
potential personal data leakage risks (Ainsalu et al., 2018; Lim and
Taeihagh, 2018).

The article 4 from the General Data Protection Regulation
(GDPR) defines the data processing impacting personal privacy
to be: data collecting, recording, organising, structuring, storing,
adapting, alternating, retrieving, consulting, using, transmitting,
disseminating, aligning, combining, restricting, erasing and/or de-
structing (The European Parliament and the Council of the Euro-
pean Union, 2016b). As a matter of fact, by processing the data, the
personal information can be exposed to various threats which vary
from intentional criminal breaches to economical and social pur-
poses (Karnouskos and Kerschbaum, 2018; Parkinson et al., 2017).

Criminal threats are illustrated as intrusions, in-vehicle thieves’
attacks, tracking attacks or vehicle behaviour’s manipulation like
attacks discussed on Section 3. On the other hand, data can be
processed for social profiling, improving the commercial services
through LBS/ MaaS or tailored advertising and hence generating
social and economic benefits (Lim and Taeihagh, 2018). It can
also help disabled people, elderly and young kids to be followed
by their relatives (Collingwood, 2017). In addition, collected data
can contribute to the smartness of the city as it can reveal real
time information on traffic, road condition and the CO, emis-
sion (Karnouskos and Kerschbaum, 2018). This non-criminal inten-
tion remains harmless and very important for the vehicle integrity;
though, legal rights and data controllers have to be transparent
to data subjects for any required data processing (Parkinson et al.,
2017).

4.1. Technical mitigation solutions

Despite the intention, personal data recorded from ACSs has to
be kept anonymous and encrypted wherever transmitted and se-
curely stored. Cryptography and secure computation have been dis-
cussed in the literature as key technical solutions for preserving
personal data and location privacy. Statistical and machine learning
theories have been investigated as techniques that would preserve
the data confidentiality and anonymity without ownership restric-
tions or usage agreements.

4.1.1. Cryptography for personal data protection

As discussed in Section 3.2.2, privacy cannot be bypassed in
VANETs as the vehicle identity and location are shared with
RSUs, OBUs and TAs. Conditional Privacy-Preserving Authentica-
tion (CPPA) protocols have been introduced to make the TA
as the only partner who can extract the real vehicle iden-
tity which may be hidden using signed messages or vehicle’s
pseudonyms (Manivannan et al, 2020). Lu et al. (2019) as-
sessed that the anonymity is assured by using PKI based au-
thentication, identity based signature, certificateless signature or
group signature as cryptography mechanisms. Based on AKS,
Dibaei et al. (2020) presented further privacy preserving proto-
cols such as Group Signature and Identity-based Signature (GSIS)
and Privacy-Preserving Group Communication Scheme for VANETs



M. Benyahya, A. Collen, S. Kechagia et al.

(PPGCV) providing robust privacy protection within the vehicu-
lar network. Though, as any authentication based schemes, com-
putations and storage burden should be considered. Multiple re-
searchers (He et al., 2015; Karati et al., 2018; Wang et al., 2016a;
Wu et al., 2017) have introduced upgraded CPPA protocols and
lightweight algorithms which guarantee privacy requirements with
less computational and storage costs.

Additionally, encryption algorithms have been adapted for mul-
timedia data to protect visual personal data. In video surveil-
lance context, Asghar et al. (2019) defined the encryption ap-
proach to be the process of translating, completely or par-
tially, plaintext to ciphertext using SKS and AKS. Standard ci-
phers like AES were initially used for their level of security,
though more specific video encryption and lightweight algo-
rithms (Duong-Ngoc et al.,, 2020; Muhammad et al., 2018; Zarouk
and Souici, 2013), came afterwards to adhere the multimedia re-
quirements. Moreover, encryption theories have been combined to
redaction-based techniques like scrambling to localise and encrypt
recorded personal faces, however such algorithms require more
storage considerations as they increase the video size (Liu et al.,
2018).

Among cryptography solutions, Zero Knowledge Theory (ZKP)
is a promising protocol that is based on an exchange of mes-
sages between the prover and the verifier where the prover has
a secret but does not reveal information about it. However, the
prover should provide more information about his secret to es-
tablish the trust with the verifier (Wan et al., 2019). Theoretically,
the protocol is powerful and efficient for cryptographic applica-
tions, but the iterations for finding required proofs remain unprac-
tical and costly in real-world use. The ZKP theory was improved
in Wan et al. (2019) and Almuhammadi and Neuman (2005) by
reducing the number of iterations rounds and hence reducing its
costs; though, the additional collected information by the verifier
presents a risk for a future data leakage and again impacts the in-
dividual’s privacy.

4.1.2. Location privacy protection

Lu et al. (2019) defined the location privacy risk to be the
ability to link an entity’s spacial information to its identity. The
vehicle ID, timestamp and GPS coordinates that are transmitted
within CAM and DENM messages (also referred to as beacon mes-
sages Veitas and Delaere, 2018), are mainly used for collision
avoidance, transport services (MaaS), or customised LBS. However,
if eavesdropped, beacon messages may be reused for malicious
vehicle tracking, or to infer future vehicle movements based on
its past locations (Asuquo et al., 2018). Takbiri et al. (2017) clas-
sified location protection mechanisms into two main groups and
recommended their combination: anonymisation-based techniques
where the identity is concealed and obfuscation-based schemes
where the location is perturbed.

In anonymisation-based schemes, pseudonyms replace the ve-
hicle real identity and are changed periodically per the vehicle
speed and direction (Lu et al., 2019). Such schemes are illustrated
through Mix-zones or Silent approaches where beacon messages
can’t be easily eavesdropped as vehicles change their pseudonyms
frequently (Asuquo et al., 2018). Furthermore, Kang et al. (2016) in-
troduced pseudonym-changing synchronisation schemes to prevent
from location leakage while communicating with RSUs using ran-
dom identifiers.

Obfuscation-based schemes are used to make the unautho-
rised tracking difficult by decreasing the accuracy of location in-
formation on purpose (Lu et al.,, 2019). Such schemes aim to per-
turb position and beacon frequency to increase the tracker con-
fusion (Asuquo et al., 2018). Lim et al. (2017) demonstrated an
obfuscation-based solution to confuse the tracker while the loca-
tion privacy and the quality of LBS are preserved.
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4.1.3. Statistical and machine learning protocols

Differential Privacy (Dwork and Roth, 2013) and Randomised
Response (Wang et al., 2016b) techniques illustrate the promise
of learning useful information about a population while the in-
dividuals privacy is conserved. By adding random noise to a set
of data before learning from it, private inputs get hidden with-
out impacting the result accuracy (Nayak et al., 2016). Additionally,
the haystack privacy policy (Joy and Gerla, 2017) is another effi-
cient method preserving privacy using almost the same principle
as Differential Privacy and Randomised Response, but with larger
data owners participation. Applied to vehicular data, Zhang and
Zhu (2018) demonstrated a collaborative IDS on VANETs based
on differential privacy while Joy and Gerla (2017) showcased the
haystack privacy theory over CAV’s collected data. They assessed
that such algorithms represent a new vision for privacy protection
over vehicular training data sets.

Given the aforementioned theories, privacy can be technically
assured. However, the presented techniques won’t be enough if
ownership rights and legislation are not well defined while us-
ing public ACSs. In the discussion that follows, the focus is on
how individuals’ privacy can be protected from legal perspectives,
and what are the existing regulations controlling data governance
to enhance privacy and confidentiality on ACSs without impacting
their benefits.

4.2. Data privacy regulation

Personal data protection regulations govern the processing, us-
age, storage, and sharing of personal data. Those regulations have
been identified also to give the opportunity to data subjects, as
passengers in the case of ACSs, to consent or not to the use of their
own personal information and to decide about the type of data and
its relevant processing (Glancy, 2012). This section sheds light on
the existing mandatory data privacy regulations (hard laws) in ad-
dition to existing soft law guidelines supporting the protection of
personal information generated within the automated driving land-
scape as summarised in Table 5.

4.2.1. The European union regulations and initiatives

In the EU, the Data Protection Working Group 4 (WG4) of C-
ITS analysed multiple options to deem lawful processing of per-
sonal data (The Data Protection WG of the C-ITS Platform, 2016). In
the final report published in 2016, the WG4 assessed that the ex-
changed CAM and DENM (beacon messages) within the V2X envi-
ronment, is personal data requiring legal and technical protection.
Additionally, the WG4 highlighted the challenges on implementing
the consent in practice (Krontiris et al., 2020).

Besides, the Article 29 Working Party (WP29) did further anal-
ysis on data privacy protection (Article 29 Data Protection Work-
ing Party, 2017). In 2017, the WP29 provided guidance on the
processing of personal data in the context of C-ITS. Thereafter,
the European Data Protection Board (EDPB), successor of WP29,
published initially in January 2020 and updated in March 2021,
guidelines highlighting privacy and data protection risks. The EDPB
guide includes also recommendations on data protection by design
and by default, in addition to a simulation of five illustrations of
data processing within CAV environment (European Data Protec-
tion Board, 2020; European data Protection Board, 2021). More-
over, the guidelines focus on consent as the legal basis for pro-
cessing personal data inside the vehicle and through V2X com-
munications (Krontiris et al., 2020). The EDPB guidance incorpo-
rates both e-Privacy directive and GDPR (European Data Protection
Board, 2020). Although the guidelines are referring to the process-
ing of personal data in relation to the non-professional use of CAVs,
it could be perceived as a valuable guide for the protection of per-
sonal data for the public ACSs as well (ACEA, 2020).
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Table 5
Data privacy regulations summary.
Type European Global®
Hard Laws e-Privacy Directive (European Parliament and S.2182 SPY Car (Congress, 2019) H.R.3388 Self
the Council of the European Union, 2002) Drive (Congress, 2017) Australia Policy Paper
GDPR (The European Parliament and the (Australia, 2018) APPI (Personal Information
Council of the European Union, 2016b) Protection Commission, 2016)
Soft Laws | WG4 (The Data Protection WG of the C-ITS UNECE (UNECE, 2016; 2019) ICDPPC
Regulator Platform, 2016) EDPB (European Data (ICDPPC, 2017) IWGDPT (IWGDPT, 2018)
Bodies Protection Board, 2020; European data

Protection Board, 2021) GAIA-X

(GAIA-X, 2022) Data for Road Safety (Data for

Road Safety, 2021)

2 Limited to the cited countries in the present section.

The e-Privacy Directive (European Parliament and the Council
of the European Union, 2002) represents a mandatory standard ap-
plying to electronic communication networks and entities reading
from a terminal equipment within the European Economic Area
(EEA). Such terminal equipment can be identified as the ACS per
the EDPB definition (European Data Protection Board, 2020). The
e-Privacy directive sets rules of tracking technologies, and presents
fragmentation of legislation with an alignment to GDPR (Veitas and
Delaere, 2018).

The Regulation (EU) 2016/679 (“General Data Protection Reg-
ulation” GDPR The European Parliament and the Council of the
European Union, 2016b) replaced the directive 95/46/EC and con-
tains provisions and requirements related to the processing of per-
sonal data in order to protect fundamental rights and freedoms of
natural persons, the data subjects, and in particular their funda-
mental right to privacy and the protection of personal data. Inter
alia, the GDPR identifies new data governance roles (data subjects,
data controller, data processor and data protection officer) and in-
troduces the accountability principle as the cornerstone of personal
data processing.

According to the GDPR, the data should be processed lawfully
and fairly under transparency and minimisation principles (art. 5
and 6) GDPR) (The European Parliament and the Council of the
European Union, 2016b). In addition, the GDPR attributes rights
to data subjects as well as obligations for the data controllers
and data processors. The GDPR emphasises on data subjects rights
which vary from rights to transparent information access (art. 12,
13 and 15), right to rectification (art. 16), right to erasure (art. 17),
right to restriction of processing (art. 18), to right to be notified
in case of data breaches occurrence (art 33 and 34). Any failure of
the data controller and the data processor to comply with these
principles and not to protect the rights of data subjects, may re-
sult in fines (article 83). Applied to the ACS ecosystem, the shuttle
passengers and operators (if any) should be informed, with trans-
parency, and provide their consent about all the processing appli-
cable to their personal data in addition to being notified, under
circumstances, when cyber incidents take place and their personal
information may be leaked (or breached).

Moreover, the GDPR come up with technical and security com-
mitments that should be considered by data controllers to guaran-
tee data integrity and confidentiality. Articles 25 and 32 introduce
the concepts of Privacy by Design and by Default requiring the
implementation of risk management mechanisms and appropriate
mitigation techniques such as encryption, pseudonymisation and
data minimisation procedures from the outset (The European Par-
liament and the Council of the European Union, 2016b). The GDPR
also recommends a data protection impact assessment (DPIA) as a
useful practice within the design phase as detailed in articles 35
and 36 (European data Protection Board, 2021). As far as the pro-
cessing concerns personal data, the GDPR and the e-Privacy Direc-
tive are considered as the main regulations in the EU to protect
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individuals’ data within any deployed technology (European Data
Protection Board, 2019).

Furthermore, based on GDPR and ePrivacy regulations, new
initiatives and projects have emerged in the EU. One is GAIA-
X (Fabian Biegel et al., 2020) which has been merging to increase
data transparency and user trust. GAIA-X was launched in 2019
by stakeholders from business, politics and science fields to pro-
vide proposals on data protection rules and architecture standards
in many areas including mobility and smart cities (Federal Min-
istry for Economic Affairs and Energy, 2020). Data for Road Safety
is another initiative pushing for trustful and legal smart data ex-
change in the EU (Data for Road Safety, 2021). Data for Road Safety
discusses connected vehicles of all automation levels and gathers
partners from European Commission, industry, and governments to
reach cooperative, trustworthy and free of charge vehicles data ex-
change with respect to the European regulations.

4.2.2. International initiatives

Not limited to the EU, some governments have either enacted
laws on the protection of personal data or published guidelines
that provide useful recommendations addressing privacy concerns
in the automated driving environment. As CAVs had started enter-
ing the market, some countries (e.g. USA and Australia) have in-
cluded automated driving concerns to their data protection regula-
tions, while others (e.g. Japan) are still adjusting the broad laws
that are not specific to driverless ecosystem, though applicable
to the protection of personal data or privacy (Costantini et al.,
2020; Lim and Taeihagh, 2018; Taeihagh and Lim, 2018). To illus-
trate, the USA government published dedicated acts for highly au-
tomated vehicles in a wide scope including ACSs. The S.2182 SPY
Car (Congress, 2019) and the H.R.3388 Self Drive (Congress, 2017)
Acts oblige OEM to develop written privacy plans prior to offer-
ing or importing CAVs. The acts highlighted that the privacy plan
must be developed with respect to the collection, use, sharing
and storage of personal data. Within the privacy plan, the ve-
hicle passengers should be notified about the privacy policy un-
less the personal data is anonymised or encrypted. Similarly, Aus-
tralia (Australia, 2018) published their dedicated regulations on
protecting personal data within the automated driving environ-
ment. On the other hand, in Japan, Act on the Protection of Per-
sonal Information (APPI) (Personal Information Protection Commis-
sion, 2016) is the main data protection law but with a broad scope.
The regulation came into force in May 2017 addressing the indi-
vidual's information standalone or comprised with other data en-
abling the inference of the personal information which makes the
law applicable to CAVs environment. According to articles 82 to 85
of the APPI, any violation of the act would lead to fines or impris-
onment.
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4.2.3. Intergovernmental initiatives

Additionally, at an intergovernmental level, the UNECE with its
56 governments as member states, made noteworthy efforts re-
garding the protection of personal data within CAVs environment.
In 2016, the Informal Working Group on Intelligent Transport Sys-
tems and Automated Driving published guidelines proposal on cy-
bersecurity and data protection (UNECE, 2016). The guidelines em-
phasises on data protection by default and by design. The report
also assessed that data processing systems installed within an au-
tomated vehicle have to be data protection friendly. In 2019, UN-
ECE published a framework document on CAVs where they identi-
fied the key principles of safety and security including Data Stor-
age System for Automated Driving vehicles (DSSAD) (UNECE, 2019).
The purpose of DSSAD is to establish legal data processing within
a crash investigation context with respect of the national and re-
gional data protection laws.

Furthermore, annual forums and international conferences con-
tribute to setting the data privacy regulations for the driverless
environment. In 2017, the International Conference of Data Pro-
tection and Privacy Commissioners (ICDPPC) adopted a high
level resolution on CAVs where regulation bodies and OEMs were
called to adopt privacy by design and privacy by default at
every stage of the vehicle’s devices and services development
(ICDPPC, 2017). In a more detailed report, International Work-
ing Group for Personal Data Protection in Telecommunications
(IWGDPT) adopted a working paper on CAVs discussing the type of
data to be protected and recommendations to the multiple stake-
holders (IWGDPT, 2018). The IWGDPT working paper also listed
the privacy risks to be: lack of transparency, unlawful processing,
unauthorised secondary use, excessive collection, lack of control,
inadequate security, and lack of accountability.

4.3. Data privacy summary

To cover multitude nuances of RQ3 in this section, we investi-
gated and identified the key privacy preserving theories that are
commonly used in general IT contexts and applied them to the
ACS scope. We identified relevant cryptography protocols to as-
sure authentication of vehicular information, or hide visual data
within the mini-buses cameras’ recordings. Other powerful proto-
cols anonymising personal identities or obfuscating vehicles’ loca-
tions were discussed respectively. Such policies are very promising
and highly recommended if not obliged by the discussed hard laws
such as the GDPR.

Though, such mechanisms remain vulnerable to re-
identification risks that can lead to easily infer or predict in-
dividuals and/or location attributes (Cormode, 2011; Kawamoto
and Murakami, 2018). In other words, machine learning techniques
implementing anonymisation requirements, such as Differential
Privacy, Randomised Response and haystack privacy, as cited in
Section 4.1, allow to recognise a person from mining non-personal
inputs or by combining multiple data sets. With such a gap
between technical implementations and legal provisions, the strict
deployment of regulations may fall short in some real world situ-
ations. Hence, the application of a legislation has to be adapted to
the context and type of data which can vary within the processing
and the eventual reverse engineering technologies.

To conclude, and as an answer to RQ2, it is true that the de-
ployment of the most pointed privacy preserving theories and the
existing laws and regulations certainly increases data transparency
and guarantees lawful processing. However, the de-anonymisation
risk is never zero and personal data can still be somehow con-
sumed and generate benefits for data controllers and third parties.

A more appropriate approach to overcome such shortcomings
is to consider any technical mitigation technique or legal text
on a case-by-case basis and/or as cooperative guidelines built by
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data controllers, policy makers, ACS’ stakeholders and standardis-
ation bodies that should be frequently updated to cope with the
ACS evolving technologies. The following section presents stan-
dards and standardisation bodies’ efforts on protecting the vehicu-
lar ecosystem from cybersecurity and data privacy breaches.

5. Standards

As in the automotive sector, ACSs stakeholders have been col-
laborating with standardisation bodies to build up measures and
processes addressing security and privacy challenges. According
to ENISA (ENISA, 2020a) relevant standards can be classified into
three groups: Automotive where mainly ISO, SAE and Automo-
tive Open System Architecture (AUTOSAR) have identified secu-
rity framework and road maps over the in-vehicle components.
The second group is the cooperative communication where ETSI
working groups have outlined technical specifications on ITS. Fi-
nally, the third one is the generic cybersecurity group combin-
ing ISO and International Electronical Commission (IEC) collabora-
tions. Beyond ENISA’s classification, noteworthy efforts from other
standardisation bodies such as European Committee for Standard-
ization (CEN)-European Committee for Electronical Standardisation
(CENELEC), BSI, and World Wide Web Consortium (W3C) are inves-
tigated and reviewed in this section as summarised in Table 6.

5.1. International organization for standardization (I1SO)

ISO standards can be generic and transverse but still rele-
vant to vehicular environment. The ISO 9001 (ISO, 2015), cov-
ering quality management requirements, can be relevant to any
organisation regardless its services or products. In collaboration
with IEC, the ISO/IEC 27K standards series (ISO, 2018a) came
up to address information security and risk management con-
trols. For more cybersecurity focused standards, there are the
ISO/IEC 15408 (ISO, 2022), ISO/IEC 18045 (ISO, 2014) and ISO
20077/78 (ISO, 2018b; 2019a) which present general cybersecu-
rity processes recommendations and computer security certifica-
tions. Additionally, ISO/IEC 20243 (ISO, 2018d) aims to reduce the
risks related to malicious hardware or software. ISO standards em-
bed also generic road vehicle safety requirements like ISO/PAS
21,448 (which will be replaced by ISO/DIS 21448) (ISO, 2019b), ISO
26262 (ISO, 2018c¢) and the last ISO/CD 24089 (ISO, 2021e) which is
under development to discuss specifications for the vehicles’ soft-
ware updates.

To incorporate cybersecurity considerations in the vehicle en-
vironment, the ISO/TC22 working group joined their efforts to
SAE and established the ISO/SAE 21434 (ISO, 2021h). The ISO/SAE
21,434 is a descendent of SAE J3061 which sets high level guide-
lines of cybersecurity approaches based on a life-cycle frame-
work definition (Schmittner et al., 2016). Based on the SAE ]J3061,
ISO/SAE 21,434 aims to achieve a common understanding of se-
curity by design over the entire supply chain in order to re-
duce the potential cybersecurity threats. ISO/SAE 21,434 covers
also risk management requirements by referring to the generic ISO
3100 (Schoitsch and Schmittner, 2020). Nevertheless, the standard
draft has been criticised by Macher et al. (2020) as being ambigu-
ous since processes are described at a high level without prescrib-
ing specific technologies to countermeasure cybersecurity threats
on the CAVs’ environment. As further efforts from the ISO/TC22,
ISO/SAE PAS 22,736 (ISO/TC22, 2021) came to update the taxon-
omy of the six levels of automation that was initially defined in
SAE ]J3061. To that end, other standards such as ISO/DPAS 5112
might provide more visibility on automotive cybersecurity audit-
ing (ISO, 2021b).

In the context of ITS, ISO founded ISO/TC 204 working groups
who have been developing standards supporting the integration
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Table 6
Standards summary.
S.Body Standard ID Scope Description Status
ISO ISO 9001 (ISO, 2015) Generic Quality management systems Published
ISO 27K (ISO, 2018a) Generic Information security and risk Published
management controls
ISO/IEC 15408 (ISO, 2022) Cybersecurity Evaluation criteria for IT security Published
ISO/IEC 18045 (ISO, 2014) Cybersecurity Methodology for IT security Published
ISO/IEC 20077 (ISO, 2018b) Vehicle Cybersecurity Extended vehicle communication Published
ISO/IEC 20078 (ISO, 2019a) Vehicle Cybersecurity Extended vehicle web services Published
ISO/IEC 20243 (ISO, 2018d) Cybersecurity Threats related to malicious Published
hardware or software
ISO/PAS 21448 (ISO, 2019b) Road vehicle safety Safety of the intended Published
functionality
1SO 26262 (ISO, 2018c) Road vehicle safety Functional Safety Published
ISO/CD 24089 (ISO, 2021e) Vehicle software Vehicle software update Under development
update
ISO/SAE 21434 (I1SO, 2021h) Vehicle Cybersecurity Cybersecurity engineering Published
ISO/SAE PAS 22736 (ISO/TC22, ITS Taxonomy and definitions for Published
2021) automation systems
ISO/DPAS 5112 (ISO, 2021b) CAV’s Audit Guidelines for auditing Under development
cybersecurity engineering
ISO/TS 21177 (ISO, 2019c¢) ITS Security and authenticity Published
requirements for V2X
ISO 22737 (ISO, 2021c) ACS Low-speed automated driving Published
systems for predefined routes
ISO 24014 (ISO, 2021a) Public Transport Interoperable fare management Published
system
ISO/AWI 21734 (ISO, 2021d) Automated driving Connectivity and safety functions Under development
buses
ISO/AWI TR 23254 (ISO, 2021f) ITS CAVs’ architecture Under development
ISO/AWI TS 22726 (ISO, 2021g) ITS Dynamic data and map database Under development
specification for CAVs
ISO/PWI TR 5255 (ISO, 2020) ACS Mobility integration low-speed Under development
automated driving architecture
1S07856 (IS0, 2022) ACS Remote support for low-speed Under development
automated driving
ISO/TR 21186-3 (ISO, 2021i) C-ITS Security guidelines on the usage Under development
of standards
AUTOSAR AUTOSAR 402 (AUTOSAR, 2009a) In-vehicle Specification of crypto service Published
Communication manager
AUTOSAR 438 (AUTOSAR, 2009b) In-vehicle Specification of crypto abstraction Published
Communication library
AUTOSAR 654 (AUTOSAR, 2017) In-vehicle Specification of secure onboard Published
Communication communication
AUTOSAR 664 (AUTOSAR, 2015) Vehicular Software Overview of functional safety Published
measures
ETSI ETSI TR 102 893 (ETSI, 2010a) ITS Threat, vulnerability and risk Published
analysis
ETSI TS 102 731 (ETSI, 2010b) ITS Security services and architecture Published
ETSI TS 103 097 (ETSI, 2017) ITS Security header and certificate Published
formats
ETSI TS 102 940 (ETSI, 2018) ITS Communications security Published
architecture and management
ETSI TS 102 941 (ETSI, 2019) ITS Trust and privacy management Published
ETSI TS 102 942 (ETSI, 2012a) ITS Access control Published
ETSI TS 102 943 (ETSI, 2012b) ITS Confidentiality services Published
ETSI EN 302 637-2 (ETSI, 2014) ITS CAMs specifications Published
PAS PAS 1885:2018 (BSI, 2018b) Vehicle Cybersecurity The fundamental principles of Published
automotive cyber security
PAS 11281:2018 (BSI, 2018a) CAV Impact of security on safety Published
PAS 1880 (BSI, 2020a) CAV Guidelines for developing and Published
assessing control systems
PAS 1881 (BSI, 2020b) CAV Assuring the safety of automated Published
vehicle trials
W3C Candidate (Gavigan et al., 2018) Vehicle Cybersecurity Vehicle information service Under development

Editor’s Draft (Lee et al., 2021)
WG Note (Reshetova and
McCool, 2019)

Vehicle Cybersecurity
IoT

specification
Vehicle information access API
Security and privacy guidelines

Under development
Under development

of CAVs and ACSs (ISO/TC204, 2019). Among the ISO/TC 204 ef-
forts, ISO/TS 21177 (ISO, 2019c) was published to specify secu-
rity and authenticity requirements for the exchanged data among
OBUs, RSUs and TAs. The ISO/TS 21,177 will be replaced by ISO/CD
21,177 which is under development. The ISO 22737, which was
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published in July 2021, came up with the system requirements for
the specific ACS case operating at level 4 of autonomy and with
low-speed configuration (ISO, 2021c). ISO/AWI 21734 (ISO, 2021d)
is a promising standard on which ISO/TC 204 is still progressing
to present connectivity and safety requirements for the deploy-
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ment of CAVs into public transportation through automated driv-
ing buses of all sizes. Moreover, and within the public transporta-
tion scope, the ISO 24014 (ISO, 2021a) was published in January
2021 and which highlights security management and identifica-
tion schemes for all public transportation vehicles including the
automated mini-buses. The ISO/TC 204 working groups are still
developing further standards related to CAVs such as ISO/AWI TR
23254 (ISO, 2021f), which is about designing a high level referen-
tial architecture, and ISO/AWI TS 22726 (ISO, 2021g) for the ve-
hicles’ map database specifications. Further standards are still on
early stages but they are dedicated to ACSs such as ISO/PWI TR
5255 (ISO, 2020) discussing low-speed automated driving system
architecture and 1SO7856 (ISO, 2022) presenting the specifications
for ACSs remote assistance.

5.2. Automotive open system architecture (AUTOSAR)

Automotive industry has also pushed to standardise security
approaches over on-board systems through their collaboration on
AUTOSAR standards. AUTOSAR series tend for securing in-vehicle
communication networks and ECUs, protecting data confidentially
and implementing cryptography (Furst and Bechter, 2016) as de-
tailed in Table 6. However, following AUTOSAR security specifica-
tions like AUTOSAR664 does not imply the vehicle compliance to
ISO standards like ISO 26262 (AUTOSAR, 2015).

5.3. European telecommunication standards institute (ETSI)

Besides, ETSI is a European standard Organisation propos-
ing many standards related to security and privacy on the
ITS (ETSI, 2018). ETSI TC ITS WG5 working group focuses on
identifying threats and their countermeasures, specifying require-
ments and building standardised architecture for CAVs communi-
cations (Lonc and Cincilla, 2016). Table 6 describes ETSI releases
ensuring privacy preserving communication, exchanged certificates
with RSUs, secured message formats, and PKI implementation.

5.4. European committee for standardization-European committee for
electronical standardisation (CEN-CENELEC)

CEN founded CEN/TC 278 as the European ITS committee since
2013. Among its working groups, CEN/TC 278/WG16, which is fully
joined with ISO TC 204 WG 18, has been focusing on V2I and
V2V communications’ standardisation (CEN/TC278, 2021a). The key
published standard to cite within the context of security and data
privacy is CEN ISO/TR 21186-3 (CEN/TC278, 2021b; ISO, 2021i)
which provides guidelines on access control, and PKI for a secure
automated driving ecosystem. Moreover, CEN/TC 278/WG17 focuses
on urban ITS and has been developing new sets of standardisa-
tion initiatives dealing with the integration of CAVs to the urban
infrastructure (CEN/TC278, 2018). The CEN/TC 278/WG17 publica-
tions represented first drafts of the ISO TC204/WG19 efforts once
the two groups joined their contributions (Foss and Evensen, 2019).

Additionally, CEN and CENELEC consolidated their collaboration
by creating CEN-CENELEC as a platform for the development of Eu-
ropean standards through a wide range of sectors including trans-
portation and information technologies (CEN-CENELEC, 2021). In
collaboration with the European Commission, ISO, and other stan-
dardisation bodies, CEN-CENELEC created the CEN/CLC/JTC13 tech-
nical committee acting on cybersecurity and data protection field
on a broad scope (CEN, 2021). As published on CEN-CENELEC pro-
gram for 2021 (Cen-CENELEC, 2020), CEN/CLC/JTC13 aims to de-
velop new cybersecurity standards for the IoT sector and privacy
by design and by default within the context of the GDPR.
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5.5. DATEX-II

Furthermore, transportation data exchange in Europe is
controlled by DATEX II which is the road transport stan-
dard (Costantini et al., 2020). DATEX II was launched by CEN to
address traffic data sharing and transmission including transmit-
ted data in cooperative and connected mobility (DATEX-II, 2022b).
Among its specifications, DATEX II 3.1 proposes a standardised
message format between vehicles and RSUs which support the
standardisation of V2I communication (DATEX-II, 2022a).

5.6. Publicly available specification (PAS)

BSI, the UK standardisation body, has developed a series of
Publicly Available Specification (PAS) standards dedicated to CAVs
cybersecurity related topics. PAS 1885:2018 (BSI, 2018b) repre-
sents a high level set of guidelines discussing the fundamental
principles of cybersecurity over the development and use life-
cycle. Additionally, PAS 11281:2018 came afterwards with more
detailed recommendations for managing security risks impact-
ing the safety (BSI, 2018a). Newer BSI standards such as PAS
1880 (BSI, 2020a) and PAS 1881 (BSI, 2020b) should be considered
as they are acknowledging the consequences of cyber attacks over
the vehicle safety.

5.7. World wide web consortium (W3C)

The W3C, specialised on developing web standards, has two
working groups who published candidate standards, applicable to
the vehicular environment, and which are intending to become
standards according to W3C documentation classes W3C (2022).
W3C has launched the Automotive Working Group who proposed
on 2018 a recommendation on the Vehicle Information Service
specification (Gavigan et al., 2018). The recommendation specifies
how the in-vehicle system, that is responsible for exposing vehicle
signals and data to on-board clients, communicates with other ve-
hicles and devices via WebSocket. The recommendation advocates
security access control mechanisms such as token and encryption
using PKI. The Automotive Working Group has also published the
Vehicle Information API Specification providing access restrictions
to the vehicle data (Lee et al,, 2021). The second working group
is the WEB of Things working group who is focusing on standards
enabling integration across IoT systems including IoV. In Novem-
ber 2019, the group disclosed a non-normative guidance of security
and privacy using threat model describing the key security stake-
holders, potential attackers and attack surfaces of IoT systems in a
generic view (Reshetova and McCool, 2019).

5.8. Standards summary

Through an in-depth review of the core standardisation actors,
this section presented a selection of key standards that are appro-
priate to cybersecurity and data privacy within the driverless en-
vironment. Additionally, since the initiation of the present work, a
tracking of all new standards’ related publications was conducted
to provide up to date analysis and findings that keep pace with the
rapidly evolving technologies of the ACS landscape.

Under the auspices of ISO standards, including their joint efforts
to CEN-CENELEC, the ISO/TC22 and ISO/TC204 conceived a rich di-
rectory of standards for cybersecurity daunting challenges within
ITS and smart cities. The recently published ISO/SAE 21,434 rep-
resents the most eagerly awaited standard covering cybersecurity
guidelines for road vehicles. Though, the standard scope is broad
enough to wrap all vehicles with electrical and electronic systems
that can match any SAE automation level. Likewise, the ISO/SAE
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21,434 scope covers only the in-vehicle component and not exter-
nal systems through which potential attacks can occur. Hence, fur-
ther standards need to be joined to the flamboyant ISO/SAE 21,434
for a more comprehensive security assessment. Even in their lar-
val state, other standards remain constructive and more specific to
ACSs such as ISO/AWI21734, ISO/PWI TR5255 and [SO7856. How-
ever, they are not directly addressing the cybersecurity risks.

Besides, AUTOSAR, ETSI and PAS published alluring guidelines
on implementing security by design at different layers within a
connected vehicular environment; still they need to be upgraded
to tackle highly automated vehicles such as ACSs. Regarding data
privacy concerns, DATEX-II is standardising the exchanged mes-
sages within the vehicular context, while W3C is working on more
specific privacy guidelines within IoT settings. However, both ef-
forts remain generic without approaching specific measures on
protecting personal data within the ACS that has different data
controllers.

As a matter of fact, the answer to our RQ4 is foreseen to be
a partial and temporal “NO”, as the existing standards need some
leveraging, fusion and enhancement to build a comprehensive se-
curity framework which is intended to be our future work as dis-
cussed in Section 6.

6. Discussion & future work

With the intrinsic super smart in-vehicle components (hard-
ware and software), its rich input and output data, and their com-
munication with anything and everything, the ACS might not reach
complete cyber safety without being built within a standardised
framework and strong policies. However, some future work is still
required and limitations should be noted. The present section de-
picts the required efforts from security, privacy and standardisation
perspectives.

6.1. Future work related to security certification

Reaching a complete secure vehicular system seems to be im-
possible according to Linkov et al. (2019). Therefore, an effective
strategy would not be eliminating them but being prepared for
their occurrence and knowing how to adequately react to their
impact. Consequently, as a future work, we are currently working
on proposing a certification model using security- and privacy-by-
design approaches to establish a thorough security audit. We el-
evate the results of the present work further by evaluating the
existing standards, which thereafter are processed (selecting the
best standards, propose improvements and make them more spe-
cific towards the CAV ecosystem) to constitute the skeleton of our
proposed certification model. To this end, the certification model
will tie together the organisational procedures, risk and threat as-
sessment approaches and recommendations of the most adequate
patching, scanning and penetration testing methods. Thereupon,
our intended certification model would present the road map for
security auditing of highly automated vehicles.

6.2. Future work related to data privacy

With regard to the privacy by design of ACS, there is a need to
have more clarity on the various technical measures implemented
at the ACS such as anonymisation and pseudonymisation. Still
there is much debate about the effectiveness of the anonymisation
technologies and the inherent risk to de-anonymize data by us-
ing reverse engineering technologies or by combining anonymized
data with other information leading to identify a person. As a fu-
ture work, we are progressing on identifying the compatibility of
privacy laws with security technologies focusing on the gap be-
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tween the legal definitions and the technological implementation
of pseudonymisation and anonymisation.

6.3. Work limitations

Furthermore, the number of standards from various standard-
isation bodies at any stage, published or under development,
changes very often which requires a recurrent update of the stan-
dards findings. Moreover, multiple standards can be overlapping,
like ETSI standards that are partly rivalling with CEN and ISO sets;
which let the concern open to the OEM or the service provider to
select the standard to which they are seeking compliance. Finally,
the cost to dive deeply into some standards represents a real limi-
tation of the present review since the research was done based on
the standard description or through free institutional resources.

7. Conclusion

With the advancements in the domain of CAVs, authorities are
looking into integrating these, as ACSs, into the traditional pub-
lic transports, either to extend or to replace existing services. The
introduction of the ACS brings promise of great benefits to its citi-
zens, especially for those with special needs, making public trans-
port more personalised. However, as with everything Internet ca-
pable, it inherits its flaws and dangers in addition to being a ‘new’
vehicle that is still in its infancy. As the use of these mini-buses are
intended to no longer have a driver (legally still required in many
countries), it is up to the services provided to its users to ensure a
comfortable and safe journey. This endeavour involves a significant
amount of digital services and a complex infrastructure for oper-
ating a fleet of automated mini-buses, which require always to be
connected and communicating in real-time.

Consequently, the goal of the present work is to provide a
united and collated source of references for any researcher to
look into when analysing associated cybersecurity and data pri-
vacy risks of integrating ACS in his/her city on the way to the fu-
ture development. We want to have a holistic approach to include
three facets of the risk plan (security, data protection, standards)
in a singular framework for ACS integration into smart cities’ oper-
ational environment.

In each facet, extensive analyses have been provided by point-
ing out the gaps and shortcomings in regard to this comprehen-
sive view. A systematic categorisation and a mapping within each
of the domains provides structuring and clarity on the scope of
the threat landscape and efforts by the research community, the
authorities and public & private organisations. Furthermore, based
on a thorough investigation of the latest technologies and regula-
tors efforts, the paper provides a novel and up to date reference
of threats, technical and legal mitigation strategies to the ACS as a
specific case of the IoV domain.

For cybersecurity, we defined two layers on which cyber attacks
can occur, ‘in-vehicle threats’ dealing with the internals of the ve-
hicle and ‘communication threats’ that includes all different types
of possible communication that may influence the operation of a
mini-bus. The attack surfaces have been further analysed and asso-
ciated mitigation techniques have been aggregated into six mitiga-
tion strategies providing in-depth technical review relevant to ACS
and their commonalities with CAV, ITS and oV landscape. As the
human factors in greatly to any effective defence strategy, cyberse-
curity regulations are essential to any ICT infrastructure. This work
looked at the main key players from different governmental au-
thorities EU, UK, USA, Japan as well as intergovernmental working
groups. In regard to the data privacy, clarity is provided through
identification of the laws, guidelines and recommendations from
the different regulatory bodies (key players). Three major technical
mitigation solutions were analysed concerning the safe storage and
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transmission of data and are highlighting the importance of em-
ploying good data privacy solutions. The data privacy regulations
have been summarised into the hard and soft laws, aggregating the
most relevant regulations and laws from EU, international and in-
tergovernmental initiatives, while underlining the new efforts be-
ing made towards CAVs. The last domain, summarised the main
(seven) standardisation bodies and their standards regarding the
cybersecurity and data privacy. It further provides insights in how
these organisations operate, joined efforts and specialise in specific
domains relevant to the ACS ecosystem.

This work brought together the key pieces of information on
cybersecurity and data privacy relevant to the exploitation of ACSs.
It can be summarised that great efforts are made in each of the
domains and are expected to continue alongside the evolvement
of the CAV, ITS and IoV in terms of technological progress, deploy-
ment environments (urban, suburban and rural requirements) and
business-models & services (inter-transport connectivity, advertise-
ment strategies, on-demand flexibility).
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