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Based on a refinement of the ISO/IEC 29100, 
the privacy impact is analysed to reflect data 
sensitivity, linkability and the deployed 
mitigation techniques.

To compute the privacy impact, a privacy weight 
is associated to the impact value. 

The impact level is derived from the impact sum 
wrapping up the safety, financial, operational 
and privacy impact. 

Background

For ganular analysis of the damage scenarios, the 
ISO 27000 CIA triad is extended to consider: 
(i) identification tracking and profiling attacks, 
(ii) system or data users' responsabilities and 
(iii) overall compliance to GDPR or other legislations.

CAVs' cutting edge technologies represent advantageous 
conditions for cyber attacks and data breaches.

Personal Identifiable Information (PII) data is likely to be 
collected and processed (eg route taken, stop points) in the 
CAV's environment.

TARA was manadated by ISO/SAE 21434 and UNECE R155 
to ensure acceptable level of risk with regard to 
cybersecurity requirements.

Privacy threats and their related 
impacts are not adequatly addressed 
in TARA.

Threat scenarios are derived using 
STRIDE but not based on a privacy 
oriented threat modeling tool.

Unlike safety and financial impacts, 
privacy and operations impacts are 
underestimated: 

Identifying improvement avenues for 
a granular privacy assessment.

Extending CIA properties to include 
privacy goals.

Associating STRIDE and LINDDUN 
threat classes to the GDPR for threat 
scenarios identification.

Enhancing the privacy impact by 
assigning a weight reflecting data 
sensitivity, linkability and the 
mitigation techniques in place.

Analyse the relationship between the 
privacy risks evolvment and the 
vehicle SAE level. 

Define a computation method for 
Privacy Assurance Level (PAL) similar 
to the Cybersecurity Assurance Level 
(CAL) but dedicated to data privacy. 

Consider privacy threats in assessing 
the residual risk (the risk of unknown 
threats) within the TARA process.

 
(  ) automated tool for security threats modelling
(  ) not adapted to data privacy threats  

(  ) focused on privacy threats
(  ) does not address all GDPR requirements
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Merging STRIDE & LINDDUN to GDPR for an improved threat modelling

Ports
OBD II, USB,...

ECU

RSU RSU

Base Station

Internet

DSRC, 
IEEE 
802.11p, 
WAVE, 
4/5G, 
Zigbee,....

OBU

VM

In-Vehicle 
communication
CAN, LIN,...

V2V

V2I

V2X

Sensors
GPS, LiDAR, 
RADAR,...

Privacy-Enhancing 
Threat Analysis and Risk Assessment 
for Connected and Automated Vehicles


