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E V E LY N E  S T U D E R

J A C Q U E S  D E  W E R R A

In spite of the growing risks posed by cyber-attacks, the legal fallout and, specifi-
cally, the civil liability resulting from such attacks is still unclear and raises complex 
legal issues namely because of the diversity of potentially applicable liability re-
gimes (which include personal data and product liability regulations). It may thus be 
that legislative action on this issue will be warranted at some point in the future.

REGULATING CYBERSECURITY
What civil liability in case of cyber-attacks ? [1]

1. INTRODUCTION
The issues of cybersecurity and cyber-attacks have progres-
sively reached the top of the agenda of companies and govern-
ments alike due in no small part to the recent global waves of 
severe cyber-attacks. Cyber-attacks are no longer potential 
futuristic risks or threats but very real events that affect both 
businesses and individuals as a result of our society’s increas-
ing dependency on information and communications tech-
nologies [2]. Particularly as regards businesses, any one of 
them could be targeted: the former CEO of Cisco Systems, John 
Chambers, famously stated in this respect that “[t]here are only 
two types of companies: Those that have been hacked and 
those that don’t know they have been hacked” [3].

Even though no unique definitions of the terms “cyberse-
curity” and “cyber-attacks” have been adopted at the global 
level [4], we shall consider here that “cybersecurity” covers “the 
collection of tools, policies, security concepts, security safe-
guards, guidelines, risk management approaches, actions, 
training, best practices, assurance and technologies that can 
be used to protect the cyber environment and organisation 
and user’s assets” [5] and that “cyber-attack” refers to the in-
tentional disruption of an information system’s confidenti-
ality, integrity, or availability (also known as the CIA triad in 
the information security industry [6]) [7].

In the rising tide of cyber-attacks, it is crucial to identify 
what civil liability-related risks are associated with such at-
tacks under existing law [8]. Further, at the policy level, it is 
important to explore what regimes of liability can create se-
curity-enhancing incentives without causing adverse side ef-
fects, such as the stifling of innovation.

Liability is a central element of the cybersecurity/cyber-at-
tacks debate. The reason, as computer security expert Bruce 
Schneier succinctly put it, is that “liability changes every-
thing” [9]. The power to enhance cybersecurity and to miti-
gate cyber-attacks lies today in the hands of the private sec-
tor [10]. Since developing and maintaining a robust cyberse-
curity infrastructure entails costs, sufficient incentive – created 
namely through legal liability – must exist in order to moti-
vate the industry to work towards a high level of cybersecu-
rity [11]. As Schneier puts it, “[t]he only way to convince ven-
dors to actually fix the problem [of insufficient cybersecu-
rity] is to make it in their financial interest to do so” [12]. 
Failing a sufficient incentive for voluntarily actions, compa-
nies will undertake a cost-benefit analysis that might well 
show that the cost of designing and implementing robust cy-
bersecurity measures against hostile cyber-intrusions and of 
fixing vulnerabilities/design flaws in the first place is ulti-
mately higher than the loss that may result from such cy-
ber-intrusions. However, much as incentives to make the IT 
infrastructure more resilient to hostile cyber-intrusions are 
necessary, they are currently lacking [13].

Businesses in various industries have generally resisted 
the imposition of legal cybersecurity responsibility based on 
the (fair) argument that there is no such thing as perfect cy-
bersecurity, particularly when it comes to software, in view 
of the notorious unfeasibility of developing absolutely secure 
code [14]. Businesses also claim that the introduction of strin-
gent liability risks impeding innovation and therefore para-
lyzing the industry [15]. The end result is that cybersecurity 
in the private sector is in a poor state, and that public security 
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and the society as a whole are bearing the cost of adverse 
cyber events [16]. Consequently, a growing number of ex-
perts argue that liability for damages caused by hostile cy-
ber-intrusions which could have been reasonably preventable 
should be introduced and assigned to private industry stake-

holders since vulnerabilities, defects or insufficient cyberse-
curity in their infrastructure, software, or products created 
the opportunities for the intrusion in the first place. Yet, con-
struing such a legal and policy framework is no easy feat and 
has until now eluded lawmakers.

Under existing law, the legal exposure of a business tar-
geted by a cyber-attack is difficult to assess. This is largely 
due to the many unresolved questions that the allocation of 
liability poses in such a case. In particular, it poses the ques-
tion of due care and the related threshold question as to what 
level of cybersecurity might be deemed reasonable and ap-
propriate so that, notwithstanding an attack, no liability can 
be assigned to the victim. Adding to the complexity of this 
question is the fact that any regulatory standard of “reason-
able cybersecurity measures” will likely vary depending on 
the context and the nature of the affected data.

Further, the allocation of liability raises the question as to 
whether liability could be imposed in situations of potential 
secondary liability [17]. For instance, in a case where a cyber- 
attack on a corporation causes harm to third parties (which 
does not constitute a personal data breach, see below subpart 
2.2.2), could liability to the third parties be imposed on the 
target of the attack for failing to prevent or protect against 
the malicious attack, thereby putting it in a “victim-defend-
ant” position [18]? If so, what act or omission would be 
deemed a “legally relevant contribution”, sufficient to estab-
lish secondary liability [19]?

Besides, questions arise in situations that involve a chain of 
parties that may have contributed, albeit unintentionally, to 
the cyber-attack. Take the example of the recent WannaCry 
ransomware that spread throughout the Internet and af-
fected Windows-based computer systems that were running 
on outdated software [20]. The attack caused disruptions at 
countless places, including hospitals, businesses, and uni-
versities [21]. A stream of (potential) liability flows from the 
attack with various parties to blame for it. Such parties in-
clude not only the programmers of the malware and the hack-
ers’ group, but also potentially the users who failed to install 
the Windows security patch as the vulnerability was discov-
ered and the patch announced, and Microsoft, as the soft-
ware vendor, which wrote the insecure code in the first 
place [22]. It is unclear how liability will be allocated (if at all) 
between such parties [23]. In particular users (including busi-

nesses) that failed to install the Windows security patch 
could potentially face legal actions (not limited to civil ac-
tions) for lax cybersecurity or for the negligent failure to de-
liver services following the attack [24]. As a side note, digress-
ing from the issue of civil liability, it is noteworthy that some 
predict that businesses that failed to update their software 
could face scrutiny from the U.S. Federal Trade Commission 
(FTC) for misrepresenting their data privacy measures [25].

The difficulty of allocating liability when several parties 
are involved also arises when a multitude of actors are in-
volved in a particular process or environment. This is namely 
the case in the Internet of Things (IoT) context, where a complex 
chain of interconnected products stem from different suppli-
ers, such as software vendors or sensor manufacturers [26]. 
For instance, if a smart phone from manufacturer A that runs 
IoT software created by third party software developer B were 
the target of a security hack made possible by a software vul-
nerability in the software of developer B, it is unclear who 
would be held liable for any resulting damage.

In view of the above, the aim of this article is to identify se-
lected issues relating to the problem of civil liability expo-
sure in the event of a cyber-attack (see below II) [27] and to lay 
out a number of policy considerations regarding such issues 
(see below 3).

2. CIVIL LIABILITY FOR CYBER-ATTACKS
Companies currently face a great deal of uncertainty when 
assessing the risk of legal liability that may arise from or fol-
lowing a cyber-attack. This issue is compounded by a frag-
mented and evolving legal landscape [28]. The following sub-
parts will consider selected cases of civil liability [29], whereby 
civil liability generally falls into one of two categories: con-
tractual liability (see below 2.1), or non-contractual (tort) lia-
bility (see below 2.2).

2.1 Contractual liability. In presence of a contractual rela-
tionship, such as between an Internet platform and its users, 
the user who suffers a damage as a result of a cyber-attack 
could potentially bring a contract-based action against his or 

her contractual partner on the basis of a contractual promise 
of security, contained for instance in a privacy policy [30]. 
This occurred for example in a US case where LinkedIn was 
sued by customers for having misled them about its data 
protection policies, falsely claiming that it offered indus-
try-standard cybersecurity measures, when in reality its se-
curity was outdated and insufficient [31]. The suit was brought 
after LinkedIn suffered a data breach that led to millions of 
emails and password combinations to be posted online. The 

“ Companies currently face 
a great deal of uncertainty when 
assessing the risk of legal 
liability that may arise from or 
following a cyber-attack.”

“ Businesses in various industries have 
generally resisted the imposition of 
legal cybersecurity responsibility based 
on the ( fair) argument that there 
is no such thing as perfect cybersecurity.”
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class was namely made up of premium LinkedIn subscribers 
who had reviewed LinkedIn’s privacy policy and had been in-
fluenced by its representations about the level of security [32].

Under Swiss law [33], a breach of contract claim would be 
based on Art. 97 of the Swiss Code of obligations (CO), which sets 
forth the general conditions of contractual liability, i.e (i) a 
breach of contract (such as a breach of the duty to provide the 
promised level of cybersecurity), (ii) an actual damage, (iii) a 
causal link between the breach and the damage, and (iv) a 
fault (which is presumed). Based on this provision, the Inter-
net platform could prima facie appear to be potentially ex-
posed to contractual liability for damages resulting from the 
failure to provide the promised security, unless it can prove 
that it did not commit any fault (and assuming that the other 
conditions are met).

This scenario however raises several issues. The first one 
is that contractual liability under Swiss law is fault-based. 
While such fault is presumed – which, from the plaintiff ’s 
perspective is one of the advantages of bringing a breach of 
contract action – it can nonetheless not be excluded that the 
defendant Internet platform could demonstrate that it did 
not commit any fault in relation to the cyber-attack. An addi-
tional issue for the plaintiff relates to the potential difficulty 
of demonstrating the causal link requirement between the 
breach of contract and the damage purportedly suffered.

In addition, contractual liability may not apply since stand-
ard terms of service frequently do not contain any promise of 
security. On the contrary, vendors, and especially software 
vendors, typically attempt to minimize or even exclude their 
civil liability by inserting warranty disclaimers and limita-
tions of liability in their terms of service [34]. Thus, terms of 
service typically provide that, in the event of a breach, neither 
party will be responsible for the other party’s consequential 
damages and that any potential liability is limited to direct 
damages [35]. That said, it is questionable whether such lim-
itations of liability would be upheld in the event of a cyber-at-
tack, since liability limitations may be deemed null and void 
in the case of gross negligence (see, for Swiss law, Art. 100 
CO). On this basis, it appears that the risk that a vendor 
might be subject to contractual liability in the event of a cy-
ber-attack will generally be limited, provided however that 
the vendor was not grossly negligent in implementing and 
maintaining adequate cybersecurity measures.

2.2 Tort liability
2.2.1 General remarks. In the absence of a contractual relation-
ship, courts could impose tort liability on companies for the 
harm that a cyber-attack causes to third parties. Any contrac-
tual disclaimers or limitations of liability (discussed under 
2.1 above) would not be binding on such third parties.

Under Swiss law, tort liability is governed by Art. 41 CO and 
is subject to the following conditions: (i) an illicit act, (ii) an 
actual damage, (iii) a causal link between the illicit act and the 
damage, and (iv) a fault (which is not presumed). Based on case 
law, an illicit act under Art. 41 CO exists if the act breaches a 
general legal obligation, which can result from the breach of 
an absolute right of the victim (such as a right of personality, 
an intellectual property right, etc.) or from the monetary dam-

age resulting from the breach of a specific legal provision that 
protects the victim against such damage (“Schutznorm”) [36].

In relation to cyber-attacks, tort liability raises its fair 
share of issues as well. First, a plaintiff might encounter dif-
ficulties in proving the existence of an illicit act in relation to 
a cyber-attack in the absence of a violation of an absolute 
right of the victim (such as the right to the protection of per-
sonal data) and in the absence of a specific provision provid-
ing for a cause of tort liability [37]. While corporations can 
have a legal duty to protect the information of their custom-
ers, it is unclear what the extent of such legal duty would be 
vis-à-vis third parties (at times referred to as “downstream” 
victims), in cases where the corporation is not a custodian of 
specific types of data (such as personal or financial data) [38].

Tort liability can result from a wide range of different 
sources, including data protection rules (see below 2.2.2) and 
product liability rules (see below 2.2.3). Tort liability can also 
potentially result from a specific software liability regime for 
software products that could be introduced (see below 
2.2.2.4). The below subparts will examine these issues from 
a EU law perspective, in view of their potential impact be-
yond the EU (including on Swiss law/Swiss-based companies).

2.2.2 Data protection. Companies that process [39] personal 
data [40], which is virtually all companies, and that fall under 
the extensive scope of the Regulation (EU) 2016/679, General 
Data Protection Regulation (GDPR) have until 25 May 2018 to 
comply with the new EU data protection legislation.

The GDPR sets forth a civil liability regime for data con-
trollers (who determine the purpose and means of the pro-
cessing of personal data) and data processors (who process 
personal data on the behalf of controllers) [41].

Under this regime, controllers, who bear the primary re-
sponsibility to ensure that processing activities are compli-
ant with the GDPR, are liable for the damage caused by pro-
cessing that infringes the GDPR (Art. 82 (2)). As to processors, 
their liability exposure is more limited since they are liable 
only where they have not complied with obligations specifi-
cally directed at them under the GDPR, or have acted outside 
of or contrary to lawful instructions from the data controller 
(Art. 82 (2)).

The liability exposure of controllers and processors de-
pends on the nature of the relevant obligation (i.e. obligation 
or means or obligation of result). Art. 32 GDPR sets forth an 
obligation of means [42]. This provision is relevant for our 
purposes since it requires controllers and processors to im-
plement “appropriate technical and organisational measures 
to ensure a level of security appropriate to the risk”, taking 
into account in particular “the state of the art”. While it is un-
clear what such measures concretely entail, the GDPR offers 
some examples of the type of security measures that might 
be considered “appropriate to the risk,” including “the abil-
ity to ensure the ongoing confidentiality, integrity, availabil-
ity and resilience of processing systems and services” 
(Art. 32 (1) (b)), and “a process for regularly testing, assessing 
and evaluating the effectiveness of technical and organiza-
tional measures for ensuring the security of the processing” 
(Art. 32 (1) (d)). Additionally, the assessment of the “appropri-
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ate level of security” must take into account the risks caused 
by the relevant processing, such as in particular the risk of 
unlawful destruction, loss, alteration or unauthorized dis-
closure of, or access to personal data (Art. 32 (2)). What is more, 

the technical and organizational measures must be regularly 
reviewed and updated where necessary (Art. 24 (1)). This last 
element is particularly important in relation to cyber-at-
tacks since, according to a Verizon report, 99.9 percent of all 
vulnerabilities exploits are perpetrated more than a year 
after the vulnerability was disclosed [43].

The civil liability regime for controllers is a strict liability 
regime [44]. Controllers can therefore not escape liability 
merely by proving the absence of a fault on their part. The 
GDPR does however contain an escape clause, based on which 
a controller can claim an exemption of liability if it success-
fully establishes that it is not “in any way” responsible for the 
event that gave rise to the damage (Art. 82 (3)). It is unclear 
what the terms “in any way” will mean in practice, particu-
larly in relation to the obligation of means set forth at Art. 32 
GDPR. However, the addition of the terms “in any way” 
(which were not included in the relevant provision of the Di-
rective 95/46 (Data Protection Directive) [45] that the GDPR 
will replace), seems to indicate a willingness to narrow the 
scope of the liability exemption [46].

In light of the above, the civil liability exposure of compa-
nies that fall within the broad scope of application of the 
GDPR is potentially significant. In addition, it is worth not-
ing that the GDPR explicitly provides that data subjects are 
entitled to have their right to bring a private claim for dam-
ages exercised by a non-for-profit body, organizations or as-
sociation on their behalf (Art. 8). This means that under the 
new Regulation, mass-claims in the case of large-scale in-
fringements are possible [47].

2.2.3 Products liability. At its core, products liability law aims 
at controlling the defective implementation of consumer 
technologies and protecting consumers from “exploding 
toasters and other hazards” [48].

The liability regime under the Directive on liability for de-
fective products (85/374/CEE) (Products Liability Directive) 
is an example of ex post liability, where liability is assigned to 
the responsible party with the rationale that the threat of 
monetary damages stemming from legal actions will incen-
tivize actors to implement the necessary measures to mini-
mize the risk of failures or defects [49].

The Products Liability Directive sets forth a strict liability 
regime [50]. To the extent that a defective product causes a 
damage to a consumer, liability may be imposed on the pro-
ducer even without negligence or fault on its part (Art. 1). Li-
ability is however limited to the producer and cannot be im-
posed on to third parties. The type of recovered damages is 
also limited to damage caused by death or by personal injuries 
and to damage to, or destruction of, any item of property other 
than the defective product itself which is intended for and ef-
fectively used for the private use (Art. 9). The Directive places 
the burden of proof on the injured party as regards the damage, 
the defect, and the causal relationship between the two (Art. 4).

Difficulties arise in respect of the application of the Prod-
ucts Liability Directive in certain technological contexts [51]. 
Taking for instance the IoT environment, it is difficult to de-
termine what the product liability exposure of software ven-
dors to claims for personal injury and property damage 
caused to third parties could be. It is particularly unclear how 
the terms “defective” will be interpreted in such a context. 
Such interpretation is however important since, although a 
fault on the part of the producer is not required, the plaintiff 
must nevertheless prove, among other things, the defective na-
ture of the product. According to Art. 6 of the Product Liabil-
ity Directive, a product is defective “when it does not provide 
the safety which a person is entitled to expect, taking all cir-
cumstances into account, […]”. IoT devices are notoriously 
vulnerable to the possibility of cyber-intrusions. Thus, the 
question that arises is what level of security IoT users are 
generally “entitled to expect” to protect them against hack-
ing [52]. Such expectation of safety may further vary depend-
ing on the specific market in which the IoT device oper-

ates [53]. The question also arises as to whether the notion of 
“defect” as provided under the Products Liability Directive 
should be replaced by that of “lack of safety/security”.

In any event, the practical consequences of the application 
or non-application of product liability rules should not be un-
derestimated, also from a Swiss perspective, knowing that 
the Swiss Product Liability Act (PLA) mirrors to a large extent 
the provisions of the Products Liability Directive. What is 
clear is that the risk of cyber(in)security leading to potential 
physical harm, especially in the IoT context, is a very real con-
cern [54]. One only needs to think of intelligent aircraft, 
smart cars or smart medical devices being hacked to see that 
IoT powered things do indeed have the potential to cause 

“death or personal injuries”.

2.2.4 Specific liability regime for software products? A recurring 
theme in the cybersecurity debate is that insecure software is 

“A recurring theme in the  
cybersecurity debate is that insecure 
software is one of the key 
contributors of the cyber-insecurity 
problem, given how deeply 
software is embedded in the foun- 
dation of our modern world.”

“At its core, products liability law aims 
at controlling the defective implemen-
tation of consumer technologies and 
protecting consumers from ‘exploding 
toasters and other hazards’.”
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one of the key contributors to the cyber-insecurity problem, 
given how deeply software is embedded in the foundation of 
our modern world [55].

Software developers control to a large extent the security 
of the systems that they are developing. However, generally, 
software methodologies do not focus on the quality or secu-
rity of the software product but rather on functionality and 
time-to-market [56]. Often, software manufacturers know-
ingly rush to market with products that still have vulnerabil-
ities and design defects, eager to reduce time to market, with 
the approach “ship now, patch later” [57]; [58].

Under current law, it appears that software vendors are ef-
fectively insulated from liability where such liability arises in 
a situation that falls outside the scope of product liability reg-
ulations [59]. This is the result of the longstanding efforts of 
the software industry to resist binding formulations of the 
due diligence that developers are required to exercise as well 
as avoid ex post liability for vulnerabilities in its products by 
resisting external regulation on the quality, safety or secu-
rity of its products [60]. In the US for instance, Congress even 
amended the Computer Fraud and Abuse Act (CFAA) in 2001 to 
make clear that civil liability for defective programming did 
not attach to software manufacturers [61].

There have been numerous calls worldwide to hold soft-
ware vendors liable for the damage resulting from the ex-
ploitation of vulnerabilities in their products, such as the 
damage caused by a cyber-attack [62]. Particularly the inher-
ently insecure IoT ecosystem has rekindled the discussion 
about “ending the software industry’s long-standing exemp-
tion from legal liability for defects in its products” [63].

However, there have also been voices against the imposi-
tion of software manufacturer liability, which contend that 
imposing such liability would demonstrate “a lack of strate-
gic foresight”. The argument here is that liability enforced by 
end-users would not be a strategic approach since, even as-
suming that the substantive law would successfully hold 
software manufacturers liable, end-users may not be willing 
to make use of this option as their potential recovery would 
not counterbalance the burden of judicial proceedings [64].

It is noteworthy that such users may even themselves be the 
target of enforcement.  For instance, the US FTC, under its 
limited mandate to take action against “unfair [or deceptive] 
acts or practices”, initiated action against software users 
whose systems were breached and where third party confi-
dential information was disclosed [65]. The FTC’s efforts 
were mostly directed at non-financial firms which suffered 
massive breaches of personal data [66].

3. SELECTED POLICY CONSIDERATIONS
3.1 What duty of care? The different potential sources of 
tort liability for cyber-attacks raise the fundamental ques-
tion of the duty and standard of care that should apply. 
Should there be an obligation of care “not to create situations 
of risk that might foreseeably be exploited by criminals to at-
tack others, [since this is arguably] the same as that applied 
in the physical world in the case of keys left in a vehicle” [67]? 

The digital environment creates a very high level of inter-
connection between people [68]. Arguably, such interconnec-

tion makes it equitable to require participants to “look out 
for each other and […] adopt a more expansive conception of 
duty that might otherwise have been adopted” [69]. In the 
same vein, in the digital context “[t]he number of parties to 
which one owes a duty of care is greater” [70].

Another element to be taken into account is the constant 
evolution of the duty of care caused by the dynamic nature of 
the standard of care. With regard for instance to software 
products, this raises the issue of updates and patches which 
may not necessarily be available. Due to resource or techno-

logical constraints, most IoT devices are designed without 
the ability to accommodate software or firmware updates. As 
a result, vulnerability patching is difficult, if not impossi-
ble [71]. Consequently, if a duty of care that specifically in-
cludes patching is introduced, it could put organizations in 
an impossible position since, depending on the layers of com-
plexity of the software, it may be impossible to upgrade or 
patch systems [72].

3.2 Regulatory options: liability – and what else? A pos-
sible alternative to black letter law is soft law and auto-regu-
lation with industry partners. It may be worth thinking 
about how risk management could be an incentive for man-
ufacturers to implement more robust security. Accepting 
that security failures are inevitable, an alternative approach 
could be to encourage more responsible software develop-
ment by vendors by requiring software vendors to demon-
strate that their software development methodologies in-
cludes adequate testing and robust responses to adverse 
cyber events [73].

3.3 Need for a collaborative international framework. 
Obviously, purely national frameworks are unlikely to be ef-
fective as regards the imposition of civil liability in the event 
of a cyber-attack, given that such attacks are not necessarily 
restricted to any national territory. Also, one state’s laws on 
civil liability can and will affect citizens of another state due 
to the potential cross-border nature of a cyber-attack. There-
fore, a collaborative international framework should be im-
plemented. In addition, it could make sense to consider the 
adoption of transversal liability regimes in respect of cyber-
security risks. Finally, the framework should remain flexible 
and evolving so as to keep up with the speed-light develop-
ments of the technological environment in which cyber-at-
tacks occur.

“ Obviously, purely national 
frameworks are unlikely 
to be effective as regards the 
imposition of civil liability in the 
event of a cyber-attack, given 
that such attacks are not necessarily 
restricted to any national territory.”
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Notes: 1) This article represents the sole views of 
the authors. Feedback is welcome and may be sent 
to evelyne.studer@unige.ch/jacques.dewerra@
unige.ch. 2) For Switzerland, see e.g. the 2016 re-
port by the Federal Council on the security policy 
of Switzerland, 26, https://www.newsd.admin.ch/
newsd/message/attachments/ 45069.pdf. All links 
to websites were last accessed on 26 June 2017. 
3) John Chambers, What does the Internet of 
Everything mean for security?, 21 January 2015, 
https://www.weforum.org/agenda/2015/01/compa 
nies-fighting-cyber-crime/?utm_content=buffer-
b0881&utm_medium=social&utm_source=facebook. 
com&utm_campaign=buffer. 4) Jeffrey F. Addicott, 
Enhancing Cybersecurity in the private sector by 
means of civil liability lawsuits – the Connie Fran-
cis effect, 51 U. Rich. L. Rev., 857–895, 2017, 875, 
http://lawreview.richmond.edu/files/2017/03/Addi-
cott-513.pdf; Trey Herr/Allan Friedman, Under-
standing Cybersecurity – Part 1, Redefining Cyber-
security, The American Foreign Policy Council, 
January 2015, http://www.afpc.org/publication_
listings/viewPolicyPaper/2664. See also Building 
an Effective European Cyber Shield Taking EU 
Cooperation to the Next Level, 8 May 2017, https://
ec.europa.eu/epsc/publications/strategic-notes/
building-effective-european-cyber-shield_en (“Yet, 
there remains a gap between the level of maturity 
of cyber threats and that of worldwide norms and 
definitions in the cyber context (e.g. what is an ‘at-
tack’ in cyberspace?”). There isn’t even an agree-
ment on its spelling, see the report by the Euro-
pean Union Agency for Network and Information 
Security (ENISA) on “Definition of Cybersecurity, 
Gaps and overlaps in standardization”, December 
2015, 10, https://www.enisa.europa.eu/publications/ 
definition-of-cybersecurity (“Even the correct 
spelling of ‘Cybersecurity’ is controversial and dif-

fering”). 5) ITU Definition of cybersecurity, http://
www.itu.int/en/ITU-T/studygroups/com17/Pages/
cybersecurity.aspx. 6) Axel M. Arnbak, Securing 
private communications: Protecting private com-
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